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Abstract

Reinforcement learning is a technology that can present successful and creative solutions in many areas. 

This reinforcement learning technology was used to deploy containers from cloud servers to fog servers to help 

them learn the maximization of rewards due to reduced traffic. Leveraging reinforcement learning is aimed at 

predicting traffic in the network and optimizing traffic-based fog computing network environment for cloud, fog 

and clients. The reinforcement learning system collects network traffic data from the fog server and IoT. 

Reinforcement learning neural networks, which use collected traffic data as input values, can consist of Long 

Short-Term Memory (LSTM) neural networks in network environments that support fog computing, to learn time 

series data and to predict optimized traffic. Description of the input and output values of the traffic-based 

reinforcement learning LSTM neural network, the composition of the node, the activation function and error 

function of the hidden layer, the overfitting method, and the optimization algorithm.
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1. Introduction

With broadband wireless connectivity enabled on the basis of information communication infrastructure, 

the Internet has developed an Internet of Things (IoT) that can realize the interaction between people, people, 

things, things and things [1]. Cloud computing, however, also faced a number of challenges following the 

explosion of IoT. Fog computing to solve the problems of cloud computing is the concept of processing speed-

sensitive and critical data in real time by enabling vast amounts of data from IoT devices to be processed at 

the generated close range. Reinforcement learning has been utilized to learn about actions that can maximize 

stable traffic rewards in these fog computing environments.

Based on traffic information from the fog server and IoT in these cloud and fog computing environments, 

this paper proposes reinforcement learning neural network algorithms for optimizing container deployment. 

The reinforcement learning neural network is designed to optimize traffic-based computing networks for cloud, 

fog and clients by predicting traffic on the network.
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2. Related Work

2.1 Fog Computing

Cloud computing is a way to focus and control data on core servers [2]. To address problems such as the 

computing time and cost of transferring, storing, and processing data to a core server, Cisco, a network 

equipment company, proposed the concept of fog computing. Fog computing is the concept of distributing 

networks at physical close-range without storing and processing data to and from users and remote cloud 

servers [3]. Fog computing processes speed-sensitive data in real time and distributes it autonomously at the 

end of the network. Fog servers can be geographically deployed as servers that handle small local data at real-

time data processing rates and perform data analysis and filtering, but with small computing capabilities, high 

performance processing is difficult [4].

2.2 Reinforcement Learning

Machine learning includes supervised learning, unsupervised learning, and reinforcement learning is a way 

to learn from learning the relationships of numerous data collected through trial and error [5]. The Markov 

Decision Process (MDP) process was first described by Richard Bellman in the 1950s and is one of the 

optimization methods for solving sequential decision-making problems expressed mathematically using the 

MDP. The problem of determining sequential behavior, as defined by the MDP, finds optimal policy through 

reinforcement learning. The reinforcement learning agent is the process of performing actions in a continuous 

environment and applying policies to compensation until the best path for the agent to act is predicted by 

observing the rewards that result from the actions [6]. Among the reinforcement learning models, policy 

gradient-based reinforcement learning directly obtains a policy that determines whether actions are chosen 

according to their status. Policies are defined as parameter vector θ, and policy gradient-based techniques are 

methods that use Gradient Method to obtain vector θ. After obtaining a gradient of the purpose function for a 

particular θ, update of θ by a certain distance in the inclined direction until the slope converges [7]. Gradient 

Method obtains the gradient from the starting point and moves it by a certain distance in the tilted. The gradient

is then also obtained from the point moved, and the movement is repeated for a certain distance in the tilted 

direction again. Gradient ascent method (GAM) of gradient is to find the maximum value in the direction of 

the gradient rising after obtaining the gradient of the function for a particular vector, and to find the maximum 

value of the Gradient descent method (GDM) [8].

2.3 LSTM Neural Network

LSTM is a neural network that complements the shortcomings of the Recurrent Neural Networks(RNN). 

LSTM is effective in processing inputs in sequences longer than RNN [9]. LSTM works well on a wide variety 

of issues and is widely used and is clearly designed to avoid long-term dependency problems. The LSTM unit 

is a structure in which cell states are added to the hidden state of RNN, which is used primarily in data that is 

correlated over time. The LSTM unit has three gates, consisting of a forget-gate, input-gate and output-gate. 

The key to three gates is what to forget, what to write and what to read. The sigmoid function is often used as 

an activation function and converts all of the real values into values between 0 and 1. The results calculated 

with the input value x and the weight value θ for each input are changed to values between 0 and 1 by typing 

in the sigmoid function. Normally, less than 0.5 and more than 0.5 correspond to 0 and 1 as the activation 

function. LSTM neural network can better remember previous states because the cell state of LSTM is not 

significantly deformed and propagation is easy to propagate to the state of the next unit [10].
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3. Reinforcement learning with neural network algorithm

3.1 Fog computing container deployment system

Figure 1 is the proposed architecture of the fog computing. Cloud servers consist of multiple containers and 

cloud container engines, SDN-based routing, and cloud deployment layers. The cloud deployment layer 

consists of deployment execution and deploys application Data on the fog server in the determination of the 

model learned in the reinforcement learning system proposed in this paper. The fog server consists of 

containers and SDN-based routing, wireless resource management, fog container engine, and traffic data 

collector in the fog monitoring layer. Traffic data collector on the fog monitoring layer requests from the IoT 

and collects traffic data of inputs and outputs serviced from the cloud server to the fog server and forwards it 

to the reinforcement learning (RL) server to provide data for use in the reinforcement learning system.

The first of the three layers of the RL server is the RL Fog (RLF) layer, which monitors the status of the fog 

traffic by transferring traffic data from the fog server's Fog Monitoring (FM) layer. The second is the RL

Processor (RLP) layer, which receives traffic data from the RLF layer, preprocesses it with input data, and 

then performs reinforcement learning for the deployment of traffic-based application data. The third is the RL 

Model (RLM) layer, which stores and updates the model of the optimized neural network at the RLP layer. 

The RLM layer updates the decision to deploy containers in the policy neural network model with the Cloud 

Deployment (CD) layer in the cloud server.

Figure1. Proposed fog computing system architecture

3.2 Design of reinforcement learning policy learner 

Figure 2 is the algorithm of reinforcement learning machine. The reinforcement learning machine is linked 

to agents, environments and policy networks to prepare traffic learning data and learn policy neural networks. 

Over the course of repeated learning, the policy neural network determines the epoch 1,000 because the cloud 

container is updated as it is deployed in a stable area of traffic. In the early epoch when there was no learning 

at all, the exploration rate was increased, causing more explorations to act at random. This action decision is 

the probability of a random action, the epsilon value, which is determined at random or otherwise through the 

output of the policy neural network and is the confidence in the actions and decisions it makes. Memory is an 

array that stores samples of learning data, agent behavior, and immediate rewards. If the memory is full up to 

the maximum size without learning, the rewards is immediately replaced by the delay rewards.
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Figure2. Pseudo-code of reinforcement learning algorithm

3.3 Design of policy neural network

Figure 3 shows the structure of the LSTM neural network used in the policy neural network of the 

reinforcement learning learner in this paper. The reinforcement learning neural network model was constructed 

using the policy gradient-based method to effectively learn traffic-based policies in reinforcement learning 

learner. To construct the LSTM optimal neural network for traffic-based container deployment, the number of 

inputs to be used as learning data uses 16 values and the output layer used as a probability of deployment and 

stopping in two dimensions. The input layer has 16 dimensions combined with 14 dimensions of learning data 

and two dimensions of cloud-state, while the output layer has two dimensions: deployment and stopping, or y0

to y1, of deployment behavior. LSTM has five layers, with 16 nodes on the input layer, 256 nodes on the first 

hidden layer, 256 nodes on the second hidden layer, 256 nodes on the third hidden layer, and two nodes on the 

last output layer. A sigmoid function was used as an activation function for the output layer. A continuous 

return value between 0 and 1 of the sigmoid function was multiplied by 100 to be the behavioral probability 

value of container deployment and stopping in the cloud. Rather than predicting the stabilization of traffic data 

for reinforcement learning Q running, the Stochastic Gradient Descent (SGD), which determines which actions 

are better in the current situation, is applied to the traffic reinforcement learning system. 
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Figure 3. LSTM neural network structure

Table 1 shows the algorithms of LSTM neural network for reinforcement learning. The optimization 

algorithm used SGD and designed a neural network model with a learning rate of 0.001. We used the python 

deep learning library Keras, and we decided to drop out at 50% to avoid overfitting. The loss function used an 

average square series of Mean_Squared_Error (MSE). Because it takes a lot of time and computing resources 

to learn a policy neural network, the deployment learning model was used to deploy the once-learned policy 

neural network and bring it in when needed. For reuse of batch learning models and weights, we saved the 

weights as HDF5 files as Save_weights( ), a function of the Sequential Class of the Keras Library, which stores 

the models in file form. Update the policy neural network model by calling up the stored HDF5 file as a 

load_weights( ) function and learning the traffic values that are continuously flowing from the fog server.

Table 1. Pseudo-code of neural network algorithm

Algorithm 2 : LSTM neural network

Import numpy and keras

Initialize input, output, learning rate

Begin

1:  add to model = Sequential()

2:  add to model = Set up 256 LSTM nodes and shape(input), dropout 1/2

3:  add to model = Batch Normalization

4:  add to model = Set up 256 LSTM nodes and sequences, dropout 1/2

5:  add to model = Batch Normalization

6:  add to model = Set up 256 LSTM nodes and dropout 1/2

7:  add to model = Batch Normalization

8:  add to model = Dense(output)

9:  add to model = Sigmoid activation function

10: compile to a model = optimization algorithm ‘sgd‘, loss function 'mse'

End
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3.4 Results of system application

Table 2 shows the results of deploying containers 10 times after Reinforcement Learning to deploy 

containers from a cloud server to a fog server based on 160MB/minute stabilization compensation, which is 

80% of the maximum traffic bandwidth of 200MB/minute. The total amount of cloud container deployment is 

assumed to be between 100MB and 10GB in various ways. From one to 10 applications, we can see the number 

of deployment actions and stop actions, the total number of minutes of deployment, the average value of fog

traffic and the average value of fog traffic when deployed, and the amount of cloud deployment. If you check 

the value of the average traffic during deployment from one to 10 results, you can see that the average of the 

fog traffic was placed below 160MB/min, which is 80% of the maximum bandwidth of 200MB/sec, so that 

the traffic on the fog server was optimized and the container was deployed.

Table 2. Reinforcement learning container deployments result

Time

s

Deploy

ment

Stop Minute Average traffic Average Traffic on 

Deployment

Cloud Deployment

1 2 4 6 113,643 KB 79,254 KB 100 MB

2 5 8 13 115,653 KB 99,701 KB 300 MB

3 7 9 16 107,285 KB 119,254 KB 500 MB

4 10 30 40 126,539 KB 135,524 KB 700 MB

5 13 17 30 56,991 KB 22,806 KB 1 GB

6 28 44 72 122,182 KB 152,019 KB 2 GB

7 42 65 107 117,022 KB 137,175 KB 3 GB

8 72 102 174 118,765 KB 126,551 KB 5 GB

9 95 145 245 109,542 KB 97,109 KB 7 GB

10 130 136 266 79,036 KB 130,002 KB 10 GB

4. Conclusion

In this paper, the traffic of fog computing was predicted and a reinforcement learning neural network for 

container optimization deployment was proposed. In policy-based reinforcement learning, the probability of 

learning and acting on policies is composed of output values using traffic-based inputs and cloud-state 

characteristics as input values by selecting actions according to the status of the policy in accordance with the 

status of the artificial neural network. The problem of increasing traffic overhead has been solved by deploying 

containers through continuous learning of network traffic in network environments that use LSTM neural 

networks to learn and predict time series data to stabilize the network and support fog computing. From 

applying a deep learning variance structure to store data later on, parallel computation techniques of multi-

agent reinforcement learning systems are required to collect experiences from the environment quickly and in 

large quantities.
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