
J. lnf. Commun. Converg. Eng. 20(2): 79-89, Jun. 2022 Regular paper
Component-Based System Reliability using MCMC Simulation

Sampa ChauPattnaik1* , Mitrabinda Ray1 , Mitalimadhusmita Nayak2 , and Srikanta Patnaik1

1Department of Computer Science and Engineering, Siksha ‘O’ Anusandhan (Deemed to be) University, Bhubaneswar 751030, India
2Department of Mathematics, Siksha ‘O’ Anusandhan (Deemed to be) University, Bhubaneswar 751030, India

Abstract

To compute the mean and variance of component-based reliability software, we focused on path-based reliability analysis.

System reliability depends on the transition probabilities of components within a system and reliability of the individual

components as basic input parameters. The uncertainty in these parameters is estimated from the test data of the corresponding

components and arises from the software architecture, failure behaviors, software growth models etc. Typically, researchers

perform Monte Carlo simulations to study uncertainty. Thus, we considered a Markov chain Monte Carlo (MCMC) simulation to

calculate uncertainty, as it generates random samples through sequential methods. The MCMC approach determines the input

parameters from the probability distribution, and then calculates the average approximate expectations for a reliability

estimation. The comparison of different techniques for uncertainty analysis helps in selecting the most suitable technique based

on data requirements and reliability measures related to the number of components.

Index Terms: Component Based Systems, MCMC, System Reliability, Discrete Time Markov Chain

I. INTRODUCTION

Software reliability is necessary for system developers to

improve application performance. Delivering commercial-

off-the-shelf (COTS) products is a critical challenge for all

industries. Software reliability analysis at the architectural

level is based on the following models: state-based [1-5],

path-based [21,29], and additive [32].

Software reliability estimation occurs at the code and

design levels. In architecture-based software reliability anal-

ysis, the input parameters include the software architecture

of the application, transition probabilities between compo-

nents, reliability of individual components, and average exe-

cution time of the components [6]. During the design phase,

the major challenge is that the software architecture and

component parameters may not be well known. Thus, an

uncertainty analysis is required for the architecture-based

software reliability model. The goal is to investigate how the

inaccuracy of the operational profile [7] directly influences

the transition probabilities between the components. The

failure of the components is unknown and depends on the

test procedures. Because the failure time data are uncertain,

the system reliability computed from the parameters is also

uncertain. The reliability growth of a component depends on

its fault detection rate. A fault detection rate may be given

by one of the software reliability growth models [8-11], and

the location of faults that caused these failures can then be

identified based on several accurate methods.

Motivation: Software reliability prediction based on

architectural models depends on i) appropriate model consid-

erations and ii) accurate parameter values. Practically, there

is considerable uncertainty in parameters because uncertainty

occurs in the estimation of the operational profile and com-

ponent reliabilities. A major challenge in reliability predic-
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tion at the architectural level is the presence of uncertainties

owing to the lack of information in relation to the proposed

artifact, such as operational profile, implementation details,

and failure behavior.

The objectives of this paper are:

• To determine the uncertainty parameters that arise

through the model such they are properly represented in

the reliability analysis. 

• To monitor the uncertainty results such that they help

decision-makers make further decisions.

• To analyze the system reliability by considering the

effect of the individual reliability of a component using

some uncertain manner. 

We present uncertainty in architecture-based software reli-

ability based on a Markov chain Monte Carlo (MCMC) sim-

ulation and moment techniques. The methodology addresses

the parameter uncertainty problem and shows its effect on

system reliability.

The remainder of this paper is organized as follows. In

Section II, we summarize the background study. This

explains the different approaches to uncertainty analysis for

component-based systems. Section III describes the uncer-

tainty analysis technique based on the method of moments,

Monte Carlo (MC) simulation, and Markov chain Monte

Carlo (MCMC) simulation. Section IV explains the result

analysis using different uncertainty methods in architecture-

based software reliability analysis. Section V provides a

comparative study of different methods for uncertainty anal-

ysis, and the paper concludes in Section VI.

II. BACKGROUNG STUDY

In the last decade, several architecture-based software reli-

ability models have been proposed [8, 12, 13, 18, 35]. In the

early phase, software reliability analysis can identify the crit-

ical components that improve the reliability of an application.

Software reliability estimation in the design phase causes

uncertainty in the component reliabilities. Several research-

ers [14-24] have used different techniques to analyze uncer-

tainty in architecture-based software systems. To evaluate

the overall system reliability, we used different models, such

as Markov chains and fault trees. Parameters such as compo-

nent reliabilities, transition probabilities between two com-

ponents, and average execution time of components are used

in these models, generally collected from field data, systems

with similar function data, or by guessing. The exact values

of the parameters may be unavailable at the design stage (as

coding has not begun). Hence, the analyst can formulate a

relative estimation for the values of the parameters by con-

sidering the estimation from the actual system implementa-

tion to validate the assumption prepared in the design stage.

Therefore, the values of these parameters may be inaccurate.

This leads to uncertainties in system reliability.

Reliability assessment occurs during the early stages of the

software development life cycle using software architecture.

However, the prediction of component reliabilities at the

architectural level is difficult because uncertainties arise in

the system and its individual components [15]. authors con-

sidered a component-based robotics test bed, the controller

component of SCR over, which is a NASA JPL mission data

system (MDS). They identified different uncertainty factors

of components, such as the recovery and failure probabili-

ties. Their results showed that the reliability of the compo-

nent increased with the recovery probability. In addition, if

the failure probability increases, the component reliability

decreases.

For architecture-based reliability estimation, accuracy may

depend on parameters such as environmental factors and sys-

tem usage. Researchers have handled this problem by inte-

grating uncertainties in architecture assessment models and

analytically solving them with simulations. This method

illustrates the mean and variation of an attribute. The case

study used was on the anti-lock braking system (ABS) of a

car [25]. Architecture-based software reliability analysis can

identify the critical components early, which leads to a cost-

effective reliability improvement of the application. How-

ever, at this phase, estimating architectural and component

parameters is not entirely possible with certainty.

The problem of uncertain component reliabilities has

occurred in software application reliability estimation [26].

The authors considered the levels of confidence in architec-

tural parameters using minimal test and simulation data

based on the principle of multinomial distribution confidence

intervals for reliability estimation. K. Go et. al. [27] con-

ducted a large-scale case study on architecture–based soft-

ware reliability evaluation to determine potential limitations

and challenges for future analysis. The study of uncertainty

in architecture–based software reliability found that the

MCapproach is more effective than the moments technique.

The MCtechnique results indicate the following: (1) fewer

parameters yield the most variance in system reliability and

(2) the reliability of components has a greater effect on sys-

tem reliability than the probability of transition for a given

operational profile.

Software reliability models consist of several parameters

that are typically determined from the test data of the com-

ponent. As point estimates concentrate on random data varia-

tions, uncertainties in the measured parameters were observed.

The parameter causing uncertainty underestimates the uncer-

tainty in terms of overall system reliability [16]. Here, the

authors aimed to measure the uncertainties with their cor-

related parameters in the software reliability modeling of a

single component and multiple components. A major prob-

lem in the uncertainty analysis of software reliability model-

ling is the lack of available failure data. Using the views of
https://doi.org/10.6109/jicce.2022.20.2.79 80
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experts and historical data from earlier projects will help

resolve this problem. An uncertainty analysis was performed

by merging the concept of maximum entropy (MEP) with

the Bayesian method. System-level uncertainty analysis can

be conducted using the MCmethod to demonstrate the impact of

uncertainty parameters on many system-level components.

In component-based software development systems, an

inadequate selection of components results in low-quality

software. The authors disagree with the assessment methods

in which explicit uncertainty methods are represented using

probability distributions. They provide details of the Bayes-

ian model used to capture the uncertainties in the simultane-

ous assessment of two attributes, thereby confining the

dependencies between them [28]. To handle the uncertainty

in the system reliability, a MCsimulation method is used

[29], where reliability is determined by the variance, and the

accuracy increases by increasing the sample size. To esti-

mate the reliability of a system, the method of moments is

used for uncertainty analysis in architecture-based software

reliability models [30]. The method of moments shows that

the reliability evaluation occurs by the moments of compo-

nent reliabilities, where the accuracy can be improved by

considering the high level of Taylor expansion. The software

consists of components and modules.

Software reliability assessment is the primary area of soft-

ware-based systems. Software reliability estimation is based

on historical data and a presumed distribution curve, which

is inclined to uncertainties. A fault tree [31] is used for reli-

ability estimation in component-based systems; and fuzzy set

theory is used in fault tree analysis to quantify the basic

uncertainty results. In recent years, for complex architecture

systems, such as flights, a highly reliable system is required

for safety purposes [32]. This leads to uncertainty in failure

occurrences. The confidence interval and probability density

functions were used to compute the uncertainty in the system

reliability variance. The evaluations show that the uncer-

tainty varies with the system or execution time.

III. UNCERTAINTY ANALYSIS

The behavior of the system is affected by unavoidable

components, which are considered uncertain. Uncertainty is

categorized into two types: i) aleatory uncertainty: stochastic

process behavior (i.e., randomness from inherent variability

in the system) and ii) epistemic uncertainty: vagueness

owing to a lack of knowledge and information about the sys-

tem [33]. The causes and aspects of uncertainty have been

studied in various applications such as engineering risk mod-

eling and reliability assessments. Although many different

types of uncertainty exist, they are usually categorized as

aleatory or epistemic. Aleatory uncertainty, also known as

stochastic uncertainty, arises owing to the randomness of the

behavior of a software system. The probability distribution is

commonly used to solve the aleatory uncertainty problem

with sufficient data. For example, an application using a reli-

ability-based design is based on probability theory. Epis-

temic uncertainty occurs because of a lack of knowledge or

information regarding a software system, particularly during

the design of a complex system. It is not based on probabi-

listic theory.

Methods such as interval analysis, possibility theory, and

evidence theory have been used to model epistemic uncer-

tainty. This paper is based on epistemic uncertainty because

we apply uncertainty analysis during the design phase and

sufficient data are unavailable for estimating system reliabil-

ity. Epistemic uncertainty analysis is based on probability

theory as well as fuzzy sets. This paper contains probability

distributions, such as beta and gamma distributions.

To conduct reliability estimation with uncertainty analysis

in a system, the following steps are followed.

1. Build the software architecture obtained from a specifi-

cation and design document.

2. Estimate the component reliability

3. Design the software model (using the software growth

model or fault injection)

4. Use the uncertainty techniques for the uncertainty para-

meters (component reliability, transition probability,

etc.). I.e., in this step, different uncertainty methods

(method of moments, MC simulation, or MCMC simu-

lation) are applied. 

5. Obtain the system reliability.

Software reliability is estimated using an architecture-

based model, and we include the dynamic behavior of the

software architecture, i.e., a component dependency graph

(CDG) [6], transition probabilities of two components, and

nature of software failure (reliability of components or fail-

ure rate). For a given application software, the uncertainty in

software reliability is caused by these parameters. Software

architecture is defined as the interaction of different compo-

nents. We used a path-based model to represent the architec-

ture–based software reliability model [8, 15, 16, 26]. The path-

based method uses the CDG. The components are represented

as nodes, and the interactions between the components are

represented as edges. Transfers between components are

assumed to be a discrete-time Markov chain (DTMC) with

transition probability Pr = [prij], where prij is the transmis-

sion from component i to component j. Component failure

behavior estimates the reliability of each component. (CRi).

Several methods have been used to estimate component

reliability. To develop component failure data, software reli-

ability growth models (SRGM) [8, 15, 16, 26, 34] were applied

to each component obtained during testing. Software reliabil-

ity growth models cannot always be used because of the

scarcity of failure data. Another manner of estimating the

reliability of a component is to use a fault injection tech-
81 http://jicce.org
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nique [13], which isa simulation basis. Therefore, the estima-

tion of component reliability estimated may be inaccurate,

which stimulates the use of uncertainty analysis. The meth-

odology used for uncertainty analysis was obtained using a

software architecture with the failure behavior of the compo-

nents.

In this study, we used a path-based model [35] for reliabil-

ity estimation. For the reliability assessment, we considered

the software architecture with failure behavior. The reliabil-

ity of a system is the probability of reaching the terminal

component through the execution path along the compo-

nents. The overall system reliability is calculated as follows:

SR = m(1, n)CRn, (1)

where, = (ID − q)−1. This denotes the (1,n)th value

of matrix m, i.e., reaching the end component n by starting

from component 1. In the DTMC method, the transition

probability is represented by Pr = , where q = (r − s) ×

(r − s) is a sub-stochastic matrix (minimum one-row summa-

tion <1), s × s is the identity matrix ID = , 0 = s × (r − s) is

the matrix of 0s, and c = (r − s) × s. In addition, a Markov

process with r states has s absorbing states.

Several techniques are used for uncertainty analysis. Here,

we present some techniques, such as the method of moments

[30], MC simulation [29], and MCMC simulation method

[36].

A. Moments

This is an approximate approach that generates moments

of system reliability from the moments of component reli-

abilities. The component reliability estimation using this

method is inaccurate because of the higher-order Taylor

series expansion.

For method of moments:

a) The link between system reliability (SR) and compo-

nent reliabilities (CR1, CR2, ..., CRn) is represented by

SR= f(CR1, CR2, ..., CRn) using the path-based model. 

b) The system reliability is determined using Taylor series.

c) The moments are applied for the component reliabili-

ties and transition probabilities.

d) The approximate mean and variance of the system reli-

ability are calculated using the parameter moments

using the given equations.

The method of moment is expressed as a Taylor series

function. Thus, the 1st order moment is given by the equation

, (2)

where, SR denotes the reliability of the components, and

E[CR] is the expected reliability of components.

r0 = f(E[CR1], E[CR2], E[CR3], … E [CRn], (3)

, for i = 1, 2, ...n, and (4)

 for, j = 1, 2, ....n

The mean of the system reliability is E [CR] ≈r0 (5)

Then, the variance of the system reliability is as follows.

(6)

The variance estimation shows the confidence in system

reliability. Thus, if the variance decreases, the overall system

reliability increases. Now, the efficiency of the expected reli-

ability and variance of reliability is improved using high-

order Taylor expansions.

B. Monte Carlo Technique

MCsimulation is a fairly accurate method for estimating

system reliability. This method represents a well-defined dis-

tribution of the parameters of the software reliability model.

The MCtechnique for a component-based system is as fol-

lows.

Algorithm: Uncertainty Analysis using MC for a Compo-

nent Based System

Input: component reliability of the ith component (CR (i)),

transition probability between two components (Prij), aver-

age execution time of n components; n: number of compo-

nents

Output: System Reliability 

1. Initialize CRi =X[i].

X[i]= random variables, X ∈ [0,1]

2. Identify the system reliability using a path-based model

(PR) with input parameters CR(i) and Prij:

3. Calculate the mean for each component (CRi) using the

formula m = (ID − q)−1 = , where m is the mean num-

ber of visits from component I to component j, ID is the

identity matrix, and q is the transition matrix explained

below.

4. Calculate the variance of each component CRi using the

formula v = m(2mdig − ID) − msqr, where v is the variance

of each component, mdig is the diagonal of matrix m, and

msqr is the square of the matrix m.
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5. Determine the system reliability:

where, m1,j and v1,j are the visit mean and variance,

respectively, of each component from component 1 to

component j.

6. Assign probability distributions to Prij and RCi. (The pro-

bability distributions of the input parameters are assigned

based on theoretical assumptions. Here, we use the beta

and gamma distributions for the component reliability and

transition probability, respectively.)

7. Repeat Steps 3, 5, and 5 with the new values of CR (i)

and Prij obtained from the probability distribution.

8. Repeat Steps3, 4, 5, and 6 until the required number of

values is produced to obtain a lower variance and better

system reliability.

MCsimulation process

** i= no. of column and j= no. of rows

MCsimulation is a method for determining the probability

of possible outcomes. Predict a model is difficult owing to

the use of random variables. This is also referred to as a

multiple probability simulation. MCMC is subset of MC.

Thus, MCMC is an MC, but not all MCs are MCMC. The

main objective of the MCMC method is to build a Markov

chain. The Markov chain is produced using independent

samples (with a negative correlation) to reduce the variance. 

C. Markov Chain Monte Carlo 

MCMC is an approximation technique for system reliability

estimation. Therefore, the objective of this simulation was to

use Bayesian inference [37] for posterior distributions.

MCMC allows the user to approximate aspects of the poste-

rior distributions. The MCMC method produces MCsimula-

tions depending on the Markov property, and the simulation

convergence point obtained is the posterior distribution [36].

The MCMC process is stochastic. A stochastic process

{s(T)} has a Markov property (Mp). The Markov property is

represented as Pr{s(T + 1) = n|s(0) = 0, s(1) = …s(T) = m) =

Pr{s(T + 1) = n|s(T) = m} for T = 0, 1, 2, …. This expres-

sion show that state s at time T + 1 only depends on the cur-

rent state s at time T, and is not dependent on past states

s(T−1), …, T(1).

Algorithm: Component Based System Uncertainty Analysis

using MCMC

Input: component reliability of the ith component (CR (i)),

transition probability between two components (Pri,j), aver-

age execution time of n components 

Output: variance of each component (Ci), System Reliability

1. Initialize CRi =X[i] 

X[i]= random variables, X ∈ [0,1]

2. Identify the system reliability using the path-based model

(PR) with input parameters CR(i) and prij:

3. Calculate the mean for each component (CRi) using the

formula m = (ID − q)−1 = , where m is the mean

number of visits from components i to j, ID is the identity

matrix, and q is the transition matrix explained below.

4. Calculate the variance of each component CRi using the

formula v = m(2mdig − ID) − msqr,where v is the variance

of each component, mdig is the diagonal of matrix m, and

msqr is the square of matrix m.

5. Determine the system reliability

where, m1,j and v1,j are the visit mean and variance,

respectively of each component visit from component 1 to

j component.

6. Apply the Markovian property discussed above to the

transition probabilities (Prij). We consider n-step transition

probabilities for computing these transition probabilities

to form a Markov chain.

 ∀ i=0, 1, 2, ...M; 

j=0, 1, 2 ...M; and any m=1, 2,..., n-1;

n=m+1, m+2, …

7. Apply the MCalgorithm to estimate the system reliability.

8. Repeat Steps 3 and 4 to determine a convergence posterior

distribution.

We used the Chapman–Kolmogorov equations for the n-

step transition probabilities [19].

IV. IMPLEMENTATION OF UNCERTAINTY ANAL-

YSIS

We discuss the uncertainty analysis of the components with

a waiting queue simulator application [6] as a case study. The

architecture of the application consists of the following

components: an ArrivalGenerator, EventList, ServiceFacility,

ScheduleManager, QueuingFacility, and Measurement recorder.
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The interactions between the components were evaluated

using the scenarios. The architecture of the waiting queue

application is represented by a graph called the component

dependency graph (CDG). A CDG consists of components

and the transition probabilities between the components. The

interaction between the components forms possible execu-

tion paths from the starting component to the end compo-

nent. Thus, it follows a path-based model. Here, we consider

the graph traversal with three structures: sequences, branches,

and looping.

Fig. 1 shows a CDG graph represented with nodes and

edges. The nodes and edges consist of information such as

component name, component reliability, transition probabil-

ity from one component to another, average execution time

of each component, and transition reliability from one com-

ponent to another. Assuming each component’s reliability is

1, the average execution times between components are

shown in Table 1. The average execution time was evaluated

using the following formula:

Where AETi is the average execution time of each compo-

nent CRi, Prsk is the probability of executing scenario sk,

T(CRi) is the execution time of CRi, i.e., the total number of

active times in the execution of scenario sk. Table 2 lists the

transition probabilities between the components of the wait-

ing queue system.

The values in Table 2 were obtained from the CDG in Fig.

2. The transition probabilities between two components

(pri,j) are evaluated as follows. It is the probability of transi-

tioning between two components (Ci, Cj), computed as the

interactions between two components during the reliability

analysis [6]. The sum of transaction probability from any

component is always 1, i.e., .

Fig. 2 shows the corresponding DTMC-based execution

path from starting component C2 to end component C7. We

consider the structure based on the architecture of the appli-

,)(Pr
1

ki
sCR

s

i

iki
CRTsAET
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d

dn

Fig. 1. CDG of the queue management application.

Table 1. Reliabilities and average execution times of components

Index

(CI)

Reliability (CRi) 

(Assuming 1 for 

all components)

Name (CNi)
Average Execution 

Time (AvgETi)

1 1 Schedule_Manager 5

2 1 Arrival_Gen 2

3 1 Service_Facility 7

4 1 EventList 14

5 1 QueuingFacility 5

6 1 Measurement 0.8

7 1 End 0

Table 2. Transition Probability between Components (Ci and Cj)

Pr12 = 0.05 Pr13 = 0.215 Pr14 = 0.475 Pr15 = 0.26

Pr21 = 1

Pr31 = 0.1787 Pr34 = 0.215 Pr36 = 0.0363 Pr37 = 0.57

Pr41 = 0.5725 Pr43 = 0.215 Pr45 = 0.2125

Pr51 = 0.3575 Pr54 = 0.2125 Pr57 = 0.43

Pr63 = 1
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cation shown in Fig. 1. Fig. 2 consists of 3 types of path

structure: a) sequence, b) branching, and c) looping. Hence,

we apply the path reliability [35] for Fig. 2 and estimate the

system reliability as follows. Fig. 2 obtains the expression

for system reliability using the path-based approach, and its

expression is as follows:

The above expression is used in the method of moments to

compute the mean and variance of the system reliability.

We demonstrate that the uncertainty analysis for the appli-

cation has six components, and its architecture is described

by the DTMC presented in Fig. 2. To compute the method of

moments using Taylor series, we consider the nonzero transi-

tion probabilities Prij given in Table 2 as the mean values.

Table 3 shows the mean component reliabilities E[Rei] and

variance of the component reliabilities V[Rei]. We found that

the uncertainty of component reliabilities results in uncer-

tainty in software reliability. For this reason, we used the

mean values of the component reliabilities and variances

shown in Table 3 in the equations describing the method of

moments in Section III. We observe from Table 4 that, if

Taylor’s expansion order is greater, then the accuracy increases,

and the variance is less. Thus, the system reliability increases.

This indicates that, if the variance is less, the system is more

reliable.

A. Waiting Queue Management Case Study based 
on MC Simulation Method

The uncertainty analysis for the case study evaluates the

system reliability using the formula SR = f(CRi, Prij). We

obtained the results by varying the component reliability

from 0.95 to 0.98, assuming that E[CR1] = E[CR7] = 1 and

V[CR1]=V[CR7]=0. From Fig. 2, we obtain the mean of the

component reliability and variance of each component’s reli-

ability. The system reliability was 92%. Table4 presents the

evaluated values of E[CRi] and V[CRi] without the MC sim-

ulation method.

Similarly, applying the MCmethod for the component reli-

ability varies in the range [0.95, 0.98]; the mean of the com-

ponent reliability and variance of the component reliability

are described in Table 6. The MCmethod was executed sev-

eral times (approximately 100 times), and we obtained an

overall system reliability of 93%. The MCmethod was
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Table 3. Mean and variance of the components

Component 

Index(CI)

Expected components 

reliability E[Rei]

Variance of components 

V[Rei]

1 0.9809 0.0565

2 0.9891 0.0240

3 0.9892 0.0324

4  0.9731 0.0041

5 0.9893 0.1230

6 0.9890 0.3450

7 0.970 0.0565

Table 4. Results of the mean and variance of the system reliability for the

waiting queue

1storder Taylor 

expansion

2nd order Taylor 

expansion

mean calculation value 0.778 0.758

variance calculation value 0.00022362 0.0002162

Fig. 2. Path-based structure from the CDG for the waiting queue application.

Table 5. Results for mean and variance of each component’s reliability

Component #
Mean of component 

Reliability E[CRi]

Variance of Component 

Reliability, V[CRi]

1 1.000 0

2 0.9828 0.9496

3 0.8268 0.4239

4 0.7130 0.9769

5 0.8431 0.5565

6 0.7461 0.3645

7 1.000 0
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described in Section III. Hence, the values of alpha(x) = 10

and beta(y) = 2.675 were set for further calculations.

The results also show that if the variance of the compo-

nents is small, the system reliability increases.

B. Example of MCMC Method

The case study used for the MCmethod was also used for

the MCMC method. Here, the MCMC applied for compo-

nent reliability varies in the range [0.95 to 0.98], and the

results are discussed below. Table7 shows the mean and vari-

ance of component reliability using the MCMC method. The

n-step Markov chain is important for defining the probability

of every component of a system at a random time. We start

with any component as well; we reach the same probability

distribution with a higher system reliability. The MCMC

procedure consists of two steps.

1. Use the Markov chain process (for this n-step transition

probability).

2. Apply the MCsimulation method.

3. The overall system reliability obtained using the MCMC

method is 96.8%, i.e., ≈ 97%.

V. COMPARISON STUDY

The suitable selection of the method used for the analysis

of uncertainty in software reliability for a given application

depends on the requirements of the data, acquired reliability

estimate, and performance of the solution. In this section, we

explain the three methods used for the uncertainty analysis.

We found that the method moment provided a system reli-

ability of 92%. The MCsimulation showed that the overall

system reliability was 93%. Similarly, the MCMC simulation

provided a system reliability of 97%, with a lower variance

than that of the MCmethod. Table 8 shows the variance of

each component using the MC and MCMC methods. We

found that the variance of each component decreased in the

MCMC method compared to the MC method. Method of

moments does not require a probability distribution. In

method of moments, random numbers are not required. To

increase the accuracy of method of moments, a high-order

Taylor function is used.

MCsimulation increases the accuracy by expanding the

simulation numbers randomly generated. MC simulation

includes a collection of reliability methods, such as moments,

probability distributions, system reliability, and lower vari-

ance, to improve confidence in the system reliability estima-

tion. In the MCsimulation method, uncertainty arises because

of the operational profile and reliability of the components.

Compared with the MCsimulation method, the MCMC simu-

lation is better. In the MCMC simulation, the Markov chain

was used for the probability distribution. This enables the

quantification of the variance and accuracy of the reliability

system estimation is high. This implies that the results

obtained from different uncertainty methods help decision

makers to make better decisions.

From [6], we considered the component dependency graph

for the calculation of system reliability using the MCMC

technique. In [6], the component reliability, average execu-

tion time, and transition probability between two compo-

nents from the scenarios of the application were evaluated.

However, we considered the evaluation of the mean and

variance of each component based on the random reliability

of each component. (In [6], the reliability of each component

was fixed at 1). Table 9 lists comparisons between the results

from previous studies and the proposed method.

Table 7. Results for mean and variance of each component’s reliability

using MCMC simulation

Component #
Mean of component 

Reliability E[CRi]

Variance of Component 

Reliability, V[CRi]

1 1.000 0

2 0.2344 0.0234

3 0.0095 0.0093

4 0.0026 0.0021

5 0.0014 0.0014

6 0.2478 0.0114

7 1.000 0

Table 6. Results for mean and variance of each component’s reliability

using MC Simulation

Component #
Mean of component 

Reliability E1[CRi]

Variance of Component 

Reliability, V1[CRi]

1 1.000 0

2 0.9837 0.9823

3 0.8997 0.4079

4 0.9641 0.9515

5 0.9335 0.5197

6 0.8021 0.3401

7 1.000 0

Table 8. Comparison results of variance of each component using MCMC

and MCsimulation

Component 

ID

Variance of components 

using MCmethod

Variance of components using 

Markov Chain method

1 0 0

2 0.9823 0.0234

3 0.4079 0.0093

4 0.9515 0.0021

5 0.5197 0.0014

6 0.3401 0.0114

7 0 0
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VI. CONCLUSION

Architecture-based software reliability methods use sev-

eral models (such as Markov chains and fault trees) to pre-

dict the reliability of an application. We analyzed the

uncertainty in parameters, transition probabilities between

components, and the reliability of individual components

that propagate the software reliability estimation. Using

these methods, we obtain the values for the mean and vari-

ance of the system reliability, which are considered for the

uncertainty owing to their operational profile and component

reliabilities. We presented the waiting queue management

application architecture and its reliability calculation method

with input values such as component reliability and transi-

tion probability between components. The estimated value of

the system reliability using MCMC simulation provides

more information than the MC simulation, or even method

of moments. Consequently, the system has a higher confi-

dence in reliability estimation with a smaller variance. In the

MCMC method, owing to the “memory lessness” property,

knowing the history of the process does not improve future

predictions. The system reliability was analyzed by consider-

ing the uncertainty of the component, as shown in Table 3.

From this, we can conclude that before applying the uncer-

tainty measure, the reliability is 0.93, and by applying the

uncertainty method to the components, the system reliability

changes to 0.92 for method of moments, 0.93 for MC, and

0.97 for MCMC. Thus, we conclude that the overall system

reliability is insignificantly affected, even if the individual

components are subjected to uncertainty. 

We consider that the uncertainty analysis of software reli-

ability is important, primarily for predicting software reli-

ability during the analysis stage in the life cycle. Sensitivity

analysis provides intuition about the input uncertainty that

controls the output uncertainty towards effective resources,

which can be performed on the component, and transition

probabilities can be considered in the future scope of this

paper.
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