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Abstract

The SYN flooding attack is widely used in cyber attacks because it paralyzes

the network by causing the system and bandwidth resources to be exhausted.

This paper proposed a self-information approach for detecting the SYN

flooding attack and provided a detection algorithm with a hierarchical policy

on a detection time domain. Compared with other detection methods of

entropy measurement, the proposed approach is more efficient in detecting

the SYN flooding attack, providing low misjudgment, hierarchical detection

policy, and low time complexity. Furthermore, we proposed a detection

algorithm with limiting system resources. Thus, the time complexity of our

approach is only (log n) with lower time complexity and misjudgment rate

than other approaches. Therefore, the approach can detect the denial-of-ser-

vice/distributed denial-of-service attacks and prevent SYN flooding attacks.
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1 | INTRODUCTION

The SYN flooding attack [1] is a method widely used in
network attacks; it is similar to the denial-of-service
(DoS) [2] and distributed denial-of-service (DDoS) attacks
[3,4]. This attack paralyzes server systems within a short
time. The SYN flooding attack, based on transmission
control protocol (TCP) [5], is used to exhaust server
resources. When the TCP connection is established, three
steps must be completed: the three-way handshake [5].
The SYN flooding attack is used to stop the three-way
handshake, causing the exhaustion of server resources.
So far, many detection methods [6–15] have been pro-
posed to prevent and detect SYN flooding, DoS, and
DDoS attacks.

Many SYN flooding detection approaches have been
proposed [16–18]. Wang et al. proposed an SYN flooding
detection installed at leaf router, flooding detection sys-
tem. It has these features: stateless and low computation
overhead, insensitive to the site, and not undermining the
end-to-end TCP performance [16]. Siris and Papaglou ana-
lyzed two detection algorithms: an adaptive threshold
algorithm and an algorithm based on the cumulative sum
(CUSUM) change point detection scheme [17]. They
described an adaptive threshold algorithm with high-
intensity attack satisfactory performance but not great in
the low intensity; the CUSUM has a robust performance
and is easy to implement. Yu and others proposed a light-
weight and fast detection mechanism using the manage-
ment information base of simple network management
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protocol to get the raw data [18]. The scheme is aimed at
fast detection, and it employs a machine learning
approach using the support vector machine to classify
attacks. After experiments, this detection mechanism
exhibits high efficiency and the low false alarms classified.

Since SYN flooding attacks exhaust the server
resources by stopping the three-way handshake, it
establishes a connection. If a detection approach can
calculate the abnormal and normal values from the
successful connection, it can be applied to detect the
SYN flooding attack. When a data packet causes an
SYN flooding attack or an incomplete TCP three-way
handshake, we call the data packet an abnormal
packet. The opposite is a normal packet. Therefore, the
approach from the integrated entropy measurement
used in the e-mail server [19,20] is used to detect a
flooding attack, where the packet pair definition is
used to define the TCP connection. In addition to the
e-mail server [19,20], many articles use the entropy
method to detect SYN flooding attacks, just like SYN
flooding attack detection based on entropy computing
[21]. The email server is used to transmit or receive
mails via SMTP, POP3, IMAP, or HTTP protocols.
However, the detection approach based on entropy
measurement causes the misjudgment problem, which
will be described and solved in Section 4.1.

In this paper, we propose a detection approach with a
hierarchical policy using packet pairs of self-information
[22]. In the hierarchical policy, we define the long-time
and short-time domains. The long-time domain contains
several short-time domains that produce a layered archi-
tecture during our sampling process. Self-information is a
method for calculating information values and the proba-
bility of occurrences. When an unknown event occurs, it
contains a larger information value; otherwise, when a
known event occurs, this event will contain fewer infor-
mation values. Therefore, if the probability of the event
occurring is low, it means the event belongs to more
unknown events, and the information value will be larger
after the event occurs. Otherwise, suppose that the event
has a higher probability of occurrence, then the event is
less unknown, and the information value will be lower
after the event occurs. This method follows the three-way
handshake to define packet pairs, including the normal
and abnormal packets, and it uses a hierarchical policy
algorithm to detect abnormal packets when SYN flooding
attacks happen. Furthermore, this method provides lower
time complexity, lower misjudgment, and more users
than the one proposed by Chen and others [19], and it
still detects half-open connections [5].

This paper considers the current management system
of the server room (or data center), such as the informa-
tion security management system (ISMS, ISO

27001:2013). In managing the server room, to ensure the
network and host provide services, the administrators
monitor the net flow, system resource usage rate of every
important host, and stand by to receive the system alarm.
When the administrators receive the alarm from different
equipment simultaneously, they confirm the alarms indi-
vidually and keep a record of the events. This course con-
sumes the human resources of server room management.
Therefore, our approach makes the resource release time
point the detection time point. Once the attack occurs,
the administrators confirm the alarms of a flooding attack
and system usage rate simultaneously to reduce human
resource consumption in the server room management.

This paper is organized as follows. Section 2 describes
the detecting flooding attack using the integrated entropy
measurement in a server. The details of the approach and
proposed algorithm are provided in Section 3. Section 4
compares and analyzes the characteristics between [19]
and our proposed approach. Finally, Section 5 presents
our conclusions.

2 | DETECTING FLOODING
ATTACKS BASED ON INTEGRATED
ENTROPY MEASUREMENT

Chen and others proposed an approach for detecting a
flooding attack based on integrated entropy measurement
using an e-mail server [19,23]. The e-mail server defined
in a previous study [19] includes simple mail transfer
protocol (SMTP) [24], post office protocol version
3 (POP3) [20], internet message access protocol version
4 (IMAP4) [25], and hypertext transfer protocol secure
(HTTPS) [26]. From the abovementioned e-mail proto-
cols, the message flow has a couple of rounds including
request and response messages. Here, they define an
entropy pairing, including normal and abnormal packets,
and calculate the entropy value for each e-mail protocol.
The detection algorithm [19] of this approach is
shown below; XKTw ,n � xKTw ,n1, xKTw ,n2, :::, xKTw ,nt

� �
and

XKTw ,a � xxKTw ,a1, xKTw ,a2, :::, xKTw ,at
� �

is a random set
value of normal and abnormal packets in a time Tw;
H xKTw ,n
� �

and H xKTw ,a
� �

are entropy values set for nor-
mal and abnormal packets after entropy calculation;
K � SMTP, IMAP, POP3,HTTPSf g; P xKTw ,n

� �
and

P xKTw ,a
� �

are probabilities of normal and abnormal
packets of K in Tw, and P xKTw ,n

� �þP xKTw ,a
� �¼ 1. The

notation and definition of the detecting flooding attacks
(DFA) based on the integrated entropy measurement is
given in Table 1.

Algorithm 1 shows the entropy values of the normal
and abnormal packets calculated during the sampling
time and outputs the e-mail server status.
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Algorithm 1 starts by sampling a time domain Tw and
using the entropy of the normal and abnormal packets as
the input values and then outputs the current server sta-
tus, which is categorized as critical high, very high, high,
normal, low, very low. When a packet set is sampled,
xK ,Tw and yK ,Tw

, the difference yK,Tw
� xK ,Tw

� �
is calcu-

lated. If yK ,Tw
�xK ,Tw

� � � 0, the server status will output
critical high; if yK,Tw

� xK ,Tw

� �
>0, and yK ,Tw

is more than
the average of the last three times, the server status out-
puts very high; if yK,Tw

� xK ,Tw

� � � 0, the server status
will output very low; if yK ,Tw

� xK ,Tw

� �
<0 and xK ,Tw is

more than the average of the last three times, the server
status will output low; otherwise, the server status will
output the normal status.

This detection approach detects a flooding attack by
calculating the entropy values of normal and abnormal

packets on an e-mail server and defines the cost values
of monitoring the system status of the e-mail server.
Simultaneously, they reduce the misjudgment rate and
detect the flooding attack quickly and easily using this
detection approach and algorithm they proposed. The
work process of this algorithm will be described in
Section 4.1.

3 | DETECTION APPROACH AND
ALGORITHM

Since the SYN flooding attack uses the leaks of TCP
three-way handshake to attack a server, it exhausts the
server system resources. Therefore, we propose an
approach based on self-information for detecting an SYN
flooding attack and provide a detection algorithm with a
hierarchical policy on a detection time domain. Besides,
we refer to the packet pair definition [23] as the TCP
three-way handshake message packets and use this defi-
nition to distinguish the normal from abnormal packets
in the TCP message flow.

3.1 | Packet pair definition

The TCP connection consists of a request packet of SYN
message from a client, a response packet of SYN-ACK
(Synchronize-Acknowledgment), and an ACK
(Acknowledgment) from the client. Upon completing the
three steps above, the TCP connection will be successful.
Therefore, we define the packet pair as
(Serverresponse_i, Clientrequest_i), which includes a
response from a server and a request from a client. Since
the first request packet of a client is used to establish the
TCP connection, the packet pair only includes a server
response of SYN-ACK and a client request of ACK.

TABL E 1 Notation and definition of DFA

Notation Definition

P xKTw ,n
� �

The probabilities of a normal packet of K in Tw.

P xKTw ,a
� �

The probabilities of an abnormal packet of K in
Tw.

Tw A simple time domain.

K The output of email server status.

XKTw ,a A set of random values of abnormal packets in a
time Tw.

XKTw ,n A set of random values of normal packets in a
time Tw.

H xKTw ,n
� �

The entropy values set for the normal packet.

H xKTw ,a
� �

The entropy values set for the abnormal packet.
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Generally, many clients access or are connected to
servers, but these clients will not log in or log out of the
server simultaneously. When a server providing services

to clients is under an SYN flooding attack, the system
resources must be expended in a time domain as defined:

i. The complete packet pair (Serverresponse_i,
Clientrequest_i) includes a response and a request and
denotes a normal packet pair.

ii. The incomplete packet pair Serverrespones_i, ϕ
� �

includes a response and no request; if the steps of
the packet pair ϕ, ϕð Þ are not performed in the trans-
port protocol, it will be denoted as an abnormal
packet pair.

3.2 | Derecion algorithm with
hierarchical policy

We use self-information [22] to calculate the self-
information associated with the normal and abnormal
packet pairs in a time domain. First, we calculate the
probabilities of the normal and abnormal packet pairs
and then calculate their self-information in a time
domain. Next, we subtract the self-information of the
abnormal packet pair from that of the normal packet
pair to demonstrate whether the server system is safe,
normal, abnormal, or overloaded. Algorithm 2 shows
how to calculate the normal and abnormal packets
during this period by sampling. Furthermore, the cur-
rent resource usage of the system and the output of
the current state of the system is considered. Some
notations used in our approach algorithm are given in
Table 2.

The multi-inputs are used to create an algorithm with
a hierarchical policy. Simultaneously, we define two time
domains, Td and Tr, to give our algorithm a hierarchical
structure.

The detection algorithm uses two time domains to
monitor the system; it detects the time domain Td and
releases the memory resource time domain Tr. Td and Tr

can be modified by the administrator using different
requirements of the server system. When the server starts
working, T starts to accumulate. If T reaches Tr or Td, it
triggers the corresponding work of our algorithm. Once
T becomes multiple of Td, the system executes detection
and calculates the self-information of the normal and
abnormal packet pairs and outputs a linguistic value to
describe the system status. Also, when T becomes the
multiple of Tr, the system calculates the self-information
sum in every Td and different values and then releases
memory resources and outputs a linguistic value. If
T becomes multiple of Td and Tr, the system executes
T mod Tdð Þ¼¼ 0 and T mod Trð Þ¼¼ 0. When the server
is under the SYN flooding attack, the system resource
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will be exhausted quickly. Therefore, the server system is
quickly detected in real-time under the shorter time Td,
and the server system status is described in the release
resource time Tr to achieve the comprehensive monitor-
ing system status and detect SYN flooding attacks
quickly. Furthermore, Rs, Rn, and Ra are set by system
administrators according to the system loading. The gen-
uine arrival rate can exhaust the resource, but it still
belongs to the normal TCP connection. Although the
arrival packets can also exhaust the resource, it brings
several page views to this server at the same time. There-
fore, it is good for the server, and defending the normal
connection is not necessary.

We detect the server system frequently in real-time
under the shorter time Td, and describe the server system
status in the release resource time Tr to achieve the com-
prehensive monitoring system status and detect the SYN
flooding attack quickly.

4 | ANALYSIS AND COMPARISON

This section experiments and calculates the detection
results of Chen and others [19] and our proposed
approach and shows figures to describe the experiment
differences between Chen and others [19] and our
approach. Furthermore, we compare the misjudgment
rate, detection method, usage range, half-open connec-
tions detecting, and time complexity between Chen and
others [19] and our approach.

4.1 | Experiment analysis

We analyze the correctness of our proposed method, that
is, we will check the calculation process to confirm that

the results produced using our method are correct. Then,
we use the same analytical method to check the correct-
ness of the results produced using the entropy method in
Chen and others [19]. Once the calculation process can
be misjudged, it affects other analyses, such as precision,
recall, and accuracy, and the correctness of the results.
Our analysis considers 1 to 100 parameters in our calcula-
tion process, and we draw the analysis chart, as shown in
Figures 1 and 2. Note that the range of parameters 1 to
100 does not affect the analysis of the graph. Also, we
analyze the correctness of our method and the method
using entropy [19] in terms of checking the calculation.
Only when the verification process is correct, other anal-
ysis methods will have meaning.

Suppose there are 100 data packet pairs in a time
domain. The normal and abnormal data packet pairs
both sum up to 100 data packet pairs. In Figure 1, we cal-
culate the entropy of the abnormal and normal packet
pairs. Then, we subtract the value of the abnormal packet
pair from that of the normal packet pair, and the calcula-
tion result is shown in Figure 2. When the result is
positive, the server system is normal; otherwise, it means
that it is close to abnormal.

In Figure 1, the entropy values of the normal and
abnormal packet pairs are calculated. The numbers of a
normal packet pair range from 0–n, and the number of
an abnormal packet pair is nþað Þ�n. Accordingly, the
total packet pair equals the sum of the normal and abnor-
mal packet pairs. In this example, the total packet pair
equals 100. The recent system status is the entropy value
from the normal packet pair minus the abnormal packet
pair. If the normal packet pairs are more than abnormal
packet pairs, negative values become outputs; otherwise,
it will output positive values. The (abnormal-normal) is
shown in Figure 2. From Figures 1 and 2, we discover
that entropy values correspond to two packet pairs,

TAB L E 2 Notation and definition used in our approach algorithm

Notation Definition Notation Definition

n Normal packet pair number yP,T Abnormal packet pairs self-information
of P during T

a Abnormal packet pair (that is, an SYN flooding
in TCP) number

S PT ,að Þ Abnormal packet pairs of P during T

P TCP Transport Protocols Td Detecting time domain. Td < Tr

T Measuring time domain Tr Release memory resource time domain

SPT Total transmission packet pairs of P Rn Range of normal

S PT ,nð Þ Normal packet pairs of P during T Ra Range of abnormal

xP,T Normal packet pairs Self-information of P
during T

Ro Range of overload

Abbreviation: TCP, transmission control protocol.
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respectively. Therefore, in the entropy detection method
[19,22], every entropy value corresponds to two input
values. The two input values representing the system sta-
tus can be either safe or dangerous, causing a system mis-
judgment. Furthermore, in the algorithm of Chen et al.
[19], the system status yK,Tw

� xK ,Tw

� � � 0 was defined as
critical high. However, the most dangerous of the system
status is yK ,Tw

�xK,Tw

� �ffi 0 with several abnormal

packets instead of the yK ,Tw
�xK,Tw

� � � 0. Also, the

status yK,Tw
� xK ,Tw

� �ffi 0 occurs when abnormal packet
pairs are more than normal packet pairs. This status
also happens when the abnormal packet pairs are equal
to the normal packet pairs, thereby causing a
misjudgment. Moreover, yK ,Tw

� xK ,Tw

� �
>0 and

yK ,Tw � yK ,Tw�1 þ yK,Tw�2 ;þyK,Tw�3ð Þ=3½ �>0 were defined as
very high; however, the condition is satisfied when the
abnormal packet pairs are more than the normal packet
pairs, causing an increase in the very high range.
Similarly, when yK ,Tw

�xK ,Tw

� � � 0, yK ,Tw
� xK,Tw

� �
<0,

and xK,Tw � xK ,Tw�1 þ xK ,Tw�2 þxK ,Tw�3ð Þ=3½ �>0, the above
misjudgments will happen.

In Figure 3, we subtract the values of normal packet
pairs from abnormal packet pairs after calculating the self-
information. When the self-information value is positive,
it means a server system is safer; otherwise, it means a
server system is abnormal and even dangerous. When the
system has no normal packet pairs, it returns to the initial
state. Therefore, as shown in Figure 3, the initial and final
values are null for the self-information detection method.
It does not mean a self-information value corresponds to
two packet pair values. In Figure 4, a self-information
value can be calculated from a normal packet pair value
minus an abnormal packet pair value. In our proposed
detection method, since every self-information value only
corresponds to a system status, no system misjudgment
occurs. Furthermore, when T mod Tdð Þ¼¼ 0, we define
three ranges of system status: safe, normal, and abnor-
mal, by calculating xP,T � yP,T

� �
. Similarly, when

T mod Trð Þ¼¼ 0, we define four ranges of system status:
safe, normal, abnormal, and overload, by calculatingP

xP,T �
P

yP,T
� �

. The ranges of these status cannot over-
lap each other, and a self-information value cannot
repeatedly appear in other status ranges when it has
existed in different status range. Therefore, our proposed
algorithm prevents system misjudgments [19].

4.2 | Comparison

In comparison, the misjudgment rate, detection
method, wide-range applicability, half-open connections
detecting, and time complexity were compared between
our approach and that in Chen and others [19]. From the
experimental analysis, the misjudgment rate of our
approach is lower than that of Chen and others [19]. Our
proposed approach uses hierarchical detection, whereas
that in Chen and others [19] is linear detection. In the
detection method, our approach is multi-input single-
output (MISO), using two time values, Td and Tr, as the
inputs and one system state as the output; the approach
of Chen and others [19] is single-input single-output
(SISO), using one time value as the input and one system
state as the output. In wide-range applicability, since our
approach is based on TCP three-way handshake, it can
be applied to every transport protocol of TCP. The using
range of Chen and others [19] can be used in an E-Mail
Server protocol. Both our approach and of Chen and
others [19] were used to detect the abnormal traffic flow
of half-open connections because both have a definition
of packet pairs. From both algorithms and formula, we
find the time complexity; our approach is O log nð Þ

F I GURE 1 The entropy of packet pair value

F I GURE 2 The entropy of (abnormal-normal)
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because the values of xP,T and yP,T are calculated from

log2 S PT ,nð Þ=SPT

� �
and log2 S PT ,að Þ=SPT

� �
, respectively, and

the highest term is logn. Additionally, the time complex-
ity of [19] is under O n log nð Þ. The comparison table is
shown in Table 3. When the time complexity is (log n),

the data are increased n times, and the time is increased
(log n) times. That is, when the data are increased by
1024 times, the time consumption will increase by 10
times (1024 � 10= 10 240 times); when the time com-
plexity is ( log n), the data are increased by n times, and
the time consumption is increased by (n log n) times.

5 | DISCUSSION AND
CONCLUSION

This study proposed a detection approach using self-
information to detect the SYN flooding attack and pro-
vided a detection algorithm with a hierarchical policy.
Then, we compared and analyzed the detection using our
proposed approach and the entropy method. Results
show that our method is more accurate and faster in
detecting SYN flooding attacks than the entropy detec-
tion method proposed by Chen and others [19] and con-
firmed that different server systems need to execute
detection using a hierarchical policy algorithm. From the
experimental results of analysis and comparison, our
approach detects the SYN flooding attack efficiently and
provides a lower misjudgment rate, hierarchical algo-
rithm policy, wide-range applicability, detecting half-
open connections, and lower time complexity. Moreover,
the output linguistic value can make the system adminis-
trator know the system status.

Our approach uses self-information to detect the SYN
flooding attack, and the self-information is used to define
the TCP packet pair. Therefore, our approach can be used
to monitor memory use. Additionally, our approach can
be used in a system that requires a CPU utilization moni-
tor approach.

There are different users and bandwidths among
server systems. The suitable defense and prevention
policy for each server vary. Hence, this study is focused
on detecting the SYN flooding attack not providing
defense and prevention policies. Furthermore, the SYNF I GURE 4 The self-information of (normal-abnormal)

F I GURE 3 The entropy of (abnormal-normal)

TAB L E 3 Detection method comparison between self-information and entropy

Detecting TCP flooding attack based
on self-information

Detecting flooding attack based on
integrated entropy measurement in
e-mail server [19]

Misjudge rate Lower Higher

Algorithm policy Hierarchical Linear

Detection method MISO SISO

Using range TCP Server (includes E-Mail Server) E-Mail Server

Half-open connections detecting Yes Yes

Time complexity O log nð Þ O n log nð Þ
Abbreviations: MISO, multi-input single-output; SISO, single-input single-output; TCP, transmission control protocol.
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flooding attack can be propagated through many ways,
for example, DoS, DDoS, and low-rate DDoS/DoS from
SYN flooding, and these attacks have corresponding
defense and prevention policies. For instance, using SYN
cookies to solve SYN floods from the same IP address can
be a good policy, but it still needs to detect the attack. The
other defense and prevention policies also need to detect
first. Therefore, our detection approach is used to detect
the occurrence of the SYN flooding attack and then pre-
sents the detection results to the system administrator to
decide what defense and prevention policies will be used.
In other words, we provide a useful and accurate detec-
tion approach, so the system administrator only needs to
decide what defense and prevention policies are required
to prevent the SYN flooding attack on the server system.
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