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Abstract

The mobile devices are constrained to be low battery, and the mobile data channel is low
data rate. Therefore, the computational cost on the client side of the authentication protocol
should be low. In 2005, Hwang and Su proposed an efficient authentication protocol for
mobile networks. Hwang-Su protocol is more efficient than other related protocols. In this
paper, we propose a new efficient authentication protocol for mobile networks. The proposed
protocol is more efficient than Hwang-Su’s in computational respect although our protocol
is nearly equal to Hwang-Su’s in communication respect. It is suitable to apply in the

mobile networks.

I. Introduction

With the rapid
communication technology, mobile network
technology has become more and more
important, and has been widely wused in
personal communication. Accordingly, a lot of
research has been devoted to the
authentication protocols for mobile devices
which enable the users to be authenticated
by the service providers before consuming
the requested services. The mobile devices
are constrained to be low battery, and the
mobile data channel is low data rate.
Therefore, the computational cost on the
client side of the authentication protocol
should be low, and the number of interactions
between the client and the service provider
should be as less as possible.

Among many proposed authentication
protocols, Kerberos [5, 4] is one of the most
widely deployed protocols. Kerberos is based
on the technology of timestamp and
symmetric key cryptography. Kerberos
requires the clients to contact each of the
related Key Distribution Center (KDC)
directly to get the tickets to the next hop.
This is inefficient and costly.

Many = efforts have been devoted to
improve the security, the scalability, and/or
the efficiency of Kerberos [3, 9, 1, 6, 11].
Some of them utilized public key to alleviate
the burden of central secret key database
while incurring more computational load on
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the client side [9, 6]. Some utilized the
technique of session key certificate to reduce
the possibility of session key compromise
while keeping the central secret key
databases [3, 11]. However, these protocols
cannot withstand the known key attack once
the session key is compromised.

Chien and Jan [2] pointed out that the
Shieh-Ho-Huang protocol [11] based on the
technique of session key certificate is
vulnerable to the known key attack, and then
proposed an authentication protocol for mobile
networks based on public key cryptography,
challenge-response and hash chaining. The
proposed protocol consists of two
sub-protocols, namely the intra~domain
authentication protocol and the inter-domain
authentication protocol, which are used
depending on whether or not the user and
the service provider are located in the same
domain. In the intra-domain authentication
protocol, the user and the service provider
are located in the domain of the same KDC.
In the inter-domain authentication protocol, it
is assumed that each domain has a KDC and
the KDC acts as the authority center for its
domain. However, Tang and Mitchell [8]
pointed out that both intra- and inter-domain
authentication protocols of Chien and Jan [2]
suffer from impersonation attacks.

Recently, Hwang and Su [10] proposed a
efficient authentication protocol that is based
on symmetric key, challenge-response and
hash chaining. The proposed protocol consists
of the intra-domain authentication protocol
and the inter-domain authentication protocol.
Both protocols are composed of two phases:
the initial phase and the subsequent phase.
They claimed that their protocols
simultaneously possesses several practical
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good scalability, low communication and
computational costs, and resistance to replay
attacks, impersonation attacks, and known
key attacks.

In this paper, we propose a new efficient
intra—domain  authentication  protocol  for
mobile networks. The initial phase of the
proposed protocol is based on symmetric
encryption/decryption and hash function. The
subsequent phase of the proposed protocol is
based on only hash function. The proposed
protocol is more efficient than Hwang-Su's
in computational respect although our protocol
is nearly equal to Hwang-Su’s in
communication respect.

The remainder of this paper is organized
as follows. In Section 2, we propose a new
efficient authentication protocol for mobile
networks. In Section 3, we analyze the
security of our protocol. In Section 4, the
performance of the proposed protocol is
discussed. Finally, we give a brief conclusion
in Section 5.

II. The Proposed Protocol

We first list the notations used throughout
this paper in the following.

- UJIDvy : a mobile user and his/her identity.

- S,IDs : a service provider and his/her identity.

- KDC : a key distribution center.

- h(-) : a one-way hash function.

- f() : a secret key derivation function.

- &b

-}l : a concatenation operation.

- Ko © a long-term secret key of KDC.

- Kyc ' a shared key of U and KDC,
Kuczf(Kc,]Dy).

- K¢ : a shared key of S and KDC,
K= f(KpIDg).

- Ex(M) the result of encrypting M
using the secret key K.

. a bitwise XOR operation.

If the mobile user and the service provider
registered in the same KDC, they process
the intra-domain authentication protocol. The
proposed intra—domain authentication protocol
is composed of two phases: the initial phase
and the subsequent phase. The mobile user
who wants to access the service provider
first performs the initial phase. Then the
mobile user can get a session key. The initial
phase achieves the purposes of authentication
and key distribution. The mobile user
performs the subsequent phase based on the

session key to access the server n times.
The subsequent phase achieves the purposes
of authentication and key update between the
mobile user and the service provider. The
role players in this protocol are the mobile
user (U), the KDC (C), and the service
provider (S). The user and the KDC share a
secret key Kuc. The service provider and the
KDC share a secret key Ksc. The long-term
secret key of KDC (O) is Kc.

2.1. The initial phase

The mobile user U and the service
provider S registered in the same KDC. The
mobile user wants to access the service
provider. U firstly uses the initial phase to
get the session key with the service provider.
The mobile user, the service provider and the
KDC authenticate one another in this phase.
The initial phase is shown in Figure 1. The
details are presented as follows:

1. U — S IDy, Nu, (Nu, Kuc)

U selects a random nonce Ny and
computes A(Ny,Kuc), where Kyc is a
shared key of U and KDC. Then U sends
{IDu,Nu,h(Nu,Kyc)} to S.

2. S — KDC: IDy, Ny, h(NuyKuc), IDs, Ns,
h(Ns,Ksc) :

S selects a random nonce Ns, stores
{Ns,IDu,Ny} and computes h(NsKsc),
where Ksc is a shared key of S and KDC.
Then, S sends {IDyNyh(Nuv,Kvuc)IDs,Ns,
h(Ns,Ksc)} to KDC.

3. KDC — St Ej_(NsHa,n, Ne, Mu, Vu

KDC authenticates the user by checking
h(Nu,Kuc) based on Kyc=flKcIDy) and the
service provider by checking Hh(NsKsc)
based on Ksc={KclIDs). KDC chooses a
random number a and computes H'(a),
where ha) represents n iterations of hash
function k() and n is the maximum
number of times that U allowed to request
the service of S. KDC selects a random
nonce N¢ and computes Mu= h(NgKuc)®
(alln) and Vu=h(Mu®Nuy,Kvuc). Then KDC
sends {Ey (Nsh'(@),n),NeMu,Vul to S.

4. S — U: Ng, My, Vy, W

S decrypts the message using Ksc and
authenticates KDC by the decrypted data
Ns. S computes K.=h(n, K@) as the
session key and W=hA(Nc®Ny,Kn) using Ka
and {NsIDuy,Ny) stored in Step 2. S keeps
(IDyH'a),a}. Then S sends {NeMu, Vo, W}
to U.

Upon receiving {N¢MuVu,W}, U obtains a
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and n by computing MyPh(N¢Kuc) and
authenticates KDC by checking Vi based
on Ny and Kuc. U computes the session
key Kn.=h(nH'(a)) and authenticates S by
checking W based on Ny and K. Then U
keeps {an,K,} for requesting services in
the future.

2.2 The subsequent phase

After the initial phase, the mobile user can
request service from the service provider
without involving the KDC as follows. The
user is allowed to request the service n
times. Without loss of generality, we assume
the user is requesting the ith service now (1
<i<n). The subsequent phase is shown in
Figure 2. The details are presented as
follows:

1. U — S IDy, K (@DH Y a)

U _computes H @), "), and A" (@)®
h""‘ﬂ(a). Then U sends {IDyh (a@)®
A @)} to S.

1. S — U hH (@),Kn-i)

S computes K (@)DH " (@)DH " a) to get
R (a) and checks whether A(A" (@) equals
the stored hash value H""'(a). If the check
succeeds, S computes the new session key
Ku-i=h(n~-i,H"(@)) and sends AR (a)Kn-i)
to U, otherwise rejects the request. Finally,
S replaces A" (a) with A" (a) and stores i.

Upon receiving h(h" (a),K.-), U computes
the new session key Kn-=h(n-i,A" '(a)) and
checks A(h" (a),Ka-i). If the check succeeds,
U believes that the right S has confirmed
the new session key and keeps |i.

III. Security Analysis

We show that the proposed protocol
withstands four possible attacks: the relay
attack, the impersonation attack, the known
key attack and the oracle session attack.

3.1 Replay attack

In the initial phase, an adversary FE
intercepts the transmitted messages and
replays the request ANy Kuc), as U to S for
authenticating. However, E does not posses
the user’'s long-term secret key Kpc FE
cannot get the correct secret information in
Step 4. E cannot generate the correct session
key. Our proposed initial phase is secure
against replay attacks.

In the subsequent phase, an adversary F
eavesdrops {IDyA/(@)®H (@)} in the jth
subsequent phase. In the (th subsequent
phase, if E replays UDuH(@)®H " a)} to

S, where j<i<n, S rejects it because A(H"/(a)
SR N a)DH " (@)=H " (a). In each run of
the subsequent phase, the user has to provide
the next hash value, and only the right user
can compute this value. Therefore, replay
attacks cannot work in our subsequent phase.

3.2 Impersonation attack

In the initial phase, an adversary F
impersonates a legal user U to the service
provider S, which results in S being cheated.
But E does not have the user’s long-term
secret key Kyc and the freshness of the
message 1s assured by the nonce,
impersonation attacks fails in our initial
phase.

In the subsequent phase, if an adversary E
wants to impersonate the user U, E must
compute a valid A ' (@®H "(a). Because E
has no idea about n and a, E cannot forge a
valid H i (@®H (). Therefore,
impersonation attacks fails in our subsequent
phase.

3.3 Known key attack

In our initial and subsequent phase, even if
the session key Knin=h(n-i,h" (@) is
compromised, the known key attack still fails
because an adversary can not get the A" '(a).
However, only the legitimate wuser can
computes the hash value.

3.4 Oracle session attack

In our protocol, because an adversary FE
cannot get the keys Kyc and Ksc, E cannot
get the correct a and n. Therefore, our
protocol is secure against oracle session
attacks.

1V. Performance analysis

Hwang-Su protocol is more efficient than
Shieh-Ho-Huang [11] protocol and Chien-Jan
protocol (2] in computation and
communication load. The comparisons of the
performance of the intra-domain protocol of
our protocol and Hwang-Su protocol are
shown in Table 1. Our subsequent phase is
based on only hash function, not like
Hwang-Su protocol that uses symmetric
encryption/decryption and hash function.

In order to analyze the computation cost of
these protocols, we assume that the time for
performing a symmetric key encryption
denotes Ts and the time for performing a
hash function denotes Twu. Then, Ts=10Tw
[7]1. In the initial phase and the subsequent
phase, our protocol 1s more efficient than
Hwang-Su protocol.
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In order to analyze the communication cost
of these protocols, we assume that identity
(for example, U and S) is 32 bits, nonce is
64 bits, hash function digest is 160 bits (for
SHA-1), and the bit length of hash chain
number is 32 bits. In the initial phase of our
protocol, the total sizes of communication
messages are 1952 bits, while Hwang-Su
protocol’s protocol takes 1536 bits. But, the
initial phase performs only one in entire
protocol. In the subsequent phase of ours and
Hwang-Su protocol, the total sizes of
communications messages are 352 bits.
Therefore, our protocol is more efficient than
Hwang-Su’s in computational respect
although our protocol is nearly equal to
Hwang-Su’s in communication respect. The
proposed protocol is suitable to apply in the
mobile network.

Table 1. The comparisons of the computation

and communication cost of intra~domain
protocols
Our protocol Hwang-Su
[10]
LP. S.P. 1LP. S.P.
Hash Ul ntd | n-i+2| n+2 n+i
function S| 3 3 2 3
C| nt4 0 n+4 0
Symmetric (U 0 0 0 1
key St 0 0 1 1
encryption Cl 1 0 2 0
Symmetric Ul o 0 2 1
key S| 1 0 1 1
decryption Cl O 0 0 0
Communication| 1952 | 352 | 1536 | 352
cost bits bits bits bits

V. Conclusions

In this paper, we have proposed a new
efficient authentication protocol for mobile
networks. The proposed protocol is more
efficient than  Hwang-Su  protocol in
computational respect. The proposed protocol
withstands replay  attacks, impersonation
attacks, known key attacks, and oracle
session attacks. The proposed protocol is
efficient and suitable to apply to the mobile
network.
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