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Empirical study on liveness detection of fingerprint
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Abstract
Recent studies show that fingerprint recognition technology is confronted with spoofing of

artificial fingers. In order to overcome this problem, the fingerprint recognition system needs to

distinguish a fake finger from a live finger. This paper examines existing software-based

approaches for fingerprint liveness detection through experiments. Implemented and tested in this

paper are the approaches based on deformation, wavelet, and perspiration. These approaches will

be analyzed and compared based on experimental results.

1 Introduction

Liveness detection or vitality detection in
fingerprint recognition means the capability of
the system to detect, during enrollment and
identification/verification, whether or not the
fingerprint sample presented is captured from
a live finger. There are essentially two
practical ways to introduce spoof detection
into a fingerprint recognition system: one is
using extra hardware to acquire life signs such
as temperaturem, electric resistance“], odorm,

[3]

optical properties™. The other one is based on

the image already captured by the sensor to

detect life signs such as skin deformationm,

coarseness”), perspiration(®”*]

, and pores. The
main problem with the methods based on extra
hardware is that they require additional
accessories and may still be fooled by fake
fingers once the detection principle is known.
Meanwhile, the approaches based on software
(image processing techniques) are inexpensive
and easy to implement.

The purpose of this work is to study the
actual performance of three existing
approaches based on software for fingerprint
detection.

liveness Deformation-based,

wavelet-based, and perspiration-based

approaches are implemented and tested

against silicon fingers.

The rest of this work is organized as
follow: a brief study of existing algorithms for
fingerprint liveness detection is provided in
Section 2. An experimental result of the
perspiration is reported in section 3, and
section 4 draws some conclusions.

2 Fingerprint liveness detection based on
software

The approaches examined in this paper
are intrinsically those based on image
processing, where difference signs between
fake and live fingers are detected by utilizing
the information from a still image or a
sequence of still images. The difference signs
can be the difference of intensity caused by
perspiration, the difference of deformation,
and the difference of fingerprint image quality.
@ Deformation-based approach

Antonelli et al.*lpresent an approach for
discriminating real fingers from fakes, based
on the analysis of human skin elasticity. Some
preliminary studies showed that the distortion
produced by a real finger moving on a scanner
surface is quite different from that produced
by fake fingers. Usually, fake fingers are more

rigid than skin and the deformation is lower.
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The main steps of the feature extraction
approach are shown in Fig. 1.

Acauire image sequence

v

Segment the foreground

v

Compute the optical flows
v

Compute the distortion map
Y

Compute the distortion code

Fig. 1 Flow-chart of the algorithm based on
deformation

@® Wavelet-based approach

The approach described in [5] treats the
surface coarseness as a kind of Gaussian white
noise added to the images (high resolution). A
finger tip image is first de-noised using the
wavelet transform. The noise residue (original
image subtracted by de-noised image) is then
calculated. Coarser surface texture tends to
result in a stronger pixel value fluctuation in
the noise residue. Thus, the standard deviation
of the noise residue can be used as an
indicator to the texture coarseness.

The database contains 23 real, 10 gelatin
and 24 plastic clay fake finger tips. 200
sub-images were randomly cropped from the
database, 100 sub-images are from real, 50
from gelatin, the remaining 50 from plastic
clay finger tip images. Matching results are

shown in Fig. 2
804
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Fig. 2 Experimental results of algorithm
based on wavelet™”)

@ Perspiration-based approach
Derakhahani et al.l*) and Parthasaradhi et
al.l”) presented an algorithm which is based on
the detection of perspiration in a time
progression of fingerprint images. This

algorithm focuses on frequencies
corresponding to the spatial frequency of the
pores and quantifies the change in the local
maxima and minima in the ridge signal as
dynamic features.

Here are the main steps performed in the
algorithm:

Firstly, capture a pair of

consecutive fingerprints in 5 seconds.
Preprocess the image to obtain contours
passing through the middle of the ridges.
Remove the Y connections (bifurcation),
throw away curves shorter than 15 pixels, take
this curves as a mask, and convert the gray
scales along them into signals for both the first
and the last capture. Fourier transform of the
signal (Fig. 3) is used to quantify the static
variability in gray level along the ridge due to
the pores and the presence of perspiration.
Secondly, the dynamic features quantify the
change in the local maxima and minima in the

ridge signal.

Fig. 3 Portion of a live fingerprint signals'®

The algorithm develops one static

measure and four dynamic measures.
Classification can be performed based on each
of the individual measures developed. While
the individual measures give EERs of between
5.56% and 38.89%, much lower EERs can be
achieved by combining all measures. In order
to classify the finger as live or fake/dead, a BP

neural network is used with the static measure
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and dynamic measures as input.

Tan, et al.® have demonstrated that the
time-varying perspiration pattern can be used
as a measure to detect liveness for fingerprint
systems. They presented two features: static
and dynamic features to analyze the detection
of the liveness.

The basic steps are listed as follows:

Pre-process: .
Remove the noise and normalize

v

_Adaptively select an
interesting square area

v

Perform histogram distribution
analysis for both 0s & 5s

v

Extract the static and
dynamic features

v

Generate and determine the
classification tree

Fig. 4 Algorithm flow chart based on intensity

3 Experiments

Currently, only the algorithm based on
perspiration has been implemented. The
change of the intensity by the influence of
different pressure, and the change of the signal
following the ridge line at 0", 5", and 20"
seconds were observed.

The experiment considers two sensors
(Digent, Secutornix), 10 live finger tips and 6
silicon fake finger tips. We acquire 46
sequences of 21 images in 1 second interval.
20 live sequences are acquired at 200 gram
(+-15 gram, 10 from Digent, 10 from
SecuTornix), 20 other live sequences are
acquired at 485 gram (+-15 gram, 10 from
Digent, 10 from SecuTornix ), and 6 fake
sequences are acquired at a constant pressure

(Digent).
The algorithm tested in this work is as
follows: 1) obtain the sequence and

pre-processing; 2) for each image, select an

area suitably and accumulate the intensity

within the area; 3) compute the difference by

subtracting the accumulation of the first "
second) image from the rest images and plot it
(Fig. 5).

In Fig. 5, we can see that the perspiration
phenomenon is quite different at 200 gram and
485 gram (Fig. 5 a, b, ¢, d) constant pressure,
a relatively distinct difference on perspiration
for most of the sequences at light pressure(Fig.

5 a, ¢) can be observed.
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Fig. 5 Experiment of perspiration. (a)
data from sensor Digent at 200g; (b) data from
sensor Digent at 485g; (c) data from sensor
SecuTornix at 200g; (d) data from sensor
SecuTornix at 485g; (¢) the change of the
accumulation of the fake finger tips
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However, it is a little different at 485
gram pressure. Some sequences have no
change at high pressure, and distinct
perspiration phenomenon for most of the
sequences can not be observed. And the
sequences acquired by the SecuTomix are
more diffused than those by the Digent, the
characteristic of perspiration depends on that
of the sensor too. Liveness fingerprint signals
along the ridge line are obtained (Fig. 6). It
should be noted that there are small changes
on 5™ second image, and more changes after
five seconds.

The experiment shows that a good effect
of the perspiration can be observed at light
constant pressure. But in practical scenario,
the users will not always present their fingers
steadily, so the perspiration can not be
measured steadily, that means the perspiration
is good algorithm theoretically, but it is
difficult to fit in the practical applications.
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Fig. 7 Portion of a live fingerprint signals

4 Conclusions and future work

This paper studies the existing algorithms
proposed to detect the liveness signals based
on image processing. The algorithm based on
perspiration  has  been  implemented,
experiment results show that the perspiration

algorithm is too sensitive to the pressure, and

is unsuitable for practical application.
Therefore, we need more forward-looking
practical algorithm or multi-algorithm fusion
technique. As for the future work, we think
that the frequency transforms and texture
analysis based on fingerprint image quality are
more promising, and we will do more
experiments on wavelet transform and image
quality approaches.

Acknowledgments
This work was supported in part by

Biometrics Engineering Research Center,

KOSEF

References

f11 T. van der Putte and J. Keuning,
“Biometrical fingerprint recognition:
don't get your fingers burned”, In
Proceedings of IFIP TC8/WG8.8 Fourth
Working Conference on Smart Card
Research and Advanced Applications,
Kluwer Academic Publishers, September
2000, pages: 289-303.

[2] D. Baldisserra, A. Franco, D. Maio and D.
Maitoni, “Fake Fingerprint Detection by
Odor
International Conference on Biometric
Authentication (ICBA06), Hong Kong,
January 2006, pages: 265-272

(3] D. Maltoni, D. Maio, A. K. Jain, and S.
Prabhakar.
Recognition. Springer Verlag, New York,
NY, USA, June 2003

[4] A. Antonelli, R. Cappelli, D. Maio, D.
Maltoni, “A New Approach to Fake
Finger Detection Based on Skin
Distortion”. ICB 2006, pages: 221-228

{51 Y.S. Moon, J.S. Chen, K.C. Chen, K. So,
K.C. Woo. “Wavelet Based Fingerprint
Liveness Detection”, Electronics letters
29", 41(20), September 2005

[6] R. Derakhshani, S.A.C.Schuckers, L.
A.Hornak, L.O’Gorman. “Determination

Analysis”, in  proceedings

Handbook of Fingerprint

of vitality from a non-invasive

biomedical measurement for use in

- 244 -



ron

IS EH 553 AN BEESstatis] =2% Vol 16, No. 1

fingerprint scanners”, Pattern
Recognition, pages: 383-395, 36(2),
2003

[7]1 S. T. V. Parthasaradhi, R. Derakhshani,
L.A. Hornak, S.A.C.Schuckers,
“Time-Series Detection of Perspiration
as a Liveness Test in Fingerprint
Devices”, IEEE TRANS ON SYSTEMS
MAN, AND CYBERNETICS-PART C:
APPLICATIONS AND REVIEWS,
pages 335-343, 35(3), AUGUST 2005

[8] B. Tan, S. Schuckers, “Liveness Detection
Using An Intensity Based Approach in
Fingerprint Scanners”, Proceedings of
Biometrics Symposium, Arlinton, VA,
September 2005, pages: 29-30

>

- 245 -



