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<Gtfice»

<Hame>NWanonull Europe, AG</Kane>

<Desc>

{ <pare>In May 2000, Nemonull<italic>Europe</italic> vay set up in Vienns.
</Desc>

<lacation>EUC/Locacion>

<iddress ED>

«<Phone»+ 43 1 5§55 5000</Phone>

<Fax>+ 43 1 58§ 5009¢</Fax>

<ENeil>euoffice@nanonul).con</ERail>
<Department>
«<Departuent>
<N¥ame>IT comp; Technical Supportx/Haue>
<Persan>

| <Firsr>Gemil¢/First>

t <Last>Djervo</Lascy

| <o

qPhoneExt Tvolnanonull. con< /EMail>

e
(Lewe’l’ucal)Zk/L:weTunb
<LeevelUsed>S</Leavalised>
<leevelett>17</Leaveleit>
</Peraom>
<Prrson>
<Person>
< /Departnent>
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<?xml version="10" encoding="UTF-8"?>
<!-- edited with XMLSpy v20006 U (htpi/fwww.xmispy.com) by any
(Ru~Board) -->»
<Incident  Date="2006-06-20" Title="Test Incident® ID="06062001"
"hitp://www. w3.org/2001/XMLSchema-instance”
xsinoNamespaceSchemal.ocation="C\Docurmnents  and  Settings\Luke\My
Documentsi\LiveDataZ.xsd">
<LiveData>

<Systemn>

<OS>WindowsXp</0Q8:>>

<Ver>SP2</Ver>

<Date>2006-6-20</Date>

<Time>10:25:33</ Time>
</System>

o Lo b an [z

xminsixsi

<Network>>
<Connection>
<Protocol>TCP</Protocol>
<Local_Address>163,125.165117:4453</Local_Address>
<Foreign_Address>163.125.165.11 44453</Fareign_Address>
<State>ESTABLISHED</State>

</Connection>

<Connection>
<Protocol>TCP</Protocol >
<Local _Address>163.125.165.117:1180</Local_Address>
<Foreign_Address>163.1 (5.118:1180</Foreign_Address>

<State>CLOSE_WAIT</State>
</Connection>>
</OpenPorts>>
<OpenPorts>

<Protocol>TCP</Protocol >
<Local_Address>0.0.0.0:3372</Local_Address>
<Foreign_Address>0.0.0.0:0</Foreign_Address>
<State>LISTENING</State>
</OpenPorts>
<ExecPorts>
<PID>1111</PID>
<Process>iroffer</Process>
<Port>1174</Port>
<Protecol > TCP</Protocol >
<Path>CAwindows\system3NosAdiliroffer.exe</Path>
</ExecPorts>
<ExecPorts>
<PID>10:44</PID>
<Pracess>inetinfo</Process>
<Port>1081</Port>
<Protocol>TCP</Protocol>>
<Path>C
</ExecPor
<RoutTables>

‘windows\system32inetsrc\inetinfo.exe</Path>

<Network_Destination>>0.0.0.0</Network_Destination>
<Netmask>0.0.0.0</Netmask>
<Gateway>1039891.1</Gateway>
<Interface>103.98.91.41</Interface>
<Metric>1</Metric>
</Rout Tables>
<RoutTables>
<Network_Destination>>103.93.91.0</Network_Destination>
<Netmask>255.255.2055.0< /Netmask>
<Cateway>103.98.91.41</Gatewuy >
<Interface>103.98.91 41</Interface>
<Metrie>1</Metric>
</RoutTables>
</Network>>
<RunningProcess>
<Name>end</Name>

<Priority >8</Priority >
<Thread:>1</Thread>>
<Handle>25</Handle>
<Memory >666</ Memory >
<User_Time>0:00:00</1
<Kernel Time
<Elapsed_Time>2;
</RunningPrc

or_Time>
‘Kemnel_Time>
/Elapsed_Time>

<RunningScrvice:
<Name>HTTP Filter </Name>
<Display_Name>HTTP SSL<Display_Name/ >
</RunningService>

<Users>

Name>admin</Name>
<LogOnDate>>2006-06-20<,LogOnDate>
<LogOnTime>»08:50:33</LogOnTime >

</Users>

</LiveData>

</Incident>>
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