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ABSTRACT

Most of the financial transactions in modern society are traded online, and offline transactions can be made with
cards and smart phones in addition to cash transactions. The advantage of monetary transactions on-line is that the
purchasing process is simple, volume increases due to cash, and mobility degradation factors such as weight disappear.
However, the online environment has no limitation on the physical distance, and there is a problem that if personal
information is exposed to another person, it can be directly connected with financial loss. Of course, in most financial
sectors, there is no problem because security policies are prepared for financial accidents. In this paper, we show that
it is possible to prevent stealing of encrypted information and to operate with a simple structure by arbitrarily changing
the fixed card number, expiration date, and CVC every time using OTP.
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