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ABSTRACT

This paper describes an implementation of a security SoC (System-on-Chip) prototype that interfaces a
microprocessor with a block cipher crypto-core. The Cortex-M0O was used as a microprocessor, and a crypto-core
implemented by integrating ARIA and AES into a single hardware was used as an intellectual property (IP). The
integrated ARIA-AES crypto-core supports five modes of operation including ECB, CBC, CFB, CTR and OFB, and
two master key sizes of 128-bit and 256-bit. The integrated ARIA-AES crypto-core was interfaced to work with the
AHB-light bus protocol of Cortex-MO, and the crypto-core IP was expected to operate at clock frequencies up to 50
MHz. The security SoC prototype was verified by BFM simulation, and then hardware-software co-verification was
carried out with FPGA implementation.
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