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ABSTRACT

In this paper, we propose a stable mutual authentication protocol between unmanned combat systems in
tactical wireless networks where long distance communications are not always guaranteed due to a poor
channel condition. The proposed protocol generates an authentication code using hash collision of
arbitrarily selected random data. The authentication requester encrypts and transmits it to the authenticator.
They performs authentication by sharing the valid authentication code. We analyze the safety of the
proposed method for various attack scenarios.
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