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ABSTRACT

In this paper, we propose an algorthm for ensuring patient anonymity based on block chaining. For
the anonymity of the patient and the inability to connect between the doctor and the patient, we used the
stealth address separately from the identification address. Also in using the medical record, the use
information such as the hash value is inputted into the block to guarantee the integrity and transparency
of the medical record.
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Algorithm 1 : 8¢l set-up

Input: security parameter 1*
Qutput: public parameter pp, master key msk
1 choose random values a, o € Z;;
2 setup TCR hash functions
H {01 * =70
Hy: Gy — 0, 1%,
Hy: {01} = G,
Hy:{0.1} = G,
Hy: {01} » 2,
Hy: {01} =G
3 public parameter
= 1(p.¢.Gr.G, 01,9 elg, 9)*, H, Ho, Hy, Hy, H;, Hy):;
1 master key ¢° ;
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Algorithm 2 :2HXIAS| o232 =2

Input: a private key sk, Encrypted Key CK )
Input: Encrypted Record CTg g
Output: Electronic Medical Record M,
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