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Z ¢ ol fetc/shadow <o)} fete/security
/passwd Bhedeol A= e ANE R 2
25l 2E o] el 7l wEkstw aloh
x awk —F: 'length($2}<1 {print &1} < setc/

pasawd

jssong

Ktk

% grep 'jssonglktk' seto/passwd

jasong: 1102:10:Song JooSeoK: fusr/prof/
Jasong: /binscsh

Ktk :1110:20: Kwon TaeKyoung: /usr/MS/netlah/
Ktk:/bin‘esh
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— Default #7/Open #| 4

help, uucp, nuucp, ingres, system, mail, fi-

Unix A]~% 2gl 49

nger, who, telnet, open, guest, fip 52 Default
AAolr} Open A AL 7lgEcln] €02 & &
o 3 AtE-rbed o (User Domain)g 744 4]
e 2A0] Asshns ol

) AH&RE A2 3hA]
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HHoi g A Fata sl

— fusr/adm/lastlog
2} gA7 208 b A Az 7%
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— fetc/utmp
#x] 22gle ol et AEq

— who ™3]

utmp gt o] JE-5 EFskrh
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b oalgxe] 29 Wl 270} A FHE 7
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¥ passwd -x maxdays -n mindays Jogin name

(A2} Alzflee Avler]E BAg)

# passwl -f login mame

(AHE#ke] 2 =5 7Rl R Rke)Al )l

# passwl —w numdays login_ name

(Al 2ol Al Aag= ghe] AE E A2 HTc))

# passwd -8 login name

(AH3-Aka] S as= elfe]R] HHE 2]

(5) passwd + /npasswd
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(6} passwd 2.1

7172] passwd 7|5of #2~9
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off elF| 4] Al ] GYEE g dla = F)
Qe AP ESHER dolsin, LolAE 4o Fewn
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8] 432= ACL (Access Control List)}g ¢] 88
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$ getacl test
# file 1

# owner

15897 Sep 20 21:18 teatx
Jasong

# group @ netlab

user: :Iwx

user:KtK:rwx

user: jupiter:r-x

user ! nyang:r-x

group: - —

group.prof i —x

other:—
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Securily Level (Sensitivily Level, Categoty
Set)

423 342 AIAE =ob oimy

ol Aladle] wel BAE AAbEhe
UNIX A28 woke] w]$- 28 By elrh
find Wede] =8 o] &3le] Hridorg 2
Ao} @ef fnd Yol 34l 42
& BAE) §)a waE geleloln Ay
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% find directories option

(1) SUID/SGID 3} 74

# find / -type f —a —perm —4000 -print

(SLID &ked-3 Akt

# find / -type f -a -pern —2000 -print

(5GID 2l<d& gher))

(2) tiufelz Bhel 44

# find / N\ -type b -0 ~type ¢ \] -print

(3) 2k F-7l(World-writahle) 3 =14

# find / —-perm -2 -print

(4) vl2f{Unowned) 3% 74

o] Mo 442 SVR 30 wHelAe AT
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O.Lh i}' —}'4 —i}'j “‘i
ol u ki [‘10

__4

# find / -nouger —print

(5) rhosts = 74

# find home-directory -name .rhosts -print

# find homedirectory -name .rhosts -exec rm
- {3 N
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{1) /etc/hosts.equiv
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(2) .rhosts 3t
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(3) netrc 3

o] ghy-e U HTAE] e fip FEHE
gk A A=l s)Egle] B2l @
AR E shed AREEIch o] shdel of gk ®ar
ol o A] Alg-E ARAELEE b Floloh

4} /etc/inetd.conf
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(1) FTP(File Transfer Protocol)

1988 o]Alel ztE il W Hel= Hlar)
of ZrEEE Fil4] Al FslE o gl
L57F elededt 108849 11d wEE Fe
WAHE o) ef7l duledeh, ueta) Alg)
o fip WAL 2 Par) elek 54E3] anon-
ymous ftp AH]A~E fd M= A Ay ge] 2
+%& #fef gt

(2} TETP(Trivial FTP)

titpe] A7 WAL ¥y FA S
ol He T AFEge H I TAFHG
asgkEl v AEe] AREE A gloh oE-e

7IE2] titpE ol&E A &AL WUF =

-
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N
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Sorr e R

ERR

>-L4

HA 8] ZAES Jelc/passwd FelL At bl
cracking sl oot

$ tftp

tf1p> connect yourhost

tfip> et seto/passwd tmp

Received nn bytes in nn seconds

titp> quit

$crack < tmp
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(3) A= (Electronic Mail)
2 WAESE Beol) BELe zll 7o g
A==k HAZ "aApg-He] 7= 2.5+ 19

88'd Seelyr} Spaffords] 25} &
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{4) Finger

fingerd=| 4% $.B7} whasigls o4 <lE}
WE 2l Alzle] o] g gic). o3t 22 e
o2 WAL gl 3 19884 114 old mA
ol Jete/inetd.conf #¥-& HaA fingerd2)
Seg e} Hojol @i,

# string setc/fingerd

(5} NIS(Network Information Service)

NISE 3] &= 4$-o& /etc/hosts.equiv, /
elc/passwd, 2] passwd 3% mapel] oE
A=A g g2l E deof 3k

(6) NFS{(Network File System)

A YEH BNE olgste] vl
2Eg Secure NFS7| SunOS 4.0+ 370
o} ;];i.a]oﬂ AE B HE o} & 45
=4 7ieE A E ek NFS A& fele/expo-
rts 2} Q‘:}_‘_'-::’_ ZF w2 sle] th5a 7o) everyone

o} 7] EXPORTH = 297t ¢l== dlokaic).

$ showmount —e sapphire

export list for sapphire:

fusr/hinsXi1 (everyone)
susr/lib/x1l (everyone)
suar/sincludes¥11 (everyone)
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