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A Study on the Implementation of the Fault-Injector
for the Fault Tolerant Train Communication Network
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(Jae-Youn You and Jae-Hyun Park)

Abstract : Recently, fault injection techniques are used for evaluation of the fault coverage properties of safety-critical systems. This
paper describes the TCN Fault Injector(TFI) implemented for TCN safety analysis. The implemented TFI injects network level faults to
Intelligent MVB Controller that is designed for the Korean High Speed Train. With TF1, it can be verified whether the MVB controller

meets TCN specification and its safety requirements.
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Table 1. Physical characteristics of MVB and WTB.
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Fig. 10. The fault injection experimentation picture.
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Table 2. Ports for the experimentation.
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Port 10 32bit 16ms Master Slave
Port 20 32bit 16ms Slave Master
Port 30 32bit 16ms Master Slave
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Port 50 32bit 16ms Slave Master
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Table 3. Fault rate in normal operation.
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Table 4. The experimentation summary.
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