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An ElGamal Signature Scheme using Cellular

Automata

Kyung Sung+, Sang-Yong Choi*, Woo-Young Soh=

ABSTRACT

In this paper, we propose a multiplication scheme based on cellular automata and propose
high speed multiplication scheme and exponentiation scheme using a optimal normal basis.
And then ElGamal signature scheme is implemented by proposed schemes. A proposed
multiplication and exponentiation scheme based on cellular automata can be used in
restricted computing environments such that basis is frequently changed and cryptosystem
and multimedia applications that are required high speed operations.
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multiplication(int x, int y)
{
Initialize buffer;
for(int k=0; k<=m-1; k++}{
if( ISBitSet(y k) ) buffer
x = left_cyclic_shift(x);
buffer = left_cyclic_shift(buffer);
}

return buffer;

~= Fbox(x);
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exponentiation( int X , int power){
Initialize squ_buffer;
Initialize bitmask;
Initialize mul_buffer;
if(power==0) return mul_buffer;
if(power==1) return Xx;
temp=Xx;
for(k=0; k<=maxbit; k++){
if(k==0){squ_buffer = mul_buffer;
if(ISBitSet(power,k)) mul_buffer =
multiplication(x, squ_buffer);
)
else{
temp = right_cyclic_shift(temp);
squ_buffer=temp;
}
if(ISBitSet(power,k)) mul_buffer =
multiplication(mul_buffer, squ_buffer);
)

return mul_buffer;
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