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Study on Improving Vulhearability
in IPv4/IPv6 Header Translation Mechanism

Ho-Jun Hwang* - Seung-Jae Yoo** - Kuinam J. Kim*

ABSTRACT

The IPv4 that used to be generally used as a medium of computer communications in 1980s has
reached its limits now. IPv6 (IP Version 6) is being prepared to solve the limitations of the IPv4.
However, the biggest problem of IPv6 is that it is not compatible with the IPv4. To resolve the
compatibility issue, Dual Stack, Tunneling and Header Converting methods have been proposed. The
Header Converting method allows communications between the IPv4 and IPv6 networks with the
converter. This method’s strength is that it is easy to embody and the procedures for embodiment
is simple. However, this method still contains the weaknesses that the existing IPv4 has. On the
current document, the Header Converting method among the three methods is discussed to resolve
the problems this method has. To solve the Header Converting method’s weakness, the security
problem between sections, the IP Header field values are converted to the relative field values and
IPSec (IP Security) and ESP (Encapsulation Security Payload) are applied. The proposed “Encrypted
Header Converting Method” that is encrypted in packet units has solved the weakness that the
pre-existing Header Converting method used to have.
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