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Design and Implementation of Permission Delegation in
Role-Based Access Control Model

Sang Yeob Na*

ABSTRACT

In the distributed-computing environment, applications or users have to share resources and
communicate with each other in order to perform their jobs more efficiently. In this case, it is
important to keep resources and information integrity from the unexpected use by the unauthorized
user. Therefore, there is a steady increase in need for a reasonable way to authentication and access
control of distributed-shared resources. In RBAC, there are role hierarchies in which a higher case
role can perform permissions of a lower case role. No vise versa. Actually, however, it is necessary
for a lower case role to perform a higher case role’s permission, which is not allowed to a lower case
role basically. In this paper, we will propose a permission delegation method, which is a permission
delegation server, and a permission delegation protocols with the secret key system. As the result of
a permission delegation, junior roles can perform senior role’s permissions or senior role itself on the
exceptional condition in a dedicated interval.
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o ol 7tz FEE 2L AXNHA G2 AU
o 2e 97 Y3 Ao} Edo] A A H ]
AR T YA JBAH P SABRE A}-&2}
(User), ¥ &(Role), 9% A % (Role Hierarchy),
A& (Permission), AH&-5% @A (User-Role
Relationship), 222 |&-A3 FA(Role-Pe-

rmission relationship) 5 ¢! At

U-R Relationships R-P Relationships

(PERMISSION)

(28 1) -7 2 Mol 29

2.2.1 A-$AH(User)

AHgtE A2d e $4 Z2adod A
do AlgstE 93g /X AlgoR Heg I
82 e AAdY J2e .78E FAH.
AHEATE Az F2aT) AfE AR e
2 At AR HafE 2L ASE A%
ol AFHolok drt. AHEAIL F¥Ho=
%€ W/ A9 GBI A4S Ao Alxd
& AR A2 FHE £ Qs Rl

oatel nle Aol AL Fol@ch,

2.2.2 9% (Role)

Age Agg-7juk HZ Ao TdY I F
88 T4 8422, 23 oA ALERA Fof
e vy FzAAz AFde) FIol g7
Al R [AFPoR B £ Utk 7 4
g SN Fasbs & VTS Fger
q5e xz 9 W AA wg e JH9
AB @A o3t AF FZ(Hierarchy)& 71
o Z¥E9b)

2.2.3 4% (Permission)

A A2 Yo A da 3 s
A nEe IJFoz FAHY, 32 A (Ac-
cess Right), & A (Privilege), 37} Authoriza-
tion) o2 BRI, ol A 2% oA sy
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4. Ast U (Permission Delegation)

delel® Ha Ao RdelA Agart g2
Aolg wi AAe gasr) AfAE AT A
A 24AAA B N2y B geldel A4
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int-dele(user, file, w) = {a, r}
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ext-dele(user, user, file, xc*)

= {xc*, xcl, x}
ext-dele(user, user, file, xcl) = {x}
ext-dele(user, user, file, X) =

4.2 Ast A2 MY (Permission
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