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An Analysis of Security Protocol in Internet

Sang Choon Kim* - Ki Hyeon Kwon*

ABSTRACT

The development of Internet has created a new world called the Cyber world. However, because
of the weakness in the security service, Internet service users still reluctant to use Internet to
accomplish high value business transactions. To overcome this situation we must develop various
security services so that the Internet service users can use any services freely. As the development
of Internet, the corresponding technologies are available for the general public and this makes the
security services more important than ever before. In this paper, we analyze the security protocols
that are supposed to solve the Internet security problems.,
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prism/wwwij/

® SSleay and SSLapps FAQ

olEjulojM HEES Z2EE B4 27

httpy//psych.psy.uqg.oz.aw/ ftp/Crypto/
e SSL Challenge

http://www.rain.org/ hal/sslchallong.thml
® Apache-SSL

http://www.apache-ssl.org

2.2 TLS(Transport Layer Security)
1996 IETFo A FHst2 Ut

e SSL 3.0& 7|¥te=
Z(TLSL.O)

o HMAC(Message Authentication Code)At-&
# F3dE dF 7T

o AT 4 FHo] 7] B

3 dagolz ZTEE

3. Network Layer Security

3.1 IPSec(IP Layer Security Protocol;
ISAKMP)

IPSece AU IP AT X
ARRE T2 EFolr],

AE OE gAY AFTe BT 8
Z, QEdM ALY BAE 8] AR
2s 4A 758 F I=F TCP/IP ¥
Buez By del ¢z} she Wy
St} mlo]l AR AZ EAL}F F33= PPTP(Point-
to-Point Tunneling Protocol)®} &th Atw-g o]
T3 U BF AREE TIEZEA I X
QE, fH Alzd E2~ET AEHIH 5 3
oloj¥ LAEo] VPN ARHEIZE 3 #IZ
Aol AL Bf A E BES A FE deste
H 2 2He Fu gt} 3tH vlo]AZ AT EA}
7} #3319 PPTPE o4lE, 3COM, US.
ZRE2 ECI Eﬂﬂﬂu}—, 5o FAEE dAx A
::_3,,]_ T= 7HHI—5] 7-!0]1:} o] ore 19963 3.9__]0ﬂ

FEEHAoH 1996 64 IETFl 4Rt

Ml
_(|>\_|‘
~
f
o

L

©
R4

o >\_"4 2 ok
o fol nlo
= | |

ol



28 MEHZEEEX| M3 M2z (2003.6)

FC7} Q15322 EZ(RFCs 1825~1829) 24,
IETF7} TCP/IP Z2EZ 29X EE 74t
AT ¢ d33E F7taty] Yatd A% R
2 F 71A gH9 7] #EE FA 3} IPSec
IPv6e] 4 g40)t)

311+ &

e Key management : A& 93 SA(Secu-
rity Association) & #Z 3o},
- IKE(Internet Key Exchange)
« SKIP(Simple Key Exchange Internet
Protocol) A wlolZE Al 2o A 7%
e SA:QF % 7EAS AT
® [P datagram
o Authentication Header(AH) : E& ¥
33ete Aol oheg AF3te HHE
Fy, Z+ HA T dolye FEA
2 g}
Encapsulating Security Protocol(ESP) :
Ax RS G33Ea AE37] 3ty
2y & HAL YR wiXzte A
Bdy WHe 7439, 3% DES(1124]

p

o mlo

o
TF
B

mlo

E)1} DES(E6HIE)E Rt

31.2% A

o A%, TAA, WA, $AFH A 2T
2] 9 gk},

o [P FHHIAZ WAUEL A& WAY
F% 7189 dAUYEFeE =¥ 484
th 7] FEle AN 4FE Vg AHEstn

A7 718k dAUES A&t

. OHi =7t BASAR iﬂ% EHqg

As o kg wiel

% TAAHE ﬁ%z‘ﬂﬁ 57 #&

) olE] ME2RE Fud 5 JA H

2 3 989 & @ F Uk

e TCP/IP¢] A% T& % IP Layerol A &8

ol

ok
mlo

TA

°
ol

Z
%
3t

il

o\
! r$

_.L:‘_T";

N,
£

g 7] g AHEAS0] WANYH 2
AR AARN APHez WeH AR
£ 9g 4+ gdE vddl A

3.2 IPv6

IETFA A A3 AN IP 74,
HY T2 82 B8 $& IPvee A IPv4
o g9E ZIZEES JadouAz HHdeR
F4 F-Z2E U EAA 128U ER st <l
Hul 4 55 FAS AAY Qo= Bdd.
6= A 7159 IP o=, A& H
4, A4 1E15L 71e, B 7l EFE A4
tot, IPv6 = gls F3He] AR = IPvd o =4
E 93 GAA o] IPvEE o] AT A& o
B3 fAA4E AT B ol x=we IPX
1} OSI9] NSAP %<& e ¥2EEZ fEE X
A3tz Sk

IPv6el F4 doe FF9 S24E 98 o
v Fhe HRIn on, AHE dgE e

Z8l7] Yt Aol AHHOE EY
ES AAY = YEE dAs G &3 T
and Z#o] AAE B8 T4 ME JEE 2
8 glol 3AEV AEoE Z2H YELAY
H&eled 23 ARE Y58 3= A5 T
4 Neg 7HAT At

Pv62 Fadlol=gl TAEE IPv4ast IPv6
ERolA BAT ¢ odon, 4 T2 EZ i
F 9 oz 2E 7HE & Ao F EAHY
PC, 7199Ule] VEYI, IPv6 ZAEESY P H
43S 53 IPv4 VIENZ S 248 oA o
2 [Pv6 E2EEH §AF ¢ ot

IPv6E AHE-317] $l8lAE IPv4s) IPve o =¢
22 AYste IPVvBDNS A HE o] g3oF Fu)

RFC-791e14 A3 A& PvdE THA
71 2L QY Z2EZZA, [PveollA+ A
g3 Al AZe HEZF HZ W A A
= 3¢ IPv6 st Atolol $1xstH, IPv6 3l

A

5?

oo



Hete £ doza Jda9g 9. IPve H3
20,1, 2 o]4y &F g THE 7 Je
™ Zhzhe] &% Foie 2 old FHul e Next

Header 9 =9 98] F+E¥o}h

3214+ =
IPv6¢) IP Header®l 2% &3 Zth
vers ‘ priority | flow label

Payload Length I next header J hop limit

source [P Address

destination IP Address

nxt header I hdr header J

Extension Header

TCP header and Data

322% A

o 49 F4 ¥ (Expanded Addressing Ca-
pabilities) : IP F4 37| & Pv4e] 320 E
A A 128U ER st o] e dA F

2 AFss =9 F43 2 o

A

fus

=24 A% AAE A3

o /NAE He Agrd FH7Fol A Y (Improved
Support for Extensions and Options) ; IP
s Me AL S 839 forwarding g
7t BA sta, e At ool Wi A

OlE{ulolM MERE Z2EE B4 29

#e @5en, Aze 49 4TS A
% §54 St PR UE

o
N
m?‘_l’
4
0

o 38 F 4 (Header Format Simp-
lifications) : 3= ¢ WAE v &L AF3)
I A HA FEHA FE M vE

S A7Hsl7] Yste Pvd Y% SHE 4

AstAY de goz HASIT

I

_.

e 38 ¥ A 7]%(Flow labeling Capability) :
AAZE Mujay & Non-Default 48] 2
F43 Zo| 47 BEE AHHYE &7
3t = Efg Ay —‘—3}% HAANE 53
& EAE gt 715 S F7F Ak

o AFT Zgo]A 71%( Authentication and

Privacy Capabilities) : 915, tlol® FZ24
3 Al dolE 7dAde ALHEE &
2 AT

o giAd AAZE PO HErtio] FAld A
et

o &34, F94, dgF ol&9 Ao
S8t

4. T2EZ Hlw 24

4.1 SSL3} S-HTTPY »jx&
olg) <F>¥ SSL#H S-HTTPY v®lal Hojr}

7 B SSL S-HTTP
ARBE AS & A% ¢3g waoly] W#e] HTTP, | HTTPe)l ARRZH 7pkg £ wAAE
© NNTP, FTP o= AL8E 4 Slch AEsEe P
dZ 7|9 Keyed MAC, Hash(SHA, MD5) Hash(SHS, MD2, MD5)
R DES, RC4 DES, RC2, RC4, IDEA
2z 28 AEe adE AEsn o9 HES | 71EY HTT Z2EFA FRHE vty
- q NEE AEg Zhe P8 Houoh & Gl ¥4 FHstxu Uk
e Quky o 2 RSA W42 AgEL, o= &
= Holag & Diffi °
7] &l %2 ::o nezz]a ]m- o HIREAHH iffie-Hellman, &o] F/717F §l& %5 Inband, Kerberos,
° Outband #4oz 7] &)
gzt 3 AF a9 A ) 2= i 42 ]




30 HEES=EA M3 M2z (2003.6)

4.2 SSL2 SET9 Bl

obe) <E>: SSLI SETS ®lm Zolth
T 8 SSL SET
9T AARNA 2
S 27 AEEE | BEeAg Aul
24 |B4e a2 B | 9Aw Bae 8
A4A AN 2| Fahe 2
ARE 2
W g | Aug au g
mas | ke e o4 olag
§71
Bz | o .
To As 2 ABS
2 A
gaq | REREA A= | EE(FEAETe
i HExZ) FI=H 5 89¢1)
;Z;%fg 48 9 A5 | 909 ¥4 ¥s

4.3 S/MIMEX PGP, PEM, MOSS29
H| @

o EFE AT HEET 7[He o
ZFolt}. L5} authentication® privacy® X%
g}, PGP, PEM, MOSS+ Z}Zto] M2 nf¢
dolsltk, a#ER °E& S/MIMEH 2+ H
mEor & A vl PGPE AM%¥(specification)e]
HA &8 TP (application)o]| B Bpop &
R 24 PGP AHEAE0] AR 718 n#stn
NZ I ZF(trust)S FHdhe AAloltt o]™ “web
of trust” T-&& B &4 Ho|7] W&o FS IF
&= Hgsl7] fdoh. 28y g8 Fof ARE9
gdE adAE B A @A Erh
a8y S/MIMES PGPRETH:E HgXo| £
F0 2ol Frh S/MIMER %2 159 A
L5 719 Ag F2E H4A 72 F dE
B ooldyt & 2FS TASE UE 4A HE
st FxE 7R At S/MIMES B2 dzt

$H $eZEade HED § dx 284 3
= o] 4} PEME IETF RFC 1421-14247

A Aol vl PEMS %7]¢ AAWA A
BH3E FZFo|tl, PEM2 F=2 "Ax Zuz
JAETF2E A% ot PEM#WAIAE 7Thit
H2E dA2g 7IFte 2 Holgled v S/
MIME& MIME binary attachment® %2#38}%
2 AAHAY AT FR2E FASE A flex-
ibledtAl Hoglx, e A% 21FEY TEE
greed o dA Hol doewAE AFaE
o] R H3e ks ZHX L 9ok MOSSE
PEM9] A %& FESVHs] w0l Ao
A MIME ®AR 2% g&83tn YA AlgS
AFEA AHLFESE F Aot 1y MOSS
= B& 749 optiong 7HAI oA F AL
MOSS W Z2ade FEsME Algoe] A43x
3#HE ZgaRe HEVI gS oHA H
ol2ltlh, MOSS+ Al (Specification) ©]&}7] X
e ou FZ(Framework) 35S A9 g

2& Aol ¥ FAY. 18y S/MIMER 2353
o] dde T AASH 2HE Fu o
Eolx ot

JERT ZREEZLS F2 4 7|dolnz
= 71g9AE

3 Hre 48 glo] § #dE T2
Azt #wojE= FHE Heks ok SSLY
ol == Apache-SSL € Muig} go] Faz A
A UE 231%01 st At e

oﬂ.ﬂﬁm@

.

o, SSLE AT A4 Al A5A% das
7] wfEel @A EH Bo] T &YPESo
sjZel QBr|Bo Ry AFA BF AH2g



o] &3ta Y}, ul=9] Verisignitel Z$ SSL
AW g JAFH FFE7F 1de] 349%0] )
ARBSE ZIZEFZ Hoke ¥ dle] TCP/P
g 7Iges @& 1x9 § Vuvles 878
o Tl A datr] oa e AAHolER =
W 7IEAY dF7IEY FAmst A gle A
Aotk a8y HARRF T2EZ U o
435 dugEF T T4 43 ¢nYgF AEE
da3it. B3 AFAZIt AAAZTo] ofhd
2E&AZ0 Edd Z2EES MuEdcttd A4
Hol Q& ZoE . oA &Aool 24
HoJglx FAT IPv6 TZZEFZ L IoME
g A7t AP A Ree FFgolrz I
A AT ALe 274 ARFGoRH A7l
TSE 71e¥dE FET & vz wod
YEUL HAAE 2 F= AR A3
7)gte] HE AR EANYom AR ok &
Ae 4t AEAER HA WWW 7]&E& o] &
st JAEJlog HEFE 4 glow, o]F o] &
B A8 MulxEo AFHL e AlFelh
SEuvete] Ae 2u4 ARFAGo A
I dFE AojH, 3 F7t /17 ANEE UH
WE Tt H&o] shesiA 2 Aot olyd
o7 LA dEUAYg ARES tiPL
Fa4ol e ¥ & Aot $4 PGP A
AN 74 ®ol AMEH I e MR ¢
AEEE =72 BAY 7[UAS HA F
A BHAH AF ogRe 2zt A4 #9, o
I FAA EAE Bl ARES FA%A 23}
A Bt 715 EE AT 7] R A=
H ALgel oA Fad 98L& Fysin ok
sy Tl ME ot z7] dAClY AF A}
|27} F7Ms R Qe FAMelth goz dutk A}
4250l dusl/Esste EF3 FRE ZaY
2t &G4 A48 = JEE GUI(Graphic User
Interface)®] F&I §FF7t o|Fojxd 2 A}
Fol F43 Frlatggn =z Yo
IP securitys A& AEEF 99

OIE{UOIM NEEF Z2ER 2A 37

Zolm o U FREIE ATer] 98 g

g4 457 28E F I

°JE1L}L°I HAE Fgge] we} AHstn ¢
T e dssviyge a7H

mio

ik]

L

gl
ra

[1] http://queen.sungshin.co.kr.
[2] http://ssmart.cokr.
[3] http://metaland.com.
[4] http://infor kisc.net.
(5] http://msi.21cfl.com.
[6] http://poem.cheju.ac kr.
[7] Internet-Draft
® Internet Security Association and Key
Management Protocol
e Simpile Key Management For Internet
Protocols(SKIP)
® JP Encapsulating Security Protocol (ESP)
® Security Architecture for the Internet
Protocol
® (Certificate Discovery Protocol
® The Internet IP Security Domain of In-
terpretation for ISAKMP
(8] RFC
e RFC 1825 : Security Architecture for the
Internet Protocol
o RFC 1826 : IP Authentication Header
e RFC 1827 : IP Encapsulating Security
Payload(ESP)
e RFC 1828 : IP Authentication using Key-
ed MD5
¢ RFC 1829 : The ESP DES-CBC Trans-
form
e RFC 1421 : Privacy Enhancement for
Internet Electronic Mail : Part I : Mes-
sage Encryption and Authentication Pro-
cedures
e RFC 1422 : Privacy Enhancement for
Internet Electronic Mail : Part I : Cer—
tificate-Based Key Management
® RFC 1423 : Privacy Enhancement for In-
ternet Electronic Mail : Part Il : Algori-
thms, modes, and Indentifiers



32 HEEZ=2Z 33 M2z (20083.6)

2o E

19861 o) HA AT
(F34h

1989 FFo AAAE
(FEXAD

1999 F50 AAAESH
(o] 8hakAb)

198313 ~2001d FZANENATY BB E7E
ATER(HY7ED)

2001~ @A AHisE JuFA TS 2as

HIL S
1993 7l A AAAAE
(o] AL
1995 7l ARA e
(o84 AL
2000¢ 29 7 Fe st
(o1 3F AL
199813 ~2002d FAHE AHY HRA Ruy
20024 ~ &4 AHdistn FRFNEER AAZA
BARoE: B 2ZEF ], JHTE LZEH ], H)

oJelutold, HR R



