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ABSTRACT

At the end of last January, 2003, a domestic top-level domain name server (DNS) shut down the server
and it caused the wired and wireless internet services to be completely paralyzed in the aftermath of a
virus attack incurring a various range of losses nationwide. The main reason of this event is the lack of
our awareness of cyber security. In particular, in the small-scale network, there are few security admin-
istrators and no operating devices to protect information as well. Under this circumstance, using ESM
center to service real-time security supervision and correspondence for network, it can be one option.
However, due to the economic efficiency, most of security systems have been being developed focusing on
the large-scale network first. Therefore, ESM centers which inspect security state of network concentrate
on IDC or large-scale network services.

This dissertation studies economical ESM service by designing exclusive SnSA for small-scale network
for widespread use. Firstly, network invasion feeler function N_SnSA and host invasion feeler function
H_SnSA are embodied to collect more informations in the small-scale network. Secondarily, the existing
vulnerability is studied to find the solutions linked with a low cost to a public center such as Kyonggi Univ
ESM center.
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N-SnSA# N-SnSA -A full - S HOME_NET = xxx.
xxx.xx.xx/16 -S EXTERNAL_NET =any -h xxx.
XXX.XX.XX/16 -c/etc/snsa/snsa.conf -1 /var/log/sn
sa -1 ethO -D.
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(user account)
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/usr/include (;;;CHO“ W library & 58t
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e-mail® networking®] #3t command
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At
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/Jusr/src
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o} g RE 2] BLolA Jusr, /shin, /etc, /var/log/
9} Z& System binary fileso]Y}t system 2H
#d-§ nIsE I Aok

EAZ, O 9IS B3dke Uy
o} 7| 3714 Bl REHPEE AT
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&Y
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® Read Only Files. ¢17] A£9] HUdZ o}F
T o 3ds wAe 4 A I

Jetc/passwd Z& ¥eo] Y2 £x7t &
Ao},

NESE
snsadm -A -r filename_to_protect
of A
1. /sbin/ JHAEHE 97 A&L8 B
# /sbinsnsadm -A -t /sbin/



2TR UEHZS| SEEUTME 28t SnSA A ¢ 78 N

2. /etc/passwd HA& ¢l7jALo2 HE
# /sbin/snsadm -A -r /etc/passwd

(E 4-3) Linux Al2Hlo] =2 C|agz|

g E g % & A 3
B Az"e 7|ZE o]Fn RE 9
/ A3 dHAEZE YA FHEel RE
dqdedd £2
Limuxe Ag=Zzah8 530} cat,
/bin A, is, more, tar 5 L Y52 BY
& E"“é}
Jdev trtol2 Bdg FEFTh LinuxE o
¢ wpo] 2 & s—¢ 2 9e9 Y2 gk
B AEAS F gEEon. 4
/home 9 4 abce ¥ UEEHE /home/
abc®] e %E}
Jetc Alade FaAdy 2713 2A9E

(init Script)& %

Jlost +found

golmdE mdd U ddEldzs &
E d23a dgHde Jost_found HE
Eg7 EA3%}

C Languaged] ™3 Library #d3 o

M e wzaq doe 2y

E2y gd23g g2z sgdAdy o
/mnt A2 AAE vtEESIeY AME3e T

g3

Linux A= s JRg +53

= E4¢ gdEg e, AAz &A3
Joroc = UdEeg s oy, Aage] Bl
P 4oz vz A wgo ¥e vt

’6‘4 e Eeolrt. tHEL 9 Y

< dAY A" HAE HoFo)
/root FE AREAb Ui EUEER

Al fE] 2ol BE AEHE

Jsbin ‘%”"é YeEtlls 493de £E3
S mount, halt, umount, shutdown¥ %2

H#o] EA)

X-Window A%z vlwd #Holx g}
Jusr #e F8 Z2aY9 39 vdEgE

TE
/tmp FAENA A4 94 dgEY
/ Alxd o dH} ANARE AHs)
var

e >

vdEdE x3

® Append Only Files. /var/log/message Y}

/var/log/secure$} 22 Al2® =21 H3d
of H7bd& mgElg]e] AHgdr) o Hd
£ 27 append moded AT 44 = ¢
om, 99 IR E WAE ¢ (.

AR
snsadm -A -a filename_to_protect
o A
L Az"d 20 HYEL BT
# /sbin/snsadm -A -a /var/log/message
# /sbin/snsadm -A -a /var/log/secure
2. apache httpd E2194dES B3
# /sbin/snsadm ~A -a /etc/httpd/logs/
# /sbin/snsadm -A -a /var/log/httpd/

obgl e dukzQd HE9 ofojrh
snsaadm -Z

snsadm -A -r /boot
snsadm -A -r /vmlinuz
snsadm -A -t /lib
snsadm -A -r /root
snsadm -A -r /etc
snsadm -A -t /shin
snsadm -A -r /usr/sbin
snsadm ~A -r /bin
snsadm ~A -t /usr/bin
snsadm -A -r /usr/lib
snsadm -A -a /var/log

o Jetc/snsaconf HYL 7] HEgow B
T3 snsavt A EEHA L Ad=E vy @
Ak of| #Bde FAE AAYE F71 QA
h=0

‘snsaconf’ Hde $AE A7 HdAE
‘snsadm.c’ 3Y 9] ofg} A& A}

# DEFINE snsa_CONF “/etc/snsa.conf”

293 F9Ye oA & "o
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4.3 Bobatw] AAHDIe] 4

&R HESANAN THEATA A2d
oMlE % 2 BAE 9 BEEP LEEZF
o] 71274 Bt oE FEE 9% Linux
Zlgke] Z2EE TaEAUdES Jiedr. EF
O|HE FFE e oHE HEA olHIE
YE & 24 4X)9 SpSAVE 9, BE &2

4l

SR GTA A|xggo o/HlE AolES (E-
vent Gateway)7} 4.

4.3.1 BEEP 225 &

BEEP Z2EZ2 TCP/IPAo A etA3l o]wl
Eo] AES &) applicationA & 7|¥to g 39t
HAJow, T4l Peerd 43 A5 AFA Bt

s AZdE 715e T@HT A6l BEEP
Peerztol htel AAE §A5hH, shuel AHe
o4 Ao Adz FAEG. 2 ALE BEEP Peer
el A4 % A%, dolH A4, B A 58

2335t 2/ 989 JEY d489 &
7+ Ade A dAX9 ZFF FE(syntax)
7 ou](semantics)E A3 Tz Z FHdS

2t ASaAA e texte] MINE(Multi-
purpose Internet Mail Extensions) HEHEZS =)

2 3} S H(8).

BEEP MM

IDX =2EY, A8XlelE [—n

BEEP [——{IDX Z20Y oW EHolH BEEP
Client Server

HIDX zzny HH j}———'

N —|

(28 460X HEALZ 748 349y
BEEP Al4-& Bl Zt Ade Zaadd o

o] d&E 7HRY 54938 A4 zAY FEE
< 0 Ado] F3g)

4.32oME A

oy

IDX Zasgd e wHet B3 5% Hot Alad
7He] o|HE AFHHE ATk ol
&} ZE9de syntax® semanticsE AHE31
IDX-Greeting, Option, IDMEF-Message2] A
7Ex] 71 B2 A& ztet) IDXP-Greeting £4%
BEEP Peer7te] 43 &g ¢ AgdEh o
= BEEP #)'d%4to) A BEEP Client$} BEEP Ser-
ver?] #do] 7lesof 8, Peer?) URI(Uni-
fied Resource Identifier) H X E E g3k o},
L= Peerd] IP AR E 713 5 v} = 3
o]A¢] Option 39 4% T & 4 Q131

& AFHU Ad 4AHE 98 IDXP-Greet-
inge] ofolt}. WA BEEP Client7} Greeting<
438l BEEP Servers d]@ wWA Ao &%
(acknowledge)3taL, ©19] GreetingS HA%3HH o]
o} BEEP Client7} $&3th

MSG 0 10 . 1592 187
Contnent: text
<start number = ‘1">
<profile
uri = ‘http://ctrclab.com/beep/transient/idwg/idxp™>
<I[CDATAI
<IDXP-Greeting
uri = ‘http://ctrclab.com/alice’
role = ‘client’ />
1>
</profile>
</start>
END

(3% 4-6) BEEP M4Mxnt "elzid

(Z18| 4-7) Event W&
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4.3.3 syslog A%

syslog &%+ syslogd$ Program® %3} con-
troldt 4= 9l= C Library &5 E syslog, open-
log, closelog, setlogmask 59 <7 ot &
o AL i Ao

#include <syslog.h>

void openlog(const char *ident, int logopt, int
facility) ;

void syslog(int priority, const char * message,
-+ /% arguments */) ;

void closelog(void) ;

int setlogmask(int maskpri) ;

(O3 4-8) Syslog &+74

syslog 4= oH3 A= Z2aH(F,
Daemon)oll ™ &l /etc/syslog.conf o 3
ggoly Aad &0l A HES5A User
Eolu EYAY ¥ th2 T2E9 syslogdel
A BdE BT WAANE BUFE 7IsS &
t}. 2, systemolA AFH o2 dAstE WA A
o]9lo o] FE o] &3] WARE HAANE F
arteE Aot MEEE HAXEL WAA Head
9} WA A BodyE E§8tch wAX] Headw Fa-
cility, Level, Timestamp, Tag w*t4¥, 181
Process IDE FA " wWAlA] Bodys #HAA
9} &7 printf 49 FALG HHE T A4
HojA ) printf §49 & Fol ATHY, printf
g4 2% Al ermoh FATTUE o] &3
ermo¥gol 2% error WAIX] £¥2 e 7E
o] 9} whdol syslog s 2t 7150
g o8l

syslog &4+ syslogh dvixd-g Fxt=
d], syslogh 8ol Facilityt Levelol] )
tg3 2ol Aozt Hoj

if((sd = socket(PF_INET,SOCK_DGRAM, 0)) <
0 {
printf(“Client : Can’t open stram socket.\n") ;
exit(0) ;
/x Ao 2AFA FEA server_addrs 02
2 27|38 «/
bzero((char *) & server_addr, sizeof(server_addr)) ;
/% server_addre M® */
serv_addr.sin_family = AF_INET ;
serv_addr.sin_addr.s_addr = inet_addr(argv{1l) ;
serv_addr.sin_port = htons{atoi(argv[2])) ;
/x 23 3o A go] B W] ¥3 #/
while(fgets(buf, sizeof(buf), fp) != NULL)
{
/+ AR AL/
if(sendto(sd, buf, strlen(buf), 0, (struct sockaddr*)
& serv_addr, sizeof(serv_addr)) < 0 )
{
printf(“H Al A ®l7)e) Asj@EFUTE /o) #
include <fentlh>
}
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A7 Bkg 4 AF 4 Ut anti-snifferring
I Ze AL 10249 ol EEE bind¥
4 gtk routing TE o} AJAHE AAHE W
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scannert nmap®| Y satand} 72 E& o] &3}
o half-open scans £ nornam scans 5% 2
Ae 4 glth oW raw socketsE AHEETIE
3 F83tg o)d A Sele oW AAE AR
& 71 2 A ©o) user space detector®E.vh
A9 we B 7lEo] @ Holth
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Logging the message(W|AlA 7| &38}7)) Fo
7} #2E 9urdlS of snsa_security_loge klogd
of HiAAE 7)1 &5

T3 anti_logging_flood?] F#Z= 71A 32 4
ooAG HoY & o o] RES HAN & F
glt}. Logging the message via mail server
(mail A E AAA #WAA 7153}7]) SnSA=
gz dAAE Bue AZEE EZE 7R
otk vldM¥ e ipst F4 F& Ad HAL
g o FAE 5 ok

Shutdown the console Al42}7F & & 94wk
A8 o FAFEE shutdonwAl 7o},
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(22 5-1) SnSA & 272 UWES3
"Hoted

H2E 84S A"sts AAoA nedor &
AL e Az B Wy, AN vELA
o AFE AWE JAYste A& e Pyolth o
710 Wi AYoT AYPAT A 2" He Z
Aol MBEU(subnet) o] N-SnSAE A X 3t

UEQAS FE HAYS A st H-SnSAE
Axste] Z2E 99 B3 3 2adds ©
x| Egtpotda Aadom HEdd ATE
HEYA ARRT th&3toh

(E 5-1) Test System Configuration

Web Server e -
CPU X86 X86 X86 4 ultra
(PII 800) | (PID 1000) | (PT 800)| SPARC
RAM 128M 256M 128M 4G
0S | Redhat 7.1 | Redhat 7.1 |[WOW 7.0{Sun OS 5.8
DB | MySQL | MySQL Oracle

5.2 34 Auzl=2

ﬂl

|22 27E HEAD A
2 7bokel SnSAGIA BAL ¥
dtEA AHz 2d 4+ 9EAE PR
F2 HENZel tated g 2 474
& Agsgnh

Ag AR
A
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() Case 1: 239 AtA/za34d

W Z setuid programel buffer-overflow 34
& 4933, privileged modedlA kil BH
2 2188t 2ands AASAY Bxd

(2) Case 2: FEAY Y 5

glEa AadAE 7|BAH oz NFS A4 7}
mountdE FE3H7] W&o & 9¥3bn, NFS
Zelo|AEZF NFS Mo o) 3287 9
e 94 g N2gg vLE ddsE 8
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(3) Case 3 : SYN Port Scan

Ao AGARZ o AFE7F TCP/IPY £
EZ QOpendltd] AMul2E 3exE doldir] 9
3t How XEWHS OHEE 65535H EE7}
A eAF TE R4Z SYNS Hule] Aust
S 53t= SYN/ACKE &3t

(4) Case 4 : IP Spoofing

TCP/IPY] Z2EZ9 723 ZA#¥S &3
o AR YE B2EZ st FAH FHek
g Al2dld ERo] Eul 2 aiio|i} #lizof
(Backdoor)7} A% € 4 Qlth

5.3 HAE M52
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I o s FAoE AAG Case 1~49] A
vglee] RE ZHAA &AFE UE A AFH
Ho g2 7ta A= A Abae] did] X" SnSA
A EAEe BFEA Aoz IFIe

A%2 veye

(¥ 5-2) HIAE Hu}

Case 1 | Case 2 | Case 3 | Case 4

2 A Detect | Detect | Detect | Detect
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