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Design and Implementation of
Firewall Log Monitoring System Using XML

Seok Hun Kim* - Woo Yong Sohn®* - Jung Kil Song**

ABSTRACT

The Internet is aggregate of trustless networks essentially. Because the Internet is very difficuit
to control flowing of information, taking advantage of enough sporadic resource, security problem
that can protect internal important stock from the Internet is risen seriously. Recently, virus accident
and generation rate about system intrusion that happen become much higher and various than past.
On these time, is progressing researcher for invasion cutout to keep away illegal act vigorouslyand
do continuous development. In this paper, reporting administrator log information about invader’s ille-
gal act depending on XML format form, and [ wished to solve problem that happen in administration
side developing invasion interception system that can control to remote.
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<xsd : element ref =“CreateTime" maxOccurs
=“unbounded”/>

<xsd : element ref =“DetectTime” maxQOccurs
="“unbounded”/>

<xsd : element name =“Source”>

<xsd : complexType>

<xsd : sequence>
<xsd : element ref =“Node” maxOccurs ="unbounded”/>
<xsd : element ref =“User” maxOccurs =“unbounded”/>
<xsd : element ref =“Process” maxQOccurs
=*unbounded”/>

<xsd : element ref =“Service” maxOccurs
="unbounded”/>
</xsd : sequence>

</xsd : complexType>

</xsd : element>

<xsd : element name ="Target”>

<xsd : complexType>

<xsd : sequence>

<xsd : element ref =“Node” maxQOccurs
="unbounded”/>

<xsd : element ref =" User” maxQccurs
=“unbounded”/>

<xsd : element ref =* Process” maxOccurs
="unbounded”/>

<xsd : element ref =“Service” maxOccurs
=“unbounded”/>

</xsd : sequence>

</xsd : complexType>

</xsd : element>

......... ki

<?xml version = “1.0” encoding = “euc-kr"?>
<! --FirewallLOGSchema.xsd -->
<xsd : schemaxmlns : xsd =“http://www.w3c.org/
2001/XMLSchema’elementFormDefault =“qualified”>
<xsd : element name =“FirewallSchema”>
<xsd : complexType>
<xsd : sequence>
<xsd : element name =“Alert”>
<xsd : complexType>
<xsd : sequence>
<xsd : element ref =“Analyxer” maxOccurs
=“unbounded”/>
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