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An Efficient Attribute Certificate Management Technique
for Highly Distributed Environment

Soomi Yang*

ABSTRACT

For an efficient role based access control in highly distributed computing environment to reduce
management cost, we utilize attribute certificates. Especially highly distributed computing en-
vironments such as ubiquitous computing environments which cannot have global or broad control,
need another attribute certificate management technique. The techniques for transmission of the
attribute certificates and management of the group keys should be considered to reduce management
cost. For better performance we structure attribute certificates. We group roles and make the role
group relation tree. It results secure and efficient role renewing and distribution. For scalable
attribute certificate distribution, multicasting packets are used. We take into account the packet loss
and quantifying performance enhancements of structuring attribute certificates.

Key words : Attribute Certificate, Role Based Access Control, Multicasting Communication
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