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An Efficient Security Protocol for Transaction
in Mobile Data Network

Jang-Hwan Kim* - Chung-Sei Rhee™*

ABSTRACT

The existing electronic transaction protocol uses a cryptography algorithm that is not suitable for
mobile environment because of limited memory and process ability. In this paper, we propose an
efficient transaction protocol suitable for mobile embedded system. The proposed protocol reduces
computation and process time by using [D-based cryptography algorithm and ECC (elliptic curve
cryptosystem). It uses vendor authentication only in the first transaction, and from the second
transaction, it requires transaction after authentication with session key created by applying ECC
technique. Therefore, the creation number of authentication for the vendor can be reduced from n to
one. And it reduces process time because it provides the same security with 160 bits as with 1024
bits of RSA.

Key words : Security, Mobile Embedded System, ID-based, ECC
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1. Introduction

The secure information communication and
fast increasing of mobile communication are the
key factors of rapid growth of mobile commerces
based on intemet [1]. Currently, new M-com-
merces providing mobility as well as portability
are replacing E-commerce which usually were
done on the PC terminals. Researches on the se-
cure authorization and transactions are actively
performed to provide a security service on the
E-commerce. Current PayWord protocol recre-
ates vendor’s certificate for every n transactions
and modify it periodically to nullify centralization
problem [2]. But it is not adequate for real time
transactions. It is uncertain whether the au-
thentication papers published by broker to user
and vendor are mutually authenticated between
user and vendor [3]. In this paper, we generate
public/private key using ID of each entity to ad-
just M~commerce environment, then we use the
session key by Weil-pairing from the second
transaction to the last transaction. This reduces
generation of authentication papers, therefore
speed and centralization problems are improving.
Since session keys are generated by customer,
vendor and broker, works are shared among
them and verification of mutual authentication
between customer and vendor is possible. It is
also safe from key masquerading and key attack.
The paper is organized as follows. Section 2
gives the previous works. Section 3 review ID
based public key encryption system. Section 4
describe the proposed ID based payment protocol.
Section 5 analyze the safety and effectiveness of
proposed payment protocol. Conclusions are giv—

en in Section 6.

2. Preliminaries

Micro payment system is a special type of
Electronic money system and developed mainly
for small amount of payments. Micro payment
system has an advantage of little system errors
because payment size is small. MilliCent elec--
tronic Payment system was developed by DEC
to handle small amount of payment which is hard
to deal with credit card or other payment sys-
tem [4].

PayWord protocol uses hash chain and cus-
tomer issues electronic money directly [2, 5].

Customer sends his (her) credit number to

broker and get a certificate and creates own
PayWord. The certificate (C,) signed by broker
contains broker name (B), user name (U), public

key of user (PK,), effective day (E) and other

information (/).

There are some other Micro-payment sys-
tems, such as MITLCS of Ron Rivest, MicroMint
proposed by Adi Shamir and Wenbo Pay ment
which is combination of PayWord and MPTP
{2, 6 7.

3. ID based public key cryptosytem
and Weil Pairing |

3.1 ID based public cryptosystem

The original PKC (Public Key Cryptosystem)
is very expensive to build a infrastructure which
controls public key authorization as well as key
management.

But ID based PKC solves this kind of pro-
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blems. In ID based PKC, all the keys are de-
termined by E-mail address in advance.

This method was proposed by Shamir and it’s
main purpose was to simplify the authentication
procedure in E-mail [8].

3.2 Weil Pairing

Let G be a subgroup of the group of points on
the Elliptic curve E over the finite field #,. Then,
it satisfies the following properties.

1. Bilinear
&P; +P3, Q@ ) = &(P, Q )+ &P Q)
&P,Q; + Q) = &P, Q)+ &P, Q)
&aP, bQ) = &P, Q)*, abeZ,

2. Non—-Degenerate

There exists such that PEG
3. Computable :

One can compute &P, @) in polynomial time.

4. The proposed ID based payment
protocol

The proposed protocol generates public/private
key using each object’s ID, it does not need public
key authentication. In the proposed protocol,
Session key is generated by Weil Pairing based
on Elliptic Curve Cryptosystem in a finite field
of F, and Id based tripartite Authentication key
agreement protocol is applied to the existing
Micro-Payment Protocol and ID based crypto—
system. Our system gives better result in speed
and security compared to previous works. The
following shows the upgraded contents of the
proposed ID based payment protocol.

e Create public key/private key using object’s ID.

® Create session key using Weil Pairing based
on ECC

e Increase safety by applying ID based public
key algorithm

4.1 System setting

Broker takes the role of KGC in ID based
system. Customer sends his (her) ID on the safe
channel to request public key generation to en-
crypt the certified paper.

(Table 1) Parameters for system setting

Parameters Description
UV, B User, vendor, broker
z zZ €{U,V, B}

Zm Zs ID

Wz Z's public key
wz Z's private key
kz Z's session key
Cz Z's certified paper
Dz Z's adversary

o H' : Fy — {0, 1} : key derivation function
e H:{0, 1} — G :Hash function

<Table 1> shows the parameters to generate
public key/private key and session key. Broker

selects a secret key sefl---/-1} and random

number p€G | then calculates Ps =[s]P. (P, Ps)
which is used as a public key. Customer, vendor
and broker are sharing session key. Customer
sends his ID to broker. Broker creates customer’s
public key (Wv = H(Uip) and private key (wuv
= [s]JWu). Vendor’s public key/private key are
created by broker in the same way. Session key

k . ..
("vvs) is used for transaction instead of vendor’s
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authenticated paper for the rest of transactions.
Customer, vendor and broker create short term
random keys @, b, ¢ € Z *q, respectively. Session
key generation protocol is given below.
o U—V :[a]P, [a] Wz ; U—B :[alP, [a]Wy
o VU :[bJP, [b] Ws ;V—B :[b]P, [b]Wy
e B—U:[c]P, [c] Wy ;B—V :[c]P, [c]Wy

Customer, vendor and broker calculate session
key as given below.

k, =&([al(Wv + W), Ps) -&(Wu), ([b]P + [c]P))
-&([bJ(Ws, Ps) -&([cl(Wv, PB)
k,=e([bJ(Wu + Wa), Ps) -&(Wv, ([a]P + [c]P))
-&([a)(Ws, PB) -&([c/(Wu, Ps)
ky =& ([c)(Wu + Wv), Ps) -&(Ws, ([b]P + [c]P))
-&([a](Wv, PB) -&([bJ(Wu, Ps)

Therefore, common session key is used as a

value of key derivation function.

ke =k, =k, =k,

=&([a](Wy + Wg) + [b](Wy + W)g + [c)(Wy +
WV. [S]P)

Session key created by long-term secret kéys
is determined by three objects Wu, Wv, Wa, se-
cret key of KGC and private keys g bc

4.1.1 Safety of session key

Session key generated by tripartite key agree-
ment protocol gives the following safety [8].
e Forward secrecy : Even if long term key(s) is
known, previous used session key is unknown.
e Key independence : Since adversary who
knows group A’s key can't find group B's
key, it provides key independence.

¢ Key freshness : adversary may reuse old key,
but newly generated key provides freshness.
e Known key attacks

4.2 |D based micro payment protocol

The payment protocol for the first and kth
transaction between customer and vendor is

proposed.

4.2.1 First vendor and payment protocol

e Procedure to get the certificate paper is de-
fined as follows.

step1: User sends a message encrypted by

broker’s public key through the secure communi-

cation channel established earlier. Message con-
tains root of hash chain @,, length of hash chain

n, User’s id Um and broker’s id Bip.

U—B: {a,nUp, By}, 1)

step 2 : Broker decrypt the received message by
private key and check whether he can use the
length of hash chain in User’s account. If length
of hash chain are OK, broker issues certificate
paper with effective period E.

B> U:C, = Signy{w,,n,Uy, B, E} ¥

Certificate paper signed by broker gives a right
to create hash chain to the qualified user. User
create hash chain for the followin_g cases.
e The corresponding vendor spends all the
hash chain.
e The effective period of certificate paper is
expired.
step 3 : When vender issues a transaction pa-
per, he receives the certificate paper from the
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broker. Vender's certificate paper contains vend-
er's ID, broker’s ID and effective period.

BV Cy=SigndVp, Bp, B 3

e Procedure to request a commodity and
payment is given as follows.

User searches internet and find the information
of the commodity. The transaction between user
and vendor must be done in predetermined time.
step 1 : User sends customer’s ID, commodity’s
ID signed by vendor and user's ID to verify

transaction.

U —V :Product request
{Vio» Uy, Cy, ProductID, Price, t, Sign, (k; )}y,

(4)
step 2 : Vender checks the expiration day of the
authenticated paper, then verifies root of hash
chain and Iength of the hash chain.

Vendor encrypts the commodity by symmetric
key and send it to the user signed value and price
of commodity encrypted by user’s public key.

V — U : Goods Delivery
[goods) {H goods)y, Sign, (k,), Price}y,

)
step 3 : When user receives encrypted com-—
modity, he send hash chains value and index to
vendor for payment.

U —V : Payment = (@, i) 6)

step 4 : Vender calculates hash chain’s length
from the received message and compare it with
root value. After check the payment amount,
vender sends decoding key, remaining hash

length and certified receipt to the user.

V — U :Receipt
{Ks n_i’ CV; m;, Signy{h(C;H n_i)}}WU

(7N
step 5 : User verifies the remaining index of
certified receipt then decrypt the commodity to

receive it.

¢ Procedure to settlement is given as follows.
Vendor issues a receipt and finish settle-
ment with broker in a fixed time.
step 1 : Vendor requests a settlement to the
broker with hash chain and signed session key

created by vendor.

V — B: Deposit request ®)
{Cu’ ky: @, 1, Sig"V (kV)}WB

step 2 : Broker verifies length of hash chain of
the user’s authenticated paper. Broker check the
value of hash chain, if root’s value is same, de-
posit money into vendor's account.

B — V :Redemption 9

4.2.2 Payment protocol for the vendor

Payment to the % vendor in the proposed pro—
tocol is performed as follows. From the second
transaction, all the transactions are performed by

ky instead of authenticated paper. Assume the

following to perform payment.
e User has the length of hash chain 7.

o (k-Dth vendor has the index i.

e itz vendor has index /.

step 1 : Commodity request step is similar to

the transaction with first vendor.
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U —V, : Product request
., »Up, Cy, ProductlD, Price, t, Sign, (k; )}y e 10)

D °

step 2 : Vendor sends a commodity after au—
thenticate the requested customer.

Commodity encrypted by symmetric key, vend-
er’s electronic signature and price are again en—
crypted by user’s public key and send.

V, > U : Goods Delivery

[goodsl, {H goods], Signy, (ky,), Pricely, SaY

step 3 : User decrypt the received message and
verify the price of the requested commodity.
Then user send the following message payment
(wp J)a wiﬂ'a js "—'i’ kV,,_l to Vendor.
At a same time, user send a signed message
Cy» 0,5 j to broker to prevent forgery payment
setting.

U -V, : payment = (w,,i)

(@, jyn =ik, Sign, {h(ky,,_,n=1)},

Sig"u {h(CU’a)i+j’j)}}Wyk (12)
step 4 : ¥, decrypt the received message from
the user using private key, then apply hashing

function @.;;J times and check whether it is

same as (k—Dth vendor's password (@, . If it
is correct, vendor sends the receipt containing

commodity encryption key and vendor's key.

V, = U :Receipt

Kon—i—joay, hy, Sign,, (hlhy n—i- Dy )

step 5: Vendor sends @,@.;Jj and signed

message Signy{h(Cy, @, )} to broker to perform

the transaction.

V. = B: Depositrequest
{Signy,, (ka s n—i=j), Sign,; {h(Cy, @y g M Cys @, @y js j}WB

(14)

step 6 : Broker verifies C,’s certification and
send a requested money to vendor’s account.
Broker can verifies only from @ to @.;.

Broker verifies whether the last payment is
smaller than maximum until expiration time.

B -V, : Redemption as)

5. Analysis of Safety and
effectiveness

In this chapter, we consider execution time and
safety of the proposed protocol. <Table 2> and
<Table 3> is given as a comparison between ex—
isting method and the proposed method.

5.1 Analysis of safety

e Prevent forgery

Broker sends a certificate signed by his private
key, only the user C, can create the password
for the usable money. Therefore, other can't for-
gery electronic payment. If vendor masquerade
settlement information and send payment in-
formation to broker, he must know the in-

formation of equation (14). But it is not possible.

® Detection of user’s double payment
User sends equation (10) to the vendor for

commodity order. The request form contains
user’'s certificate C,, hash chain’s length and

value of root. After received from the user, ven-
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dor perform equation (12) to give a payment of

payment =(a@,;, i+j) , Vendor verifies whether the
previous root’s value @, and the value of @.; af-
ter appling hashing function Jj times to @, . If

@, =h(®,;) equals (@,i) then vendor detects
double payment before vendor receive double
payment. If user sends same payment to &k and
(k+W)th vendor, broker can detects it.

¢ Detection of vendor's double payment

Two payments are made by user using equa-
tion (10), broker use the equation (15) to detect
it from the transaction on the bank.

Consider the case vendor request double

payment. If the vendor masquerade U and pay

to other vendor, then masquerade U’ use the
equation (10)

¥

D ?

Uyp» Cy» ProductID, Price, t, Sign, (k,)} ",

for double payment. But bank keeps previous
transaction record such as hash chain’s root,
therefore broker can detect it.

e Prevent overpayment

User’s certificate issued by broker holds the
size of hash chain and payment information.
Vendor can checks the limit of hash chain and
payment information.

e Prevent masquerade
Assume adversary eavesdrop the communication

between U and ¥, B. We also assume that J, 6, 8"
are random numbers generated by Dy, D, and

D, respectively. The following short-term secret

keys are used for protocol and U creates com-
munication for transaction.

e UV, B:[a]P

® VU, B:[b)P

® BV, U:[c]P

Assume masquerade makes the following
operations.

1. Dys eavesdrops aP from U and Dy sends 6P
to V.B,

2. Dyeavesdrops bP from ¥ and Dysends 8'P
to U,

3. Dyeavesdrops ¢P from B and D; sends 6"P
to U.
In this protocol, since session key generation

protocol use long~term secret keys for kuz cal-

culation, it is safe to the above masquerade.

¢ Prevent known key attack

If adversary eavesdrop the previous session
key and he is able to masquerade next session
key, it is vulnerable to known key attacks. Since
the proposed protocol applied long-term secret
key, it is almost impossible for the adversary to
calculate session for the next transaction. <Table

2> shows the comparison among the systems.

(Table 2) Comparison of safety
(O : offer, X : non-offer)

requirement protocol lz)ar%g:gf F;;%ptgzg?
Prevent forgery Q (0]
Detection of double payment 0O o
Prevent overpayment @] (0]
Mutual agreement O O
Prevent masquerade X o]
Prevent known-key-attack X 0]
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5.2 Analysis of effectiveness

In this paper, ID based cryptosystem was pro—
posed to handle wireless environment. ID based
cryptosystem does not require public key certifi-
cation, but PKI requires it.

Elliptic curve cryptosystem over finite field is
easy to apply to portable system and 160 bits on
elliptic curve is comparable to 1,024 bits on RSA.
Furthermore, most operations are scalar mul-
tiplication.

<Table 3> shows the number generation‘ of
certification paper. Most protocol generates cer-
tification papers for each transaction.

Therefore it generates n ¢ when it have
transaction with n vendors. But ID based protocol
generates certification only one time when it has
a transaction with first vendor. Session key gen-
eration is also much safer and effective comparéd

to rhost protocol.

(Table 3) Comparison of effectiveness of

algorithms
» PayWord |The Proposed ID
protocol | Based protocol
The number of C,
generation for n 1
~ transaction with n
vendors
Key generation Public-key ID—.bzised
algorithm encryption public-key
encryption
Commodity
encryption/decryption DES _ DES
algorithm

6. Conclusion

In the mobile payment, payments are made on

mobile terminals which is considered future gen—
eration payments tool. Smart card such as elec—
tronic money, ID card, medical card and SIM card
is impossible to copy, it gives a high quality of
safety. The existing electronic transaction proto-
col uses a cryptography algorithm that is not
suitable for mobile envirohmen’_c because of lim~—
ited memory and process ability.

In this paper, we propose an efficient trans-
action protocol suitable for mobile environment
that allows multiple transactions using ID based
public key cryptosystem. The proposed protocol
has an advantage against lost of session key,
misuse and security. When adversary taps trans-
action details and tries to attack by forge, the
proposed protocol provides security against
man-in—-the-middle attacks by using secret key
creation protocol when calculating long-term se-
cret key. Furthermore, it reduces computation by
using ID-based cryptography algorithm and
ECC. Tt uses vendor authentication only in the
first . transaction, and from the second trans-
action, it requires transaction after authentication
with session key created by applying ECC
technique. Therefore, the creation number of au-
thentication for the vendor can be reduced from
n to one. The total number of PayWord is n be-
cause user creates n hash chain value only once
for N vendor. So the proposed protocol is more
convenient compared to existing system. It does
not need public key authentication because it
uses ID-based cryptography algorithm. And it
reduces process time because it provides the
same security with 160 bits as with 1024 bits of
RSA. Elliptic curve algorithm also gives a se-
curity and speed advantage compared to previous

developed algorithms.
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