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Development of Intelligent Data Validation Scheme for Sensor Network
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Abstract : Wireless Sensor Network(WSNs) consists of small sensor nodes with sensing, computation, and wireless communica-
tion capabilities. The large number of sensor nodes in a WSN means that there will often be some nodes which give
erroneous sensor data owing to several reasons such as power shortage and transmission error. Generally, these sensor data are
gathered by a sink node to monitor and diagnose the current environment. Therefore, this can make it difficult to get an
effective monitoring and diagnosis. In this paper, to overcome the aforementioned problems, intelligent sensor data validation
method based on PCA(Principle Component Analysis) is utilized. Furthermore, a practical implementation using embedded

system is given to show the feasibility of the proposed scheme.
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Fig. 1. Zigbex main board.

ChipconA}e] CC2420 & A3} sensor network moduleo]Th.
ZigheX AA xtole &/5% AN 2EAM7t yAE
o] slo] 3 37 HRE AT 4= 9lov] 50Pin H 4 E
& olgstd QREEEF AT ¢ UEE AAHJD
AL AA batteryE o] 83PAY 7IE} 9F AYS A9
o2 AMBIEE MdAHN o™ AU EE3A AFES 9
3 Maxim A}e] 33V Step-up #Fdo]E]Q Max16780] A}
SE Ak RF 5418 93 ¢Helvs= PCB el &= A}
gx}o] Melr}alo 2 Dipole OHEUE A48 4= 9tk
2. MM HEYI ~ZEQ0f

Nes-Ci= Col9] &0 2 Tiny0Se] FHE 93] |t
gtk TinyOS= Ajste ALES 71 AN === 93
AtE event-driven 3E]S] OSZ Atmegal28L3} 7+o] 128
kbyte®] F3} 4kbyteo] M= Fa= &= iuf dwrz o
2 AA ==d gAlses ojEFgAeld T2 aWe Tiny0S
Ax 71EHoZ AFshs HFEIFVEE 7[HI2E Nes-CE
A ].

AA MEYINA =g A4S Ting0S HA A

There is a delay n
milliseconds prior to
TX

Helps the RX
synchronize it’s timer
to the incoming data

Radio 1o RX
Mode (250 ms)

FinyOS Message

36

 Preamble | Sync

Radio to TX
Mode ( 250ms )

Here comes
the packet

17 2. Tiny0S&] | A ] L2
Fig. 2. Structure of TinyOS message.

typedef struct TOS_Msg
{

uint16_t addr:

uint8_t type;

uint8_t group:

uint8_t length:

int8_t datal TOSH_DATA_LENGTHI:
uint16_t crc:

uint16_t strength:

uint8_t ack:

uint16_t time:

} TOS_Msg:

1% 3. TOS Msg |71 8] 7%
Fig. 3. Structure of TOS_Msg packet.
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Fig. 4. Structure of tree network.
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Fig. 6. Configuration of sensor network based on embedded
system.
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Fig. 7. Data validation scheme in sink node.
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Fig. 8. Configuration of the proposed system.
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Fig. 9. Operation screen under surge-view.
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Fig. 11. Measured temperature/humidity data.
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Fig. 12. Operation screen on embbeded sink node.
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