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E-3] Ubiquitous 7337 Web 2.09] &3} Ao
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A ID Ta] AR Liberty Alliance® WEELE 7]
HAET Microsoft7} W85+ vt L DIDW(Digital
ID World):= 2006 o] ID a] AjAbo] o] E=
I, 4yt 719, RSS g, 97l(wiki), AR HEQIZE
v obyel G Hofo = 1D Z2utdg o] g3 HF
o] 2A1E Zos YT % WE(Risk Management)
HotollA 1D 7t FastA " AR st
ATt 53] ARSA 49 ID e 7iwo] EHEL 1
Fol A= AFgstol gt @ ¢hd URL 7|¥Ee] ID #Ej7t
T8 WS Zom ofidstatt. NetMesh®) CEO®|A}
YADIS(Yet Another Decentralized Identity Interoperability
System) T RZAEE &Hsl10 Q)= Johannes Ernesti=
oto 2 1D Tl AJAoA] ARR-R} 41 (User—controlled)
o] ID #We7t 55 W Aol ATl
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Company—controlled Identityt= 7| g o] 7§l ID
2 Rofat 5 A<lo] ojwl Dg Telskn ThE A2
V2 ZAASIcE Liberty Alliance 3S0) 7]9F) ID %
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Microsoft—controlled Identity= WS—* HFof 7|6l
$HID #e) A|AH S 2 Kim Cameron®] Law of Identity
£ T3 F47 ID ekA|2Hlo] CardSpace® -3
o}, CardSpace= OASIS ¥Q] WS—SecurityE 7|
HEo & 3fo] X 509, Kerberos, SAML(Security Asser—
tion Markup Language)® Z2 Hot EF xig %
AEE 9= Qo™ Windows Vistag 53 B ¢IstA
433 Aoz dyud

User—controlled Identity+= ID A|ZAHIdP, Identity
Provider), AR, 1D AFE HH1 7)2l0] BAGRE
N2EO RN, 7o) &8 1D7F obeh AbgA} A2
2 D AYELT Belse AL BA02 A,
3E2AQ] User—controlled Identity®=+ URLZ IDE A&
3= OpenID[3], LID[4], YADIS[S]E & 4= it}

olet & HR+= 2006 ol ID Fokof digt A+
7F B QleiAl A= sl olof whap Aj27he] §gtol
g o] wpet, 20068 = 12¥0) thF 17 29} o]
741 = SAt6].

URL-based+= 7]|&2] thFgh URL-based 71&E°]
OpenIDZ &= 43S ol = dut H(gra—-
ssroots) @Gt 4 2.0 38 FH A L} Invisi—
ble2 Company—controlledZS A5 =2 7] Y&
E= 7|17 ID gHolA &8FHrh Card-based:=
Microsoft—controlledE |8} ARERL7} Card HE| 2
AAe) ID HE AFE AYE 4+ 9121 CardSpace
= window vista®} A AFHrt,

WA Zhzte] 10 ok Auriel B 2 4 &
He H¥star Uk, URL-based?} Invisible®] 7-9-
OpenID®} SAMLO| g%t Z¢lo] A= glon,
Microsoft+= CardSpaceo]| 4] OpenIDE AT A &S
7= ek

Primary adoption vector:
grassroots, Web 2.0 applications

- .

;! S
[ \
o kN
ik o %\
N

T
Primary adoption vector:
CardSpace bundled with
Windows Vista

Primary adoption vector:
internal IT needs of the
enterprise

8 2 The ldentity Landscape 2006 updated
Z£X{ http://netmesh.info/jernst/
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£ AolAE D 7j¢ Boke] sl 7149l Liberty
Alliance, Microsoft CardSpace@} OpenIDo] thd}o] 7]

=%,

3.1 Liberty Alliance

Liberty Alliance[7]= #*3td WEH=A ID Hejet
ID 7|9ke] Mu|AE 93 3 25& T 55 o
2 2001 9o AAE Y, 2007 A 15001 7<)
AHE 7H 2H oz A, SWolie ETRI
7} Liberty Alliance?| Affiliation member2 TZ35+1l
ek, 18 38 Liberty Alliance 725 Uehdic},

1ol A ID-FF(Federation Framework):= Federated
Jentity T2jok QEM SS00] oot AL AHEH
olom X SAML v2,02.2 E31=|Qlch ID-WSF(Web
Service Framework):= AF2-A}7} 21219 Identity A E
2 o KA THT & AES 8 2= 9 Ay
2 ZYAYAE A o3trt. ID-SIS(Service Interface
Specification)+= ID-WSFE& ©]|-83}0] ZL8EH= AE
A Hentity®] E2 A& Holahol, A8 A =
2ol el 27 Yo zEue YuE tehje
Personal Profile®} Employ Profile®| A Eo] ¢lom,
Presence, Contact Book, Geo—Location 50¢] X4 0
2 Q=

Liberty Alliance@| ID &} 7]&g 8317 YA,
Qle|ull Mul2 A3z}l SP(Service Provider)= AFA
of 1dP(Identity Provider)2} thokslt A2of gt 39l
& 53 CoT(Circle of Trust)& -FAJsfoF sttf, ut
Ao CoTe vty EE: 4429 1gpe} th4=9] SPE
T E

oS 1% 4= Liberty Allianceo| A ARSAMOl A A
&5t 880 7159 3 HHE =45 g Aol

Liberty identity
Federation Enables interoperable identity services such as porsonal
nter K
Framework (ID-FF) identity profile service, contact book service, geo-location

service, presence service and so'on.

Enables identity federation
and management through
featurss such as
identity/account linkage,
simplified sign on, and
simple session
managemsant

Liberty specifications build oniexisting standards

{SAML SOAP, We-Secunty, XML, elc)

J8 3 Liberty Alliance Architecture
£X: Liberty Technology Tutorials, Liberty Alliance
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Login/Authenticate

{ntrocuction cookie

Login/Authenticate [

You have a cookie 1?; § IDP federate accounis?

Yes, federate my a ts

Redirect to 1DP uthentication Reguest

AuthnReguest

Authentication
Assertion Issued
Redirect to SP

ere is my SAML Assem SOAP endpoint @ IOP L]

Start service

JO# 4 Liberty Alliance SSO & Federation 35 %
&4 Liberty Alliance Developer Tutorial, Liberty Alliance

A A 0 2 22 39
o) AL AFE BT, ASAL A3
3] 1dP L9l t|gF Introduction —?‘7]% A
Hrh AR JEY A RAE 0] 8387 8l SPof
Al ABIAE @ASHH, SP= AMEAZE ZRALSA| ofu]
ql%_‘ﬂ_ /\}Q_z]_o];q g}o]'ah;].. u]-o}: OIXEJ ] 1 %) /\}
S, Pl ABHE AFH E AL SHT
. ol BHolN SPek 1P AL ABsked] )
6], PseudonymE ©|-&3%It} Pseudonyme A2} A1
4402 randomdlA AAAE 4R FLAEG SPo}
IdPof| A ARg2Le] thsto] Zkzh A3t 1dP9} SP=
SSOE 93l AHAlo] ALextE AlHE= PseudonymE:
A2 w3ste] Federation Record® A8l SP2)
230 ule}l, 1P AFERF7F wheF olZE x| Qo)
H ARGAE Q153 F, AFEAY] lF A S SAML
assertion® 2 AT & o]of thdt reference L
artifact® SPo||A] AE3tth SPE artifactE SOAP &
A& o] §3sto] IdPoll Al HEE &, AR 91 AdH
ARE 7V eA Hrt o] I AMEAE A3 2
Zorg0m, of TR ALgANA Aol Hujag

AE3sHA Hrt.
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3.2 Microsoft CardSpace
Microsoft7} SSO AJH] A2} e IDE o] AHA|A
Hol| A3 4= QEE 2000d0] WEH NET Pass—

24 §2007.5. 32333 A] AP AT

port[8]= 29 ol W AHSAE FEAUFONE £
shal @l AL Q) IDE FYRE wAeR
EI;F‘: T ID AA ] HeH gl smatolwA]l Kol oy
FHZ Qs AgakAl Estsirt. ol whet Micro—

softt .NET Passport®] FA142 Hebslr] $sf ws—*
Z2EZI XML 7|§ke] SOAP, SAML 52 o]&3t
ID HWEFA]AEIQ] CardSpaceS 7R8I}, CardSpacel9]
NET Passport@h= 2] &4 IdP Al o5 1dP
Y& 4 glen CardSpace AL H&8h= A
o|Eo) AgEt IDS Card FEE ATt Ab&A7}
Aelgl 4= Q=2 3Tt CardSpacer A& A0l ALE
21 ID ARE 252 okal glon ID AR A2}
BEE 7H =g FdozH ID vetA | A8 9] g
ot AL2A 7L HEEA] ID CardE A HsEE
BN AREALZF AH|A o] 8A] HAIZ O R Zolg
5 sHh

1% 5= CardSpace’} EA8t= o & Ho| 9t}

WA AREA7E AelA Al ZAH(RP, Relying Party)ol]
Al AHIAE QS RP= CardSpaces 5412
2 Qe EWE g8 AT Y 229 Ho|E
AEAE Het-A (R 7,000 &7ttt ARERE Bk
L= guto) Z3E Hla AEE Zolslo] RPoA &
Aot AR ID HRE SHolst o] FRE AFs}

£ ID CardE°] Z3rd S ARGAAl EE3tct,
A}%—X}-{a o)A A3 ID CardE MEHsHA =0
el Card AHo| wel, | ID AEAR] IdP| A
AMgAF 7 @A ET) 1dPE AMAF AEE CardSpace
oAl AFEAF ARE HDSIH, CardSpaces ©] JRE
RPoj A MeshA) Hot,

e e

6) Login using

2) Receive page sacurity token

with logintorm
and hfaCeard
content tag

5) Get
security

token

1) Access protected
page and gei
redirected to login
pge

3) Display loginiorm to _ <

4) Sdect desired
user, who chooses the
InfoCard login option

identity by choosing
anintormation card

8 5 CardSpace & S8
Z£X Introducing Windows CardSpace, Microsoft MSDN



Microsoft®] CardSpace= Window Zr74¥ut oli]a}
Open Source Ao A& &rs] 7idt= 1l ¢t} OSIS
(Open Source Identity Selector) ZEREHES] AL Card—
Spaces @E AAE FHFHET 910, Ping Iden—
tity+= Apache A]WHo|A AFEEF 4 Ql= CardSpace
2EZ FIHsF

3.3 OpenID

OpenIDE Six ApartAto]l 2@l&) 7)gt 22<1 URL 7|4t
Identity A|A®lo]} 2006 ] AJQtd @& URL 7]vt
Identity A]2§o] @AY= OpenlDE 4> o] 7}7 At

A2 OpenlD A|2" oA AlFote T2 752 A&
A7k A Alo] ol gstel 7k Alo|Euttt AR X
orelehE AU|AS ARG 4 YEE shed] gtk ol
£ 913} OpenIDi= AFGA7E AHAIS] Aol AjA | o)
YA §2 MH|A A|F Afo] E(Consumer)]] <48 of
S QFE 5 Q= Ato]E(Server)oll A Q1F 3

3 AYE AMuls AF APlEoA A

OpenlD Al )
OpenID AW Z ol 83h4 %L AFach QIFaAel

A} OpenID Aiuih IDE AME-FE URL HES o]
sto] AREANE Q15she EE R EA| SR
%l 818 {M°] OpenlD e Al2dlo] & 4

OpenlD A8AE 7WHO 2 QIFE AFHE Al

& 28 5 Atk ES o] AaRES AEY ¢
£ E50p) R BE Q) Ha9AE AU}
1% 6& OpenlD7} E&él= o2 Hoja 9ot
relying party
£.g. your site

1. send
identifier 2. associate
3. redirect handle
over UA
end user w/ 4. login 5. redirect
user agent over UA
 J ‘
identity provider

e.g. myopenid.com

18 6 OpenlD 52t 5 €
Z7: OpeniD Open Deistributed Identity Management,
http://openid.net/

HA AL-&A7F RP(Consumer)of| A AH[ A5 Q%5
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O

SR} AFHA UYTHE AGAE QAFHE AREA
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& 2Fsiets AHL 7R

a8y 2007d 2EE, A% o4, MITMMan In
The Middle) 22 Sof OpenID7} #oFa = Qrt= &
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bute JEE 43 AT & Ue 289E5E 25t
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4.1D 7|& BESL Y
4.1 OASIS SAML
OASISE XML ¥ HES A|sh= 7|oelo), SAML
[10]& OASISQ] Security Services TCOlA] A A
= gFo0z 7H;<ﬂoﬂ 1;st]. )] = 017} _/Z\_A-] Z‘IE—— o}
AstA mestr] L% iii;’—éi, A 2.0 HA7HA|

gz w0} gk,

18 78 OASIS SAML ¥Z3} A3 f,ﬂ_ +S EAS)
3+ Aolch, @A SAML 2.00] EZO2 AHH AE
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SAML 1.0 Nov-2002: SAML wins
Completed: May 2002 Tm,ﬁ;;“;'c':n.m
\OASIS Standard: November 2002 Award
A5 U

‘;" i,

—
Liberty 1.1 DU Ny
Completad Jan 2003 S
T ~
; SAML A1
: Completed: May 2003 "
% OASIS Standard: September 2003 ,mmmw. & Juno 2003
| 4 N ]
. .m/ ,| Shibboleth OpenSAML 1.1

Liberty iD-FF 1.2 P roceives

\ Completed: Oct 2003 | on-zooni: sslrlg Wortd
e HHDR) ¥ VE T B i &
J Reality” award

\

\ /
..  SAML20
i« Completed: January 2005
OASIS Standard: March, 2005

18l 7 SAML B3 A
£X: Liberty Technology Tutorials, Liberty Alliance

Completed: August 2003

SAML V2.0& FA43t= F8 AE ohgat Zoh

* Core

o] AL assertion?] TLZ 2} SAML assertion
3 #EE A 9 S TREF| disle] 7|&di

« vhely
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26 12007.5. 78 BAEF A A25@ A5E

A ARE o] AL Q13

%, A& A *1‘11*% A&

- olot 2& 7
& maAe] o

ke @3] 1aP7E AFEAME 2 %3}91%21 Rikls
Aret ohet AHGAE olWE WALR AFE
X Ha £r1H Fuot dasi o] Az

dP7t A EAE ojusl vhajo g Q&g =A|E Sp

oA LeFs] 913, AHgAES ASshe 2Zke) 4

of hatel sty <1 FeAE Hskn 0|z of

HEk oulE A YA U

4.2 Ws—*
Wo—* 282 @ Au|ae) mebe o) AEE

FEB3h Ws-* A®L Microsoft?} IBM

& AEES
o] F30| il Verisign 5 o8] AA7} FoIsto] A
Ae)3 Slct

I3 82 IBMY} Microsoft7} FE .2 AAASH Web

Service Security®) Roadmap®]T},

WS Securlty‘—‘- SOAP HA|R|9] BLAA, A=A
Bl WA o] HebdE 111—5:6}7\ -H??_P
280 2 0ASISO)| A|QtE o] WSS(Web Services Secu—
rity)[11] TColA ®Z3}7} Y8 =t WS—Security
& vhojyE] HOEES QIAY3h= AT X 509 QI
Z A EX Kerberos E|H 5& A3 —E ‘jo“—q 5= A
ol5tal Qt}t, WS—Security= THE WS
g 7luk shrol ek,

WS-Trust= AlE ZAE GAJsH
Aol 24 AR gaste
Ue T ASE o AFBAE FAsk=
g, WS—Pohcy— A2EY) AAS AAshE
20| tig] FAshch WS—SecurityPolicy= E.Qho]
spE Alad A ARet ACE A A
A7k wotol o AFARIT 240l XY TR 8
ot ArE PAEHE S Xﬂ"“b_h:} WS—Federation
2 93} Ado|t} T

ﬂl

0.

;E 1
dm o2 o ) =

F

A ws- !
SecureCon tlon WS-Federation WS.Authorization
WS-Policy WS-Trust WS-Privacy
Today —¥ WS-Security
SOAP Foundation
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