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A Cluster-Header Selecting Method for more Secure
and Energy-Efficient in Wireless Sensor Network

sk okok

Jin Mook Kim** - Pung Ho Lee*** - Hwang Bin Ryou

ABSTRACT

Distributed wireless sensor network in various environment have characteristic that is surveillance
of environment-element and offering usefully military information but there is shortcoming that have
some secure risks. Therefore secure service must be required for this sensor network safety. More
safe and effective techniques of node administration are required for safe communication between
each node. This paper proposes effective cluster-header and clustering techniques in suitable admi-
nistration techniques of group-key on sensor network. In this paper, first each node transmit residual
electric power and authentication message to BS (Base-Station). BS reflects “Validity Authentication
Rate” and residual electric power. And it selects node that is more than these regularity values by
cluster header. After BS broadcasts information about cluster header in safety and it transmits
making a list of information about cluster member node to cluster header. Also, Every rounds it
reflects and accumulates “Validity Authentication Rate” of former round. Finally, BS can select more
secure cluster header.

Key words : Sensor Network, Clustering, Group Key

o dstolshal 3 RE A e
ok o)t 7 5FE 7ot
i GO St FH RZES o] 83}



108 FE - Hot =&X M7 M2=(2007.6)

o 272 73 AAY

ofell A8d & Stk

27 74 T8 7HAH, AN =59 A A
BAE Fold A= AT dYste 4e AL
AA HES A AN ==Eo] MiXH AlA 2=
o} &4 FALE AZs}= wlo]2 2HOJHBS -
Base-Station) 2.2 A HLE AHEAl 2 BSE %

st Alojils B dojHdds o 4 dom, AlA
rERRE FHE HelHE BSE Fstd Aw
S ok a2y AN == Ag FAE S
7F 58] AgtEo] dohs 5SS 7AW, o] wiE
of AlA w9 dlolEl7t BS7HA et K3t
= A% At uFo] hop-to-hop WAooz %
2 3t HF FA A BSZHA =28HA gt

A ME L] A5 e w9 fARE b

olHE FHoz AHEsto] oLyx Yu|S o gt

I ARE FHAskshr] flste] ‘o]

fohs 549 1#d o, 2
2t

=) Q-] 7|Ho] AA YEL
oA BEAHo = AHE TRITH2H4] 5, 44
@ Foue 2Y HUsE 9YE, o e
Bl A & E 3(CH : Clus—

Fex
ter Header)”} BSE H&3tt) o] st S8 ~HH
71 A FEAS A wiAsH] Wil =
o] 1 9 BS toly #HHIANE TE&H 0]
], ek HobARl AHAAME Y AEHY 7|uke
2 gAgsto] AofH mekd 2 <2l

g
e 92 5 Ao FHL @

=

dA gk 2o me CHE 443t &
#H2=H 7} +A 5+ LEACH-CI[7, 8]7F 1tk LEACH
H-C= 4% F7|¥E=2 CHE wA|3ho]
o] Al oA £ME & 5 AUtk
&% d01 olck 12y LEACHS LEACH-CS] 7
a0 A3 ZrEFo] ofER 94T
ofol ARl FAA e oA A mE=E9| Ho]
7l = &5 AY CH 473 7% @& ddA g
Middle Attack, Delay Attack, Replay Attacks =
3 Ax/Hx ool Bed A4S & 5 e
EARE 7 AeHal

B =gol A olzld 2)ie] 3747k LEACH-
Cel et APYE o8 29y T2 % dlo]

B =43 e obe el Wl ARE W e

ke 7] FEE 44 A BSAAE A4 =

o WF oA AT ojue ARH ATEY
3]

AdE Qs WA A

Ee)
rot
Jo
2
of\
=
o
o

SeaEY e 898 JHe A4 B
MAE G AN wEES ge Foseeks

W% Lol zzte] SejsE

o= CH7} &
Aste] FelzE WHZYE bolHE 5338k BS
ojuy} 9] CHZE #d&shs g3 Fasith o]9f
22 Z2HEY /e AN k=EA Be o
He 7o tgdt v|ye] AFEHgoen A
RS 3HEA] ke g uH FHaHY 71

O
=

© %+ LEACH, LEACH- EEN, BCDCP, SEIC

ol Atk

o] 7|2 7]

N

o fA eI AT B3



BN MM HEITOA ¢

d
U

o
9

)

T

2

a

lo

fitl

e

e

o

40 H .
2
ko)

lu

e

)

40 #
2o
p-0)
(i

ol
-

=
S/ (O
P,l
fd
L~
o
rﬂm
o
)
off filo hn

>~
o o &

i)

o o |

[ A

My do °

x

—_>‘I—"4

2

2
o
of{
)

d

e

22

)

R

fU

U i

A

T
.
to
TR
5
&
=

jg
W
A
2

S o oo o X
ol
£
E ‘\Iu o I m
il ‘; fa
r, o
L =l
G z
i
N -
LT 2
e
N 2
)
o = W
i
i)
2
2 |o
SV T
£

i)
K3
Z =
>

<
Mo
2
N
N
ol
T
0 Moo > 2

ofs, (
o = %y

e
i
o
oo i
e
o
W
fo
e
rlo m
gl
M
2
o)
o

=2
X
=
)
)
2
o)
o)
S~
e
BN
oj
tlo
of
ot
oz o
M orr o

=
o My
ol
ol
~N
do
%

I R
>

5 1] SS F F  de duds &l
of 71E4d A& A% 4= 71e &8sk 7Y
of wiste] A7+ FasteH10]

(g 1) S22 28t 3F7] 227"l o

Jing Deng, Richard Han®} Shivakant Mishra
[11]0] elate] kel 2e2EY e we
2] 2 aF 7] #7IgeE BS7E AA mE9
#elg CH7F Fdst=s b 77he] o)z

Pulel dig &8 7190 2F 715 F8 T F

tNst ol x| EEXQ ZRAH e ME 7I1M 109

1 gt} (29
3 BSEZHH a84°
So} CHEHE 9 H|

NAE 2 AN wEsk A2 S g ® ol

UJ:.:,

1 fiiy T
2 Az Agn WAAE A9 e A
o AFY & it Wt xw stk o

1,}

< CH A4 718& &3t CH 938 s+ CH
[
N

7b olml AAEAGL THgsta vk 7= &
g , FAg

2 2EF 7o 2o’ Ve e =
a2 aF 7] #EE 9

g A7) wlg- F-Fshe, A= l Agel Agd
AR} AR Sz oo A F At
o] JRE o83 F UrhE HH

A gkt

Hﬂ r
2
i)
o
i

A BgE frEshE Al 2 7] e
71HE AMEET SlH s 1S Y ARl
FE = FHrEY Ao HekQ AV FAE
e, oke) Al FAR e 2 HekH 91§
=% 9 kel gloh wliel] Alx vES el
o] FY~Hy B9 e F4S WA e 4
ste] /ES E 9 7S H43 FY2H 7]
wke] Zh9-8) 7)ol AetE o, fEH o2 Kun-
Won Jange] A1¢+d LEAP/LEACH 7]%[1]< 4

of g3 Ao 3

Y dolgel Mz oz 89y ¥4 ¥ w4
& WAEe AL Bhez Fu . WA 47
o AN wEEe A WAH7] A BSomy
B i D@ @ QFe wa 2 A% A @

2l initial KeyE A 32=th
ZAzke] mEse (19 2)8 #Zo] BSeztH
A8 initial Key$ 2419 DS E3lo] =}



110 FE-Eot =&X H7& ®M2%=(2007.6)

219} Individual KeyE A4S = 9lon, o] 7= Ao diste] g FHeks FxE 7R A Q.
BS¢} == 3t dlelE] 7|44 % Node-to-Node W}E‘r*i 2 oA o]# s Bty EAAS ZE
ke FEd 7] &S AAdste AFSE T3] o] 3t 7)o ZREZY Hlulste] AN == F
71'He] A§- BEE 717} initial KeyZ2FH X5 st AaAE e Bdg Aokt
o, 7] 3ol AstaAE WEsA EA4s 22 CH
A wAX Y EAAS flEl] AR E = S E 3.1 Mo e
71 4A F o) mEEFe QFZY ] ofyH
H =Fo| A Aok e 2H g A= 7]
Qg & gk 59E R %, BSERE A £ el AR Send s
o] AAHQ wdo] FxE= (29 3)3
29 initial Key $lol CH 44o] #algl 6ol 1A= =44 7 U
HE ZHAY 9/8x st 29" 34& Al
5% F e gEo] v§ ogA "k a8y &2 B0l M £ 212t 20 4= CIE Random Yalueo] .
- - ZEE AREQHIARIE 22 HAE
= =58 9% injtial KeyE 7HABRE o] 7] )
ghol ot A FAANA =EE HY BE ==
_ - A == E0| AREQH AIAIN ZEHE Random Yaluet
o] FZA9 g md ®Enk ol Aol DSBS, BE HUAZ AREPHATIE D50 SE
715 ASA TRkl s E F s 71 A !
=) E3 = I = ®H AREQH 5t R & AREPHIEC! "RECISHIE"S
= A7) S1g FUhARl wide] aordh o ami{rle mmfj‘\lMHtwfimw ﬂroquEm DaﬂAa oy
o _ EENS O Saiaf BT HRE AL =SS 00 A2
u} o]_q‘ﬂ_ Eﬂo E17]— %!’,—Q_. E]Cﬂ 951‘:]' 6‘]—133]—}}_ H=E #HA = Eals| ¢ HE A4 A
oAl FAAZE o] HeolHE JAANHoZ A%
- - e o« HEE 4 WS AN SE2 D3 AEEE AHElH D2 A0S 72
d FATE FA AAHE & 4 A= “Reply = i a2t oot 22262 7
attack”S A= & = At ©@do] EAg I
BS=2 HFE "SECISHE'E $H, Y IRAE Mot
oSS roR0ISH|E S HISE Ul S0t 015 220 Y
Cluster head
O O 1. REVISHIE 5H &
O O 2 REASUE LA S
© 0 jex o
w0 O (g 3) Aot 7o MAAel 2H 7=
£y ‘ 7O~ O
o o/ 5 0 3.2 Mgy|He| Sty
O O L }
O \ @

7

3.2.1 J1HAKE
= AN =EEL A ol BSEREH AZ
t}2 BS-to-Node Pair-wise Key A, ¢+ MAC

& A7) A Key,, et we 7HIG o)

t

(2% 2) LEAPE AI3% LEACH Z7IH

3. Aot 2d 7] B Keyy, @S =9 BSThe] FHE dha

hom e i%f‘:] A etk B9k BSe AR

71Ee] Fel2EY 7 CH =2 A4 A 2 Hoz mneto] Ho] glov] FEI ArbeH %t

wEe A ouA g EeR T mE, Fa glvka 7}%46}111 B oEEelA AMgEE Vs
olefg it A= dwolHe f/Mx B A% 74 o] AW < 1>3 2t



24 MM WEYZOA ©

3.2.2 TEQIE W OIF 7t +8

WA BSE wAE AN ==E oidk A5
P flste] AFAFE AW AP A=
e nile] FES AREQ WAA6] EAA 1

R_Value' = Random_Value _Generator ()
BS—": AREQ' | R_Value' (i=0,--,n)

olwj BS&= WIAIA FA

s o] AZMYRE “FEJASTHE” AAHE $
3 AFEE = Time_stamp A7) wrdE T BSQ
AREQ HAIAIE $22] ¥h2 A4 =52 AREP

WA A E AAdste] gwetAl €k oluf Q1o
AA = AE ALY g dyA s 54
oA Zhell Wik MAC A4S $3te] il
AREQ #WAIA o E3H R_Value' 57 MAC Key
Zr Ky,l,,m aga == A7 4% 2R oY

Ak & One-way Hash¥+E
A Jf‘r’de—‘! groll ok MACS A3Ad st}

AA =2 A ZA4E R U g3 MAC
2 BSSH &fr¥l Pair-wise Key° K, 2 4%
AREP HIAA S A3 § BSE A$3ste]

M, = EK(K,,,", Power,| MAC,')
Node, — BS : AREP | M,

BSE n/ll wHEe] AREP vWlAI Ao t)d & ml
oJ(0<m<n) AREP HWAIAE 41 wro} ZQlgh
th & 7] gom ¥Est § dojxl MACHS A4
Aoz rfsta Q= dF 4

oS
R Keyy, ', RAE gE ARESke] MACS A

kNSt ollX| &

Mo
12
ro

SHAH o ME I 111

gsto] MM w==7b AEF MACH Hlalste]

A4e Az,

Time _request'

® - "®

AREF

Time _receive’
Time receive' —Time request’ = Time _response’

(22 4) oiAIX[of chet SEAIZE £F

AR o] g &R AIZE el Ao w 74
4 A7 g5 HATE (19 4)9F o] AREP
AA Bl A17EQ) Time_request ¥+ AREQ ™A A]
EA AT S Time_receive 9] AHE F-8le] -
GAIZE 3k Time_response S Al4FS ¥ 9 AREP
@l BaER 2ase A

=
>,
)
1o,
8.
rO
do |
—d

BSE n7ll¢] AREQ HIAIA] ¢l
AR HAE F 7]
oJW7] skl Time_stamps AFE3TEH WA F m
7He] AREP ®WIA A ¢} ololl 3t Time_response &
T ¥ AREP_Time_response 2] ~Eol| E3td &

7VE AL Time_response 35S 71HFO. R Time_
stamp A4S A3 g

fol
o,

Nimroon _Time = Min(AREP _ Time _ response),
Time _stamp= make _Time _ Stamp(Ninmom _Time),
Validity _ AREP _MSG = AREP _ Filter(AREF _Time _ response, Tine _Stamp);
v
—_ m AREQ n

o AREP m
o &0 7 O Response Time m

5
Validity authentication percentage @ —=175% 0 Validity AREF s
n

X

(=]

A

(3 5) Hetr|Hel REolEHIE

I

W AREP_Time_response B|22E2] A= Time

_response IS S ONA Time_stampS 233 o)



112 2 - 2ot =&X H7& ®M2%=(2007.6)

QT AREP Time_response 2] 2=Eo| A &l AREP
AR 2} A AFA 7F EH, o] 2l oke]H el ¥
A7} T2 w9 AREP WAIAE A%, 25 A
AHg 31 Replay WA ¢k 1194 02 A% Delay
WAAE FAE7) SlsiAolt) @, Delay 374

dost 7o r WA ol
A B 7|Holl A AQFE Time_stampE &
o] A% Delay AttackES Hujgh 3)3
Joz &al Itk BSE (28 59}
°] AREQ ™A Aol djgh

],

T &
I A ] v &S AL 4 wes

N

il

,
z
)
"o

g2
o &

¢

ol

ol
i
tlo
1
N

2 oy
r>is_
ey
2

N

©

lo

| n7l

fols
e
z
)
=,

fo oo 2 Joomy
)
=
Ho
ox, ol
o "o
Mo
C =
- ﬂ.qO
o
2,
>,
o
9
R
o
ot
T
AN g

[
SN
fo it

o
R\

ot

Average Power

cluster header

0 Power

© Auth-percentage

(a8 6) 2AH dH ME S=

Tl =
of #rtd Ha3d e FaIFHES VFE

Aoz QFAw AHHEste] CHE AEILh odE
So] (a8 f)dA wE A =2 YR e 7}
AFHES JHAER CHolA

3.2.5 CH 3% ¥ E24H 75

BSE CH 474 %, A4 ==59A CH 44
AHE odaslsle] BRI ~E st} o)y, BS
HoE Qs AA 7] KrE AT & MA
CHel digh vlo|H & ¢35 3}sle] HREN2E
o},

[

BS — : EK (KT, Nodegﬁ)

CHel Al ®vlelHE H&atA drh



113

714

K
<

1

HAH oo

mn

od
KM
O
__o“_

d|

ta o=

o
pal
od

.I

MM HIETolA ot

q

<l
o+

N

n3] wE9] AREP WAIR S HE

Els

A A e o)

“FA 71287

0. %

3

s

tol CH 44 712 A4

9|

=
=

]_

=

bsjo} Qlvkar 2] wiEe] uf 2k

gl

3t

S
ks

=3] A

fveel

qick. weA

Hdar

i3
=

AFHY

o olg]

N

2)

S
4

=

9,]

S UEYA 9 A, EU, F44

)
i

o
e

X
-

el

A

__E‘_}\
= T

Atbe orhet o

4

B
ol

o] ZHF oA gk

~

3|
<

0

od

el

ﬁo

i

2=

=
=

e N TR

_}
0

o0
|

Eld 4 1GB

RAMS®] dH== & oA CygWin‘dol =&

B

A=) (e}
e

ol
=

3

A

~

3|
r

TinyOS

Foack

S

L
T

Folom, ARg-qlof

PR

=

# TinyOS-1x

ol epe)

3|

A7kl Y EL Aol 7Y

NesCE A&

she

oA 7lEH e Ale

o

oy

TOSSIME, & o]

o))
B

)
o
i

el

Fol TinyVizE

5|

5|

Je"sh A

A A
hl

A
+

A71Rke] 7H MICA ==

T 25 50, 75, 100, 12570¢] AlA YEHA

50m x 50m

;S

ATmega 128L

NERRBRREN 2 ;BRI R 24 25 26

L

100m/s

KX
=

Delay Time

L RE]

ato] A

ON/OFF

& =% LEDE&

Z]
=1,

o] #&%¥ LEAP/LEACHS®} At

o, WIAIAl HE

S



114 FE - 2ot =&X H7& ®M2%=(2007.6)

AbE 7ol digk Ay 2 #4S AEYD 4 1GB
RAMY] "= § 37oA CygWin’ol <l

H TinyOS-1x& AHE-38I o, ARg-<lolE TinyOS
oA NEH e AFeE NesCE A8t L
g AkE 7ol gisk APE A EdolHEE
TOSSIM<, & o5& AdAAS &47] g4 GUI
2 £93}7] $18te] TinyVizE AHE3SIth

4.2 d8Z

}

I
=

4.2.1 8¥E THYEHQ FAIME{Q HIE HF

o0 100.0

life-Time —s— 28 oo
600 = .
— 80.0
- 700
ol 60.0
) 50.0
E

£ o 400
- 300
.. 200

100 S
| ot 10.0

_.//
5 00 %

Gand5 Sand6 4and7 3and8 2and9 1and 10

cumulation and conservation

(28 8) “FEyelet RAIE Ol Chet 8]m
a3bHe) 2ge SAs A FH ges)
FAGES W &S oz g % Agste] ww
steleh. “FAgESh fAgE s ge How
aAegon, 49 Ak (29 9% 2th o] 4
Fol A wadge] B ghe MESA] YEAT
o fEAFHE A5 A e £ dE oRE
2 A4 1% AAsE TAdUt 4255 o
A7b Foheha, vES ] AR Hhshs
Ae & % ek 7 o1 H FHE “3 and 8
of wr, o] A4 ghe At 7lwel Aol

=
=
'
-+
fu
>
op
o)
2o

4.2.2 £EZ19| QIEEA Al L= X|HA|ZH

LEAP/LEACHS} A9k el 4] ei269 2
#9490 A FPeR saE He %A

A
ol
gk QAT vlastl o, (19 9)¢} 2tk ©
AIA] gl digk AAAES Alelatglon 1F

4] Al A = Rle] /s S <l
9l Aoz g AAAE vhehd slelth
160
—— Proposed !
140 1 = LEAP/LEACH
120
2w
= —
Ew _ :
> L
] s
a P
@ — -
n —
i
B 0 5 100 125
Number of Node
(2% 9) L= B7to| e 9IS X|eiAlZh Bl

4.2.3 SE0MO| MY Al
(79 10)& 100719 ==& 7t

B eege] ARG A¥s azE yed
o]t}

o
il

sl Y

—+— LEACH-C
710 (- —=—Proposed

—4— LEAP/LEACH| ™
180 "/‘ o //
e
/A’ /,//
-
120 / L
/ = /
- 7
/ //
o
SD R

e

LA~

0 40 80 120 160 200 240 2AD 320 30 400 40 480 520 S0 60D 64D RO

Energy

Time(s)

(2] 10) LEojAMel M3 Amak U

LEAP/LEACH®] 4% 242 /=28t #¢] 5 ]l
Ao Qs FHA Q) HAAE Aol o
R iRt i A9 AL o 5 Ak wk,



A MM HEFOIM etdsta ofx] ZEHl Zi2H oiF M& 7Y 116

Alke 712 %7] 40% 3ol A= LEAP/LEA A4S e A mRE UHd dew 37
CHe} AgALE7 §A8 AX"E Hely, A 1 o] el wlg} “Routing related”, “Data forwar—-
Zpol7t FEEAE AL & F 9o 7Ee] V) ding related”, “Physical related”® i & 9o
oA oF 15~17%2] AH2HAAE B 5 Q% m, LEACH-C, LEAP/LEACH, Al<t7I¥el oieh
o} LEACH-CHT @2 o] d=s AH|sHARE, HetEd tfgolig e Aotk
HE BARES AT A4S 134 8 s
Hlgle] F714Q AHLRE 7hA 1) (E 2) HotzZo| th3t S of& dH|m
LEACH | LEAP/

4.2.4 Sybil attackAl 30| = =9 Attack Types "¢ | LEacH | Proposed

HOFEo] gl LEACH-C9} Al el st Hello attack | x © ©
o WA FAL S, HARE RAm AR o Bogus

> = _ . outing .
Lro HoAGy) HoIREo] EXT AL oE o related routing A o} O
info, attack
vhup WAE = de=Xd i APAdE (19
11)1}_ 7]::]_0] JEHEE L]—E}-LH?}E]— Sybil attack X @] @)
Message o o A

. delay attack
o 8 ‘IE} Data Message
3 b forwarding | alteration X O O
z jz ] " related attack
% ® e = Message
E TE = replay attack * © ©
£ o
Z i = Physical Byzantine o o "

Z e [ G related attack

0 1 g 3 4 g & 7 8 ] 10
Number of Attacker Node

(a8 1) 2et3Zo| 2s RctEl =9 5 4.3 HOHEA

AAAR] 1S H dw st BEC] EASHA ¥ o] FiEoAE AFE 7ol thEk hekdk Bek
LEACH-C®] A% ZZAA7} <=d] uldsle] 2ot S TestEE etk b/EEE daEsd
rro] 7 JElEsHes ZUkelE AL B 4 2L 7180 Hel 2458 AA EA4)35H= SPINS,
olth, vk Aokr|He] AL wro] ol=S wgE) TinySec[28] #F0l AFetes AAste] 7]E<]
I glemg AR FAANES} Az Buys Bt ZREZIS] 84S s Soirh diE
A% & & Slth g e 3% mwe] wEE Aoz RCS gash darelwat CBC-Mode® 4
o] BSZ HE AdHi g RS B 5 =, A= MACe] 23lelth
ol FAAIL A%dte tiel ¥4 vAAR 9
@ =g AR} T8 2o F58a ek 4.3.1 HlolEj2l 7|2d

E o=l Alekd v1He g 71‘?:1*3
RC5 953t dugEs

4.2.5 MM HEQF9| 2T [h5 i = o) .
<E 2 A UEYIINHY tEHel Kot AEs = dolge] 7Ed s T3 7}32‘ F At



116 T2 - 2ot =&X H7& M2%=(2007.6)

4.3.2 =9 A @I

ol

7} =29} BSE Aozt 5SS 93] MACS
A&t} olw) MACS BS-to-Node7te] MACA
48 7] gkl Auth Valueztd} %7] BS¢] AREQ

A
Al Ao ¥38FE Random_valuegtd L=z <] Ak
A4S AW ¥ Hash 34 F shl MD5 ¢
g5S ot AdET ol Auth Value® BS-
to-Node7tell APl Ffratal lom, o gt 9
>

W2 A4 =294 g

4.3.3 HO|E{e| 2&EA

RC5 &312]5%S CBC-Mode® AHg-3ho] WA
MACS 2 FZ4S nAsgr) oW CBC-MACS
QoA ATl AHEHE MACHE thE o]
ojth. Hlole FAA ek wAIA] JIF(MAC)S
ojw] gttt CBC-Mode®] 49 &AAE dtolF 3

_C'>_
FololHE #3387 vl$ oyt

= 54< 7K
ok webA] FAAE volE 9k % W TA Al
ol#1¥ CBC-MACe] 575 efsjoprt gk

st AT WARAZE dAHAS 2SR,
1 RJAFHAAE FEE A7, o] e 7]EY

s
1y
=2
>
o
f
2
N
g
o =
r_—):“
2
=
(m
s
1
2

A HE

A& Aolth ey A dER A B9
A vES A G ol 7 Mrt AR
of Fi& f% aglFol wste] F7HARl A
7 dad Ao oddnt

5.8 &
B omERdAE A4 vEgad el Felsy
9 9 259 71HS) LEACHSIA ®ebsel Ao

A& 7§43 LEAP/LEACHe] tiste] 7hets] 7]
“8hlal, 71E9 Bet Fe2EF 7IHelA CH
A B S AEE AP BARES 53 AT
9Bl dal Ao QlE wEEo] B e
Aes Angths ZAHE AASATh AA Ul
Ef A mHdA oUAE 7 ol ARde §
B2 vE dlo]E o] F/al Fdeleta & 9l
7] W&ol Node-to-Nodezte] 1:1 055 o2

3l 71 71Ee AA UEYICAM HEE&H

?l &5 7 gldvtar & 5= givh weEbq 2

N

A 9 CH AA7]F ea =

¢t A9 FEolFgol e FFgks A 2
FEATH &S F538o] Algstoan Fads
g 2402 3t AYARE Hid AIEES
stk A EYAS Fa Add Ax v]E9
S 7HoA 5 rugy A 4
ANTEAE dldstlon 7]Ee Bl F32HY
71¥-& LEAP/LEACH®] H3] w==¢ A&

5
& 29 & gtk w3 712 2§ 7 7Y

2 HET 5 olo) N e sage
o}

Foed

[1] Kun-Won Jang, Woo-sik Jung, Dong-kyu



20 MA UEZoA

Shin, and Moon-Seog Jun, “Design of Se-
cure Clustering Routing Protocol using SNEP
and pTESLA on Sensor Network Commu-
nication”, IJCSNS International Journal of
Computer Science and Network Security,
Vol. 6 No. 1B, January 2006.

[2] L. Krishnamachari, D. Estrin, and S. Wicker,
“The Impact of Data Aggregation in Wire-
less Sensor Networks”, Distrituted Compu-
ting System Workshops, 200. Proc.

[3] S. Lindsey, C. S. Raghavendra, and K. Siva-
lingam, “Data Gathering in Sensor Networks
using the Energy * Delay Metric”, Proc. of
IPDPS Workshop on Issues in Wireless Net-
works and Mobile Computing, pp. 2001-
2008, April 2001.

[4] H. O. Tan and I. Korperglu, “Power Effcient
Data Gathering and Aggregation in Wire—
less Sensor Networks”, ACM SIGMOD, Vol.
32, Issue 4, pp. 66-71, 2003.

[5] K. Dasgupta, K. Kalpakis, and P. Namjoshi,
“An Effcient Clustering—based Heuristic for
Data Gathering and Aggregation in Sensor
Networks”, Wireless Communication and
Networking, pp. 1948-1953, Mar. 2003.

[6] W. Heinzelman, A. Chandrkasan, and H.
Balakrishnan, “Energy-Effcient routing pro—
tocols for wireless microsensor networks”,
in Proc. 22rd Hawaii Int. Conf. System
Sciences (HICSS), Maui, HI, Jan. 2000.

[7] W. Heinzelman, “Aoolication-specific pro-
tocol architrctures for wireless networks”,
Ph.D. dissertstion, Mass Inst. Technol., Cam~—
bridge, 2000.

[8] W. R. Heinzelman, A. Chandarkasan, and H.
Balakrishnan, “An Application—specific Pro-
tocol architrctures for Wireless Microsensor

Networks”, in IEEE Transactons on Wire-

Hstd olix E2Hel ZE2H oH M& 7Y 117

less Commnication, October 2002.

[9] Kui Ren, Wenjing Lou, Moran, P. J. “A Pro-
active Data Security Framework for Mis—
sion—Critical Sensor Networks”, Department
of ECE, Worcester Polytechnic Institute,
Worcester MA 01609.

[10] D. W. Carman, P. S. Kruus, and B. J. Matt
“Constraints and approaches for distributed
sensor network security”’, Technical report,
NAI Labs, 2000.

[11] J. Deng, R. Han, and S. Mishra, “Security
Support for In-Network Processing in Wire—
less Sensor Networks”, Proc. of the 1st ACM
Workshop on the Security of Ad Hoc and
Sensor Networks(SASN), 2003.

[12] Sencun Zhu, Sanjeev Setia, and Sushil Jajo—
dia, “LEAP : Efficient Security Mechanisms
for Large—Scale Distributed Sensor Net-
works”, Proc. of the 10th ACM Conference
on Computer and Communication Security
(CCS), 2003.

[13] O. Goldreich, S. Goldwasser, and S. Micali,
How to Construct Random Functions. Jour—
nal of the ACM, Vol. 33, No. 4, pp. 210-217,
1986.

[14] &34, 3, “98 FHEAE o] &3 A o
EQA 7)Y 7|W”, AXR - Hek=ExX] A64,
A|23, 2006.

[15] http://www.distributed.net/rc5/.

S
A

i
.
A0

El

199813 wlj A of
g

2000% wl A4

=
T < S <

2006 %
7

2006 ~ A AEoietal AFHARSGE Ay



118 FE - Hot =&X H7& M2%=(2007.6)

20051

2007

0=gs
spq e e e
(Z8HA))
#g v s
7376 95 aH (3 841 A])

5 &yl

1968\ ¢laho st i 2}3 8t}
(A

1975 AAhetaL A 2o} 3}
(824}

1984 73| vhstal A x}g-ak
(F38FEkA})

et HFHAZEY oSy} W



