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DEVS Simulation of Spam Voice Signal Detection in VolP Service

Ji-Yeon Kim * Hyung-Jong Kim * Young-Duk Cho -

As the VoIP service quality is getting better and many shortcomings are being overcome, users are getting
interested in this service. Also, there are several additional features that provide a convenience to users such as
presence service, instant messaging service and so on. But, as there are always two sides of coin, some security
issues have users hesitate to make use of it. This paper deals with one of the issues, the VoIP spam problem. We
took into account the signal pattern of voice message in spam call and we have constructed voice signal models
of normal call, normal call with noise and spam call. Each voice signal case is inserted into our spam decision
algorithm which detects the spam calls based on the amount of information in the call signal. We made use of the
DEVS-Java™
voice spam call signal and testing of the method using modeling and simulation methodology.

for our modeling and simulation. The contribution of this work is in suggestion of a way to detect

Key wonds : VoIP spam, Greylist, Discrete event simulation, DEVS formalism

2 o
VoIP Aol o] AT b EAEo] sl ol i L8450 Ble] Se0b SIEk VolP elARE
oA AElA 5 G8AEO] HO)S SlFt ABIAS ATSIE AT HIS W MG EA ABAS] olaeh AHlA A
ZABH TS Q). B =BL olo} 260 2] £ shfol VolP A% BAIS Theiat gk Au BojHe] 4 vlAlA
ALE RS Tsio] AP Zak Noise7h Rl A4 2 A% F o 4] 714 84 BEE AL 8ol MXsks 24
A B 7 2 WA QueEe) Age uyrk 2 mee) ude 9 ABol4S DEVS-lva™ S o] 5tk
B ATE AW 2 24 ATE Y] S PHS NS o}F mu o ARl WHES B8 AZHs Aol 7]o]
A2 B 4 gk
7800 : VolP A%, J#o]2 A=, olibid AlEol4, DEVS A8

1. M B (Voice Conversation)& =288k AL wskch VolP
7lad 34 Al ARSEE PSTNYE IPFOE tiA|
VolIP(Voice over Internet Protocol)+= IP(Internet Pro- 317] 9§ 7leRA 1Pl 2 f5 AYE B85

Aol M U g8 HBANAE A F oA
A HRSHHA, 71 PSTN B2 53

o 4 diet

Aol AH|AE ABEE ASASlA Bolket A
A 0 we oEAR Jugsigch e A2 1P
90| tiet A Belrt ojRolA 2t 71ge

F}E

:'LT\:_ ZOEE* ul Z-IEEAIO:};};S%; _]_04
ITALX %gﬂaﬂﬂﬂgyﬂm-,g}ot]_,] olglo 2
-/;sgzs} %-2[2006-S-043-02, VoIPA R &7} 4]

Hwan-Kuk Kim * Yoo-Jae Won + Myuhng-Joo Kim

B

= oz oo N

2007 99 10 A<=, 20074 99 204 A
D A g oA el A EE s

PES AR ENEY

e R

AR AEE

E-mail; hkim@swu.ac.kr

o Il H(100Mbps H)°] Hi =HA, [P 8& AH§
3t 5744 SAloll tig ol zHT ik ABul E ¥
A RIA ARIAES [P7]RE R3]S ATH o =)
st glom o= ol 1000789 F3kE A

M6 R3S 20074 9%



= e 2E77F == AR Qlek ol A
& AR }—«l 3= VoIP 7]9ke] A5} Au|A7} 2=
]'7—:]1 A s B3E HIET 2 Bt Afujavt
Al dial] 719 2 7PN migE LrletA
IEQ‘_ Zoltk. 12t VoIP o] thix ] 491 i ]
E Jﬂ(TCP/IP 718k YD E Ff AulA7t AlgEct
& P} 7|2 og Yisla Qe 2ok B4l 2
OIQP dE 28 FAE AR 20053 % VOIPSA
(Voice Over IP Security Association)o]4] 2715 93
E3(Threat Taxonomy)ofjA= VoIP A& 3}A] o
+= $HA Zel=(Unwanted Lawful Contents)& 253}
Tk VoIP A& 7]E9] o|v Yot FhE, A3} 7|9k
o] FAl Aluj2of Hlsto] EXM o Edela ojEkdd A
o= dqlitElo] 1 Hzde] v 231, o] WjEe| #A)
22k & ANEANA| Qlot Aol b F EAI7F = 9l
= Ol AB|A= VoIPof|A| A} Sl=HE7F Artar &
ok A9 odS vd AR Il e ¥R e
Y AR Q1T EHGlE Uﬂc" 1 A A 59 A
HERlE 7L, AlAE 52 YEYa A
e 229 H27 B gle EYPoR Ig o=
of oo} A=t Y Ao R QI AU Ao HR
g A g 7hA_
o2t Adliu|lof i3t wjElE HAslElr] ¢35 HE
2 7I%oll= Yol Z3kE dol9] FAXE o]83t o]
Aok WE, B2 29X o) AAHE AEap) 9
&} SPF(Send Policy Framework), RBL(Real Block List),
Hde] E4 AEE 7Ne g HAAY 71 ARgSt
TARE sloig 7|5 AR BE8E F4 ol &
oM sk =mll 7] 719, AbsshE wY S04 AR
o] BEE ol 2WISAE ERote 1dolgAE §
o] ARRET Q1 o5 714 Fof wlolAQt FElRE A
o3t ZE 7|HELS VoIP A¥ HEgox Ago] 715
T Aoz Foh ot VolPs ARMARRF ZEA] Auj7t
SIPo|| oJ3f F2lo|ng oY o} Tefo|ZAEXY QA
7S 53 A FEHHYL 7|dE = glck o 2 =
oA e ZolBlAE = olm|Ye] AAH YAHoR
7RE So|ELES] Fdo] opel, SjERAERIR
EHRAEQIR] ofF] tio] B[R] ¢hi= VoIP Fof thgh
B AER Aosr|R ik
2 =22 ol 270E 29 de" 7[HE F 2do]
Bl 7]5t slo] VolP A% 2& Bk YelZ
& ARKHEL ol DEVS HAES Hgelo] mAg 74
gick 1903 2o) 4400l wek A 9} g4 mEe A

rlr

stzAlZ0 4815 =2

ASt o} AR LuF Ae5te] Ageo)dg
FYFoRM Huo| B S AR Ak

29 THE 2o B A7) vie] B A
U ey 7PE3 DEVS FARS st 34l
Volp 29 ®7) mYTE B3 A% 29X ¢
ANEEL 434 2 248 Aol AskE B
Foru RUe AFAL SN 2L U TF A7
22 ANFES Bk

E]

X

N
ry

2 i

2.1 DEVS g4Al
DEVSPl= Al=7
gdsl7] gt 4t
Moz HYd 34
7&% 7oz sl
o]

11 253} H ot AR Al2EE
THECZA Z3hol2E 7IHhe g A4
Eolrk DEVSOM e A" A
A, o, 29, e e TER
HHHY, TS A dEiek dE8E AR dho o

JHiet &9 AAsH Hrk DEVS gAl2eA A
1S 7]&3h7] Q3 & /1A Bdl 8%, 7] E(basic) &
A3l (coupled) o] Ut} 7)1 nal(M)& A|AH]
o E2kbehavior)©) Tl Bl AlAEe] T Q4TS
£33} gk Aol AY ZADN)E A2”e] 7
7ho] A&E2R8 8 olu|sls X (structure) & B
As}7] 9Ig Aolck. Thee o] T melo] 4 asolck
NERAM = <X, S, Y, G, Jext » A, ta >0]1] O]
o X, S, Y& 7zt oF OIBﬂ e, &9 oMlESY Y
I, it , Gewiz 2120 LIS- Abel] wio], o AFej) ®o]
Fpolm Ao tas &Y ‘34 AZE 74 FrolTt. Aj
@ DN = <D, {Mg}, {Ii}, {Z}, select> o[, o] ©j D=
T4 847t s 5dE0) o)F A%he, M & 74 as
7b B A 29, L & 29 D) 9% = oE 2
9 AL u|stiL Z;; = 1Y T4 2 j2o] |F
g ujsig

[> nlo
gm

Ik

e ox o fo pg
ﬁ” (e
>~

22 AW MY ZEH Jla
71gd Aol A8 e 7He A Wido

8317 iRt tHEAR] 7Ie2A Y AW Sl &
SHL ol9] Ay} vjY SefoldEe] =2 uf ARG

A7k ARG 7 AL Bl F7482) edol s
sp ek

2.2.1 Hjo|x|¢t TEFY
ZH= YS! wo]x|2k(Bayesian) TEF-E th7



VolP AT 2 EX|Z 95t 24M150) DEVS 2 ¥ AE0IM |

of ZRlAQ) AAOR Qs WG S AAY BES
sfutel gEse] AAsh Folch A Tesk
]|t Wl 7] dolck

P(FIE)P(E) |
Y P(FIE,)P(E,) W

P(EjIF)z

o]t Hejy 7]&L ofmd Wgo 574 Hol ¥
Aol Hg3te] 71 AW ol BT B¢ 0
& vtdste] A% 27 choj el & AiEE e
ojgA wrEolRl A HRg 7IECeR A vds TE
etk wolAet e o] e g LAt
5h mdo]| 7|RE firhs 2ol o] 22 fejRte] Y
I APA wEe wiAste) S e E )
Hog A WElS dulo|EFro =M Ao Aol F
gl Aol digt W digo] kst o014 Hjol)
o Hejo] ojudof et 2 E|FLRAE 13}
T2 B3]l Belgo Ay Ae] o] HoluA|
g A Fo| WS o SRS Y| W7KRlE FAA
o] oo} Mkt Felxo] Ygg & & g, 84
& EE 9918 A3 hro] EY ke Aol AA
2 Y 71E38e 3ol olgEe] J2EE VoIP ~
B Fof i3t e er AMgElole FAEsit,

2.2.2 SPF(Sender Policy Framework)

SPFi= o]u]al $A1xte] W AH| Eu|olat [P g
oy AlA B4 =Rl Wde B IPoARt AEE e
2 o Aojch ARgA7} ol 45 AFH(Spoo-
fingysto] 2 WS WU B¢ IAE Bk 24
o2 A8 & S ek $ARRE AP SPE ES] v
2z} IPF4E DNS AlH{ol| 43tof SPF &0 555
4 AL 3t AIRNE DNS Aol $41Ake] P
£ AMgete] dojE HY T 541 IP7} SPF 3o Ghe=
oAl BHQIhE SAlAke] H|Ugte] HuEri o
2 12 SPF2) 4417 B $4A7} 742t 45t TS
UbEhd Zolch

SPFE VoIP A3 zjtho]l 24317] §a|A= VolP&
oJ5t W] SPF Ajui7} Wasith WAlZ SIP ZEA] A
B 0 AZEASAS] P 40t AT 1P Fbo] A2

o] 9l mojol HRE SPF Aujol ATa}i, 41
SIP Z24] Auo] M= SPF Aujo] A& Eale ag
IP % ID Zxof gk —0%0% g gelste 5EE o
A FE AL VoIP & AHsit)

SR HYAY

S HY A

HYUE BasHE Al HuE
SPF 84 O 2 DNS b0l s&

Ex)ampe c1g, N ThT “v=sp¥ 2 mx -all”

HREHE A

aw)

3% 1. SPFY 3 373

2.2.3 RBL(Real Time Block List)

RBL AlAELS 2t Al H IPARE AX7I02
z3l0] g IPollA] & dUE AR H| U] %
Zelz] obd g Ak 4+ Ttk RBLS 28519
28& Be| s Aol RBL IP ARE AlFdire
A7t ZAfsfof et ol2jgt Ar} 9EL diFe Al
gof] DNS £<i(lookup) &efjo] a4E F3 3 IP7}
BB Eo] 9l PR oRdAE Hetd = lrk
A9t WY AHollA] RBL 2498 517 =3 DNS 25
HeskA & 4= ghof gl=dl, RBL £99] Aol tii-
Hol 2o} failure2 Bk o] AAHARQ] Zfolnz
DNS Auje]] =gt $615 dov|A Hrk of w2 ¢
HE o 2= DNS A& ARgsHA] o Afud Ak
H4o2 RBL DNS gl2& HE2 oY Ao 423
A ARgRIcE ARHol DNS Awiol A%E]o} Sl SPF 3
4]9] dlojel= DNS HoE Fal FAlSo)A 237} 7P
B3, ol 2E A FAH PR Bjlef H
il 3H% oju| U2 AMgAeA HgHT.

L2 7jgaog o 7&% g0l Bg VoIP Al

l/\°ﬂ Zg3h= dof] o2 A% RBLE 245171

A3t Y dlo[HE Ydhs w0 oY R Tt Eita
2 % 9lck VoIPg RBLE 45k dlo]l 9lojA] olv
U3t FUsE Y diofE Qe AR AREARS Alazefoh
VoIP 288 A8 ARgARE AH4le) vl &3]
A~ER g WS 55T Bt ope), 74 4l A
=g 5ote] 415 ZEA AuE HulA dok a4 Z
22 A= 7 AE B3le] Hedt RS B
E IP F4F FUH7HKISA)o) Ted] At sfE
F= A, AAle] ol Ak FADEANS Heto u
S22 RBL(0]2& Local RBLOHIL H-5)& F/dst

mlo uN'

M6 X3S 20074 9™



oy
Rl
re
oM
og
o
L
1082
i
oM
floi
H

01 2|04 A48 = 9l o o] Local RBL-E £7]4

o2 ZoF T 7]7Lo] M43to] Global RBL-S AAJ3H=
glof] Azt 2 Qlrk o] HHHL AFgER= Ao] 2o
A& RBL Z¢of oh& a843 Ao QL ojH|d &
H& RBLOJA UEHE= DNS AfH] ZF34o] 224 A
vl Sl AHele vebd 4 gloug o5 digt

WEERS ABlel AU Aeshs Ro) F ol

2.2.4 13 0]2]AE)(Greylisting)

TFo|H AE(Greylist) 7|\ 7]E9] EAAE &

& OB AE 7iYo] ZHe ol BHAS] £FE At

T ZFESHE o 2241, 44l AR J_}g;z S Aiap
A5 £79 e 7lgolth diFEY AW oY W
AE0] “fire and forget"H = i%,‘% HUYE EA &
ojd mjd-Z WkE of T &g oY) TR A
o A" AL oo disl “UA|H A (Temporary
failure) 2 & B, AWERl= A dgAH
ol AHSIE WD) 7% Bgsiel U AL ¥ o
A HfjEAL /\J““ﬂ"‘—J A$E E7)51A drt olzfgh
THjelPAE b s AdolY HEET YR
o v $AE 7~P§:}?5L “““} otz ¢ vlolg2of 2
o Al 2mole B BTl Ao el 9)
ok ES URo] PFAel ol 2 2410 ol
] o= XVJ@PI Uﬂ:‘i— | Al M) RS Hast &
$E 2aoRiE 2d= Beo) vl

A SeI. Gol 4l Al B2 12 2 210 3
kil Ak TIolelAE: HY W Al Al ol
Ao Qls) 7o) S oA Aol e

He 43 o AW Ag A4S B

2.2.5 TH¢] 7)(Domain Key)

$A12} A A2 (Sender Signing Policy)o|g}i1® 3}
£ =rQl 7] 71 WY ek ARl B AR
U] “FARYR, “PARPE?, YA “Am?
“Ugoll thall MARAEE 3fstol AHE siAl gzl
A A 3ol 8o EUjaL, oY 417= DNS2H
B 2 715 B-8sto] A ajA] ghE B3 sl

Hgs A3 I8 2+ ofgt =rQl 719 ujd AY
HAE Hof 32 gtk =uQl 718 AR olYdse
A o] zh= ZUof et ESHEAE A9 93
sl & S0l & 4= AL Y A Al vt
i8S et vl A A vt} B53E B AT
__g%] Z&% _Q_H-lsﬂl:a 1:}2—1__; x];a 3 011;].

StRAIE 0 dsE] =24

S e Ny

SEUA U M

3| WA EIUI/BHN) M8y I
ONSO 31 271 i

41931 E 0128 Mol
U0 sl MY &8
KA H & &2

I3 2. =0 7] 71 ol A "3

=3l 715 AMEBh= VoIP AH|A9] 79, A o]
AL gt ERAAE A2 ZMOH%PL ol A=

S A Q) 7ol A|gt A4 WAIREe] o= wjw A
gFerths Moy BIE & ARz HA] B33}

Aol dasirhs Hoz Qlgt eng=rt AA
2202 tiFHrh 53] ARdo] VoIP 144 ¥
7|7} B5 DNSO|| 5-E&o] ¥gEojof 311, VoIP7}
g0l ofd 7|9 {RA kel A%E 4 ot
oAl =dQl 7] 719 H8aled dAZe EAE
Zojo} & Hojck.

of 4>

p

i
—r‘

o

b

UN -Il'n

mo ffr L XX 2 e o ioi
)
_2

3. VolP & AW Eix| oY
3.1 VolP 8 AW EIX| A&

I o] AE] 7]¥let VoIP & AW BA]: A8 &
e e F e FAH EAof oJa) o] FofFct
Z 389 9 £4E M oA 4B HaEs) &
o] Hasta, A thEEe] VoIlP FolAE ITU
G.7292 T8-S A3 QY G729a SQAISE
=9 ot} 3o o5t 24 Analysis by Synthesis)
L 0|83t MFPgE yp oz BIJlsle I o R A,
2=39] Aol 10ms, 242 8KbpsE &3, o]
of B =22 G.7292E 7Hlo g F 529 g S B4
TOEN VoIP & AWE HA|eh= ¥t
2} gtk

HA 24 ] S s o] 1] 24 YA
Z]2] gDyl 715t 51 Bto] UARRN Mean_Threshold)
ololH ofuj = AR (meaningful message) &
T2t AR uintelH ou) gl

skl

| A] Z)(meaningless



VolP AB 2 XIS YEt SAAE0| DEVS DU o NS0l |
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meaningful message 7% TR B 4 9t

t,
if(%/ q(t}dt < Mean__Threshold)

ty
Then No-Meaning during that time period(t,~t,)
Else There is meaning in the traffic during that time

period(ty~t,)

g(t) : Quantity of Message in a given time slot
Mean__Threshold :

Threshold for determining whether meaningful or
meaningless
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Proxy |.. [ > Proxy
Server Server
in L out
out v in
Caller Callee
out] >

29 4. VolP B A% wx Algdol4

Greylist out
Management _—\_, Callee
Algorithm in| Processor
g out I

1% 5. Callee 29

¥ 1. Greylist Management Algorithm 24 oAz =

External Transition
if receive the message on port 'in_val'
if (¢,~t,, ,)average of g{t) < Mean Threshold
non-Spam Call
else

Spam Call

if receive the message on port 'in'
if message is not "Bye"
Hold-in 'busy'
else
Hold-in 'bye'
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Internal Transition
if phase is 'busy'
it buffer is not empty
Keep the state

else
Hold-in 'passive’

Output
if phase is 'bye’
if result is Spam call
send message "SPAM"
on port 'out_value'
else
send message "NON-SPAM"
on port ‘out_value'
send message "Bye" on port 'out'

else
send the message on port 'out' and out_value
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