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A study on Seamless Security Connection of Web
Services for Mobile Environment

Yong-Tae Kim** - Yoon-Su Jeong*** - Gil-Cheol Park™*

ABSTRACT

Other server based-application and the need of more complex interaction is required with functional
strengthening and variational uses of mobile device. And mobile environments make a problem of
continuous of web-service by making a problem of instance cutting between web-server and mobile
device which acts as a client because of mobility. Therefore, this paper embodies a framework which
keeps security and connectivity between HTTP based web-service and mobile device, and is for
connection to web-service of mobile device which uses WAP in a standard protocol based mobile
environment of mobile web-service for continuous web-service. This paper is analyzed in the same
standard condition to compared functional delay which is based on HTTP and WAP access, and data
transmission volume. Also it investigates improvement of execution overhead which is brought by
interaction process.

Key words : Web Service, Mobile Device, Web Service Security, SSL(Secure Socket Layer)

B oATE A4 AQYAAE A5 AEPE nAFS ATAE Afow FAANS
shoista We v To) oy
WAAA, FHU S AAA LG



42 HE - H2ob =EX| H8H M3%(2008.9)

1.MN 2

AA Y XML 71ube] Zeslg)=el 5 An) 2
HEe g0 ola] e Popolx HEHUA
e o] e O EEE F/PAATHLL B vh
9 Aulze) B9 WA Gy o, HIHA
M Az Felel §) Aus ggol b
AWA A B ) A2 obzlEA o)A ot
o Fede 24 o gxdn ok

o,

rulm r°1‘

53] 99 F2AQ 545 42 Folydl oI5
o 9 ohFelAoldel te WY Ak F7h7]
ore wedt Fa4 ol el

5o, ] AMu]zo] Bl
o & zt=rH2]

A ) AHl= B2 {4 B [Js o
e, SSL(Secure Socket Layer) 7]WFe] S1EUl
A Bot M Mg, Hots xeke S-HTTP
(Secure-HTTP) 12|11 Xz
S/MIME(Secure*MIME) ZZES Zo] EA5A
gl wulel g7Ae EAS

S pEa Ayl Ad EH BE 27
e #Alol WA D ek
wute) e ol BAol oJstel 9 Aust Feh

L s AL A 159 ZAE o]t

YRR B =S mukd #4S v A4
4 Rl HAdS FA8H AEAA Y AR~
£ fste] ®utd A A 29 7 59 TR
9] o]Fol A WAEE EA =3 GAdS A%
oh 3 ofu sk vhd 3o QT Ho gH
Z Yato] d4 A #Elel 93 merdS 4
A7l XML/SOAP WAl =] A2 71dte] A Al
A BEE 9% Zgdgas AAg

o] =9 AL o 2k Al 23S #™
Aol tlste] 71eeta, A 3L B =R A
oreh Fobd wubd ) AW ZH Ao g

oA AAE YEhaL, A 482 At Al=H

o] 7/ 7% BAE A& T2 A SR
Aee Uen vde A el vl 7%
.

2. & ¢y

2.1 8 MHlAg| Hojot 53

9 Azt FebolEst Au olHA ]
o Aulz FEASE AulAE PR, Feolgl
E7b el A28 A AEAe B4 ZRE
2g Agad 9 Aus 4 FE4 A4 A9

JEE A
WA 3 oelol st OJMI oM S 98

AHE ARE WAslE Q7 WAAS AEert
AWM E HAE e golAs st S5 WAl
A2 g3 3]

(Simple Object Access Protocol), WSDL(Web
Service Description Language), UDDI(Universal
Discovery Description and Integration)®} 22 7|
EEo] AHgHTh WSDLS XMLe| 543 ge=
A A2~ B H o 2~E Y&k, eu e, ]
oY ¥4, nild A4 endpoints & URLS 7

3l ) AHlae AHls Faake] o8] 3R
o Auj2~ a3 Al o] $1x]¥ UDDelH, t]
A RdS AREsH, § Ayl FFA ] tg
ARG xgsith 13 EH9 WSDL 3Hd& &
hol] 98 Mu]xo] QEFHo| A V|EsE HE
& Z3dd

4 Au = %idit SOAP ZZEZS =3

RS [¢]

REEZS T3 AdFHa, aga SHodE
& ojEeAlolAd Abelell 94 ZEANO &
Z=(RPCs) TS T334l



EEDE

2.2 BHIY ClHO|A &2
wikel duel 2t grsow ve Ay Y,
Ao wme), AR QAEsel s A, 12w A
A8 Yl E L ALgamE trjolze] of Tl
Ae g3 AlsAe Atk et el
oAl Wk 6 B NAES Aol F
S AN rkel tute] 2 o} Fel Aol

o >
o
N
p

us Bgslisc g o tjdlo] A9k of &
AH 718k o FAlo] A Aol o] H3E Falol o
g o B2 Favt wAd) ojefg Age 53¢
3l machine-to-machine & 282 =nld o] =
gAllA T 275 o= 5]

Hutd et ol e A= A X" U EYA(Wi-
reless Portal Network). &74% F4 Qe Ul(Wire-
less Extended Internet) ~12] 31 P2P(Peer-to-Peer)
3I7HA S vERITHE, 7]

4 Xg Y EYI= WAP A ]

Shar, AuE]
2

g/Al o] Eg o] 7} uﬂ*lx]% 28| SOAP &

Mgl ) Aujxe] $E-e WML Ay
& wl9sta mupd tulolzoA AAE EHF
th e B4 QdEule B {%%oﬂﬁ A oraEk A
28y 22 g2 Zald tjufe] 27} A4 SOAP
A My~ ol E 98 FHsiy RE F4
< XML¥ HTTPE °]&3ta TCP/IP 9442 =
Hh tlufo]l =2 R AQJETh P2PA Rupd
fulo]=E ¢ Al TAEoln ThE tulo]x

o s Zgact

2.3 @ MH|A HOt

Aujel FEloldEe] Heks 93A AREAF <
< (Authentication), 3+ A7 (authorization), ZHA}
(auditing)$} = (logging), A& AR FAA,
o X8 A (digital signature), WA %] &% 3Hen-
cryption) ] ©]-&-HTH8]

g A2 Bote EAATE W Bty of

42 9%t ¥ AMu|aol REE Hot oiZof ot 7 43

glAolA U Hoto g BRIl Ed
W Hole ¢ AH A TRESo] Bl
ZpA 2] HotoZ SOAP HWAAE= E#H
=9 371 WAUSE o834 SOAP
of AFAQ FFE FA FowA F&siHErt

¢k point-to-point H.¢ro]
AP F/NA7E EA1ehE

= XML 7]%ke] HeF 71&S 23eeE o Z
o] i

EAAFZE ¢l 5 SL(Secunty Socket
Layer)= point-to—point €153} dolg| o] 7]dA
I wAA Y FAdS BASHAN dE F

o

A

_YLE

olf

3 A4 Heto® H&
tRE SSL AdS "ol
3%‘ st R oy 9AE A

Qb ®WAo] Erbesiri9l.
E%H/\JE gl Boke end
SOAP S/AA7 A8l Edl
b Qo] XML 7|Hke] Ht 7|&
NEg Aol d G2 Heto] Hg s}
] Hebs FES g A
o] IPSec(Internet Protocol Security)o|t}. IPSec
G5 s /I IP 915, EZeto]MAl, oy F-
AL FEETi2, 10].

NZE Aol #Ee] Bt XML HAIA Hek
o2 XML A% XML WAIA 453} 5

sto}, XML A2 XML E## o)A o]

Al AAlE tAE Ao R fAYE AMH oHE
ol el Axto] th3t A7|ntE Ao sl <l

olB] FAA, A oy Ad AYF
Eig=01}

XML ®#AIA] gt stel XML Aol 7]E4%1
2 XML &4 AA s 5o gk Ago]
stttk XML 7]‘%*}01 SOAP HWAA| &= ow &
EAAE HAFo] 7hssith BE A
HeolAdel AMERF o]FH s wisfH

sto] dEat @ AWA FAlE vy

£
L

o

n = @
o > o

=4
H A g =7bE

[¢]

N
e
fols
Lo
i
o,

[o

ﬁoﬁm

mﬁ rlo

¢ A9

E
=

= Ake)
EEZ

> Olf o

H

4 Z " 3

[e]
=]
2 F7



44 HHE - Hot

il

Fol ol AHEAE 2

SOAP &% A A =

=zX H8H# M3%(2008.9)

3. 2HIL W MU ALY A 2 P

=
g

e

i
Mo
=2
>
rir
ol
a7
=
e
g
off
of
2
=
R
()
)
ofr
ol

Ay

X
o,
o
k1
il
Shs

X
_O‘L
N
Ao
QL
2
=]
M

K
fr
i
= o
=
oo
rot
o |o
=
w
e
>
jus)
[>
>
[

2

X
o 1l
mle]
o B
b
R
e
re
iin)
oX,
:i
)
N
e

Ho
s
sl
T
=
e
i)
>
= T 1)

>
o
ol
o

o Rl oo U mo o rlr

2et0|9E
A Hel 2
7 AT S8 HAT

HTTP o AR

HTML/DOM 2IEITHOI A THAl
Script Manager

WSDL S0AP

BAHIA @7 Ba o0

2 SE AR

S20IHE EE Hel o
S WA A2
Mul2 Hel 22 8¢

& B Hel
HE =3 28 X2

50AP) T
REEEECL dig | A=

BMNHA R

SOAP 2+ HIAIKI M2l

z2| | SOAP KT 24

- SOAP HIAIXI &«

e . HEEe HEa

H& otora

(23 1) et

BomRol A Agkd
o] HTTP 7]4te] 4

AIJ\E”OI M 24

Alzsgle mike) §7o 7]

H 22 A7) 98ke] SOAP Au|2& X935}
3 A|z®le] AT G2 WSS 95le] Apache
TE9 AXISE 7IWre g A7g mel B =
A= FA(Tomeat) AE3 XS ARE31A
ey A A HE AT b= A A FAS
93te] Ad SOAP &7-9F Swt mANE A&t
T A= dAse Fagh

3.2 HTTP & Zz2|xt

HTTP 914 #zg|zli= SOAP HIAAE
REY JHx ) AHEZEYH $£A AHRE 5

A3¥ SOAP WAAZ TAs= wE Ba§
o} T

CwEkA g A2 84S FAISHE SOAP WA
A 47 22l SOAP WAA] AA72 FA st
= SOAP HIAIAl &7 A& FaFh Fefol
AdES 2% Fejrt WSDL 249 Z$-+= WSDL
Ax 7ol BEe gk, 9 Anj= 8340 A
- SOAP WAA &+ ziavloﬂ HAAE A
s}, o A7 Ay lmysie] FElo|dE
2 A deei

3.3 WSDL &Az|7|

WSDL dAE]7]e 71& fiol EAstke HTML
A4S B4 54 dolE &4l WSDL A
PHom WIsly] ffste] WSDL dAe7]& A
Attt &, Zfo|dES] {1 AMu]2 T g
= EE WSDL 2 At the9
<:L%‘ 2= FEolAES 8 AH|2 o e 5
5 J

Feto|AES dE AR AA FRIF EA3)
= A AAE Beka, izﬂfﬂ%] eFow A4
= st M= A3 HEs SOAP HAIA

g3t} Fefo 1OJE7} HTTPE %3
Aol HE&et FEholAES 93 AH| 2=



Procedure Web_Service_Request_Transaction()
{
read WSDL name of Client request service
creation of SOAP information from XML SOAP message
of Client
an extract BODY from SOAP information
an extract service name of BODY;
an extract name and value of MessageElement in BODY
creation of input binding by input name and value
if(name of input value = in_test(session_id)) then
setting up to session ID
if(session ID = setting)) then session recovery
else {
creation of session number
creation of session information
creation of session ID
storing in session registry
)
execution of client request service ;

)
Procedure Execution_Result _Information_Creation()

creation of response header information
creation of response SOAP message information
if(result = normal)) then
{

creation of body information

creation of result value information

creation of session ID information

adding created informationto SOAP message

}

else

creation and adding of a failure message information

creation of result message
transmission XML SOAPmessage to Client
connection termination
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