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A Compromise-Resilient Tunneled Packet Filtering

Method in Wireless Sensor Networks

Hyung-Jdong Kim*

ABSTRACT

In wireless sensor networks, an adversary can launch the wormhole attacks, where a malicious
node captures packets at one location and tunnels them to a colluding node, which retransmits them
locally. The wormhole attacks are very dangerous against routing protocols since she might launch
these attacks during neighbor discovery phase. A strategic placement of a wormhole can result in a
significant breakdown in communication across the network. This paper presents a compromise-resilient
tunneled packet filtering method for sensor networks. The proposed method can detect a tunneled
message with hop count alteration by a comparison between the hop count of the message and one
of the encrypted hop counts attached in the message. Since the proposed method limits the amount
of security information assigned to each node, the impact of wormhole attacks using compromised
nodes can be reduced.
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