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Cryptanalysis of Remote User Authentication Scheme
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Abstract In 2004, Das et al. proposed a scheme for preserving a user anonymity. However, In 2005, Chien
and Chen pointed out that Das et al. scheme fail to protect the user anonymity, and proposed a new scheme.
And then in 2007, Hu et al. pointed out that Chien and Chen scheme also has some problems; it is Strong
masquerading server/user attack, Restricted replay attack, Denial of service attack. it also slow wrong password
detection, and proposed a new scheme. In 2008, Bindu et al. repeatedly pointed out on Chien and Chen scheme
and proposed their scheme. However, we point out that all of their scheme also has some problems; it is not
to protect the user anonymity and Denial of service attack. In addition, Bindu et al. is vulnerable to Strong
masquerading server/user attack. Therefore, we demonstrate that their scheme also have some problems; it is the
user anonymity and denial of service attack as above.

Key Words : Authentication, Smartcards, Anonymity, DoS attack

2 9 200479 Das & A1gRI0] WAL MY 7t UA RS Q1E FZE AMMTH 20051o] Chien
Bo| Das T2t AGAY JUAS BASA Rohe AW AVIST A2e FE2E ALtk 2007d0] Hu
$& Chienit Chen TEE 7% AuALSR 714 B2, ARte An4 B4, AuAAR 274 53 28 20 3
ofsto], YRE WAL HA7} Hohe EAHE AZS MZE 722 AW} 200810l Bindu S| Chien
3 Chen Pxol tslA 2% Mg 71 B oRt BEAEE AVlsln 1 BAES s g3 M=o
F2% Aokstgeh 2t $elt Hu et ol 729 Bindu ot al 72 2% AL AT Aula A FHo) o)
stol Forslths Ag R

1. Introduction strong masquerading server/user attack, insider attack,
denial of service attack and restricted replay attack; it also
In 2004, Das et al.{1] proposed a remote authentication ~ has the problem of slow wrong password detection. In
scheme to authenticate users while preserving the user ~ 2008, Bindu et. al.[10] repeatedly pointed out that Chien
anonymity. Their scheme adopted dynamic identification ~ and Chen scheme has problems. Therefore they proposed
to achieve this function. Several schemes and  their scheme respectively.
improvements for remote user authentication schemes However, In this paper we show that the Hu et al. and
using smart cards [2-7] have been proposed. Then in  the Bindu et al. Scheme are vulnerable on User
2005, Chien and Chen[8] pointed out Das et al. scheme  Anonymity and Denial of service attack.
fails to protect the user anonymity and proposed a new The remainder of the paper organized as follows:
remote authentication scheme preserving user anonymity. Section 2 reviews of the Hu et al. and Bindu et al
In 2007, however, Hu et al.[9] pointed out that Chien and Scheme, Section 3 analyze on the Hu et al. and the Bindu

Chen scheme also has some problems; it cannot resist et al. Finally, section 4 gives a brief conclusion.

'Professor, Dept. of Information Security, Tong-Myoung University

2Professor, Division of Information & Communication Engineering, Baekseok University
‘Corresponding Author : Seungsoo Shin(shinss@tu.ac.kr)

Received January 19, 2009 Revised February 16, 2009 Accepted February 18, 2008

327



Sl £ A A108 A5, 2009

User Server
Verifving M@ »(t® PW)
equals the stored m
R = h-(I GB 7"14)
C=IOMPR=HODR {C.Egl v., ID, N,]}
R=C® WMz
Checking JD. N, with N
I =n(IDPx
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[Fig. 1] Hu et. al Scheme

2. Review of the Hu et al, and the
Bindu et al. Scheme

In this section, we review the Hu et. al. and the Bindu
et al. scheme[4]. This scheme is composed of 3 phases
namely the registration phase, the login phase and
authentication phase. These phases are described in Fig. 1

2.1 Hu et al. Scheme
[Registration phase]
This phase is invoked whenever ([7initially registers or

re-registers to G

Stp Rl : [ = S: ID. h(tDPW).

as follows : The notations used throughout this paper are Step R2 : S computes | = p(ID®x), M =1D
as follows: W(x) and 5 =MD h(tDPW)
=h (ID® x) @ h(x) B(tD PW).
[Table 1] Parameters Step R3 : §= [7: a smart card containing
Symbol Description ID, m, I, M and the public para-
Ut e emeiea meters (h( ), p)-
the identity of user yyand {7 ) .
ID, ID; t Step RS : [j enters .finto histher smart card.
respectively.
the password of user Jjand JJ
PW. PW. vy [Login phase]
respectively. .
S the remote system This phase is invoked whenever [ywants to login §
x the strong secret key of § Step L1 : After checking the validity of the ) and
) a secure one-way hash function verifyin, equals the stored the
the parameters of Diffie-Hellman key g M h(t® PW) m
g exchange protocol smart card generates a random number Y, =g°mod p
@ the exclusive-or (XOR) operation then computes R = s(] @ »,) and
— common channel transfer.
= secure channel transfer. C=I®M®R=h(x)€BR-
E{ Encryption of  using key f StepL2: 7 = S:{C,Egl7r, ID,N,}
DJx] Decryption of , using key 2
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C=MG r,
R=IBr,
=h{ID Dy DBxDr,,

(C. T, Eplru, ID;, T}

{Tp ER{YS» y.t1, T;].}

R=CErxYDx
Check 7= 7
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]
Kuo=ri=g"

[Fig. 21 Bindu et. al. Scheme

[Authentication phase]

This phase is invoked whenever Greceives [Jg login

request.

Step Al : S computes R = C @ h(x), then
decrypts E p[»,, ID, N,]

Step A2 : After checking the validity of the DS

compares the decrypted data N, with the

corresponding N .

I =h(ID®x) and

verifies whether the following equation
holds: R = p(IP » )

compute K , = 7’2 = g”b.
S~ U ERliI®r, v, DN

where y == gb mod p-

Step A3 S computes

then §

Step A4

Step A5 : [7 checks whether decrypted data contains

r,D(N,+1). [ can

generate the session key

the value

o a __ ab
Kus_rs_g'

2.2 Bindu et al. Scheme

The scheme is divided into three phases: the

registration phase, the login phase and authentication.

[Registration phase]

Step R1 : U = §: D, W PW,;)
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Step Rt : § Computes
m =h(ID ;D x) ® h(x) D h(PW))
and | = h{ID;Dx)® x

Step R2 : § => [J: the smart card containing m, I
and the public parameters (% (), p).

[Login phase]

Step L1 : Generate a random number

.= £°mod p.
m® h(PW,).
=MD r,

Step L2 : Compute }f =
Step L3 : Compute
Step L4 : Compute
R=I®r,=h(IDDx)DxDr,
Step L5 : 7> 8§
{C, T,Eglr,, ID;, T])

[Authentication phase]

: Computes R = C® h(x) @ x then
decrypt E p{7r,, ID, T

Step A2 : Check T-7T = T

Step Al

Step A3: S -> [t
(T, Eglr, v ,+1, T11}
Step A4 : [J checks whether the decrypted data

contains #, + 1. And then [Jcomputes
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User Attacker
Verifving M@ A( 1@ PW) Wz} = MzD Iz
equals the stored m R =C;Bhn
{(C.Eal 7. ID, N} i)
Ri=mI®r,) decrypt Ef 7,, DN,
C=IDOMPR;= H)DR; obtain 1D,

[Fig. 3] User anonymity attack at Hu et. al

— a __ ab
Kas—rs—g )

Step AS: y->S: Eg [r,+1]

Step A6 : § checks whether it is equal to roH1or

not.

3. Analysis of the Hu et al. and the
Bindu et al, Scheme

In this section, we explained attack method at Hu et al.
and Bindu et al.

3.1 Hu et al. scheme

Hu et al. scheme has some problems; it is user
anonymity and DoS attack. We explained these attack at
Hu et al. scheme with figure 3.

3.1.1 User Anonymity
Hu et al. scheme explicitly demonstrated that their

scheme protect Strong masquerading server/user attack.

However, anyone can know a own user of a login request
message in Hu et al. scheme, since the scheme fail to
catch security of secret key R. Hence we show that Hu
et al. scheme dose not protected user anonymity as Fig.
3. And then the user's ID is informed to anyone as follow.

Note that smart cards contain Dom I M and the
public parameters (Jy( ) p) 48 we saw in Step R4 in Hu
et al. scheme,

Step 1 : The attacker computes .= h(Iz D 7 g)
and CE=IE€BME @RE
= h(x) DRy from the attacker's smart
card by oneself.

Step 2 : The attacker obtains

Wx) 3 Hx)=
CEQRE or h(X) = ME® IE'
Step 3 : The attacker can compute the secret key p

R =C:® (%) after

intercepting and blocking the message of the

of a wuser as

user in Step L3 to the server.

User

Attacker

Server

{C, Egflwv, ID NI}

hilxy = M ;P Iz

R, = C; DM x)
decrypt Egf #,. D N,]
change NN,/
encrypt Epf, DN, ]
{CEH v, N1}

verify N with N

reject service for the user

[Fig. 4] DoS attack at Hu et. al
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User Attacker
.= g%mod p
K &@x= CkDRe
- h( PW;

M= m® h(PW;) Ri=CDh(x)Dx

= 3 I: Ep us ID{,
Ci= U@ 7, (G T Elrw, Dy T1) decrypt Eglr,, Iy 11
R=IDr, obtain 1D,

=h(ID D DxDr,

[Fig. 5] User anonymity at Bindu et. al

The attacker can acquire the user's JI). And he/she

can know and guess the own user of the Jp).

3.1.2 Denial of service attack

We mentioned that these scheme inform anyone the
correct value of secret key J. We show that this scheme
is vulnerable on DoS attack as Fig. 4. And then the
attacker can compute as follow.

Step 1 : The attacker intercepts and blocks the login

request message of the user

{C, Exlr, ID, N,6]} inStep L3.

Step 2 : The attacker decrypts the message
Eglr, ID, N, ] and changes N/
Step 3 : The attacker encrypts the message

Egl7, ID, N,/ ] and sends {C
Ey r, ID, N,]} to the server.

Step 4 : The server sends a synchronization signal to

the user. Note that the user must sends N,

with N

The attacker forges N, to the server. Therefore, the

server cannot but reject the message.

3.2 Bindu et al, scheme

Bindu et al. scheme also has some problems; it is user
anonymity and DoS attack. We explained these attack at

Bindu et al. scheme with figure.

3.2.1 User Anonymity

Similarly, Bindu et al. also drop the user's Jy) to
anyone as Fig. 5. Note that the smart card of the attacker

contains 4, J and the public parameters (% ( ), p)-

Step 1 : The attacker computes M, = my P

h(PWE)a CE= ME@ TE and

User Attac

ker

Server

{q', T: E}?,—[ruy -lDz‘» ﬂ}

Y Dx=CsPBRe

change 727"

R, = CiBr(x)®x
decrypt ER-[ru» D‘, ﬂ

enerypt Eff 7, I, T
{(G.T.Exlra, D, T'])

verify T’ with T

reject service for the user

[Fig. 6] DoS attack at Bindu et. al.
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Re= Ig® re=WIDsD D xD 75
from his/her smart card by oneself.

Step 2 : The attacker obtains W(x)®Dx as

Wx)Dx = CgDRg 7 h(x) = Mp®Ir-

Step 3 : The attacker can compute the secret key R

of a user as
R;= C;® h(x) ©x
after intercepting and blocking the message
of the user in Step L3 to the server.
The attacker can acquire the user's jy) And he/she can

know and guess the own user of the 7).

3.2.2 Denial of service attack

As the same, Note that Bindu et al. scheme also inform
anyone the correct value of the secret key R. And then,
the attacker can perform as follow in Fig. 6.

Step 1 : The attacker intercepts and blocks the login
request message of the user
{C, T, Eglr,, ID;, T]} in Step L4.
The attacker decrypts the message
Egl 7, ID, T] and changes T,
The attacker encrypts the message

ER[ Y ous ID9 TE] and sends {C) TE9

E il7r,, ID; Tg]}to the server.
The server checks the validity of T and reject the

Step 2 :

Step 3 :

login message of the user.

4, Conclusion

All of the schemes that have been proposed up to the
present fail to completely conquer the problems as above,
although communication used smart card is increasing on
network. In order to be secure by network, we need the
scheme that can conquer these mentioned problems for
efficient authentication and smoothly preserving the
service to the user. To archive the scheme, we need a
secret key that can be known only to the user and the
server by public key but the attacker, with considering on
public key and secret key. In order to use protocols using
smart cards, the protocols have to provide user anonymity

and overcome DDoS attack, because of user information
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is considered as privacy, therefore user anonymity attack
threats privacy of users and DDoS attack can kill server

providing service.
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