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Detection of False Data Injection Attacks in Wireless Sensor Networks

Hae Young Lee - Tae Ho Cho

ABSTRACT

Since wireless sensor networks are deployed in open environments, an attacker can physically capture some sensor
nodes. Using information of compromised nodes, an attacker can launch false data injection attacks that report non-
existent events. False data can cause false alarms and draining the limited energy resources of the forwarding nodes.
In order to detect and discard such false data during the forwarding process, various security solutions have been
proposed. But since they are prevention-based solutions that involve additional operations, they would be energy-
inefficient if the corresponding attacks are not launched. In this paper, we propose a detection method that can detect
false data injection attacks without extra overheads. The proposed method is designed based on the signature of false
data injection attacks that has been derived through simulation. The proposed method detects the attacks based on
the number of reporting nodes, the correctness of the reports, and the variation in the number of the nodes for each
event. We show the proposed method can detect a large portion of attacks through simulation.

Key words : Wireless Sensor Networks, Network Security, Security Attack Detection, False Data Injection Attacks
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