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A Study on Intrusion Protection Techniques
against Linux Kernel Backdoor
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Abstract As the existing backdoor worked at user mode, which is application mode, it was possible to check
the existence of backdoor by the integrity check of system file. However, for the backdoor using kernel module,
it is impossible to check its existence by the integrity check of system file. Even various programs were
presented to protect this LKM Kernel backdoor, there is limitation in protection as they examine the changes on
the system Call Table. This study, recognizing the danger of invasion through such LKM Kernel backdoor, will
provide alternative for the limitation which the existing integrity check couldn’t prevent intrusion through Kernel
backdoor.
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3. LKM(Loadable Kernel Modules)
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openfunc = sys_calll_table[sys_open]

#define MODU
#define _ KERNEL__
#include (].muxj'mudule h>

#include <sys/mman.h>
#include <linuz/string h>
#include <linuz/fsh>
Hinclude {linuz/malloc.h>
extern void* sys_call_table[]: Jrsys_call table is exported, so we
can access it*,

int (*orig_mkdirXconst char +path); /+the original systemcall*/

nt hacked mkdir(const char *path)

Jreverything is ok, but he new systemcall
does nothing*/

nt init_module(void) /*module setup*/
orig_mkdir=sys_call table| SYS_mkdirl:

sy5_call table [SYS_mkdir] =hacked mkdir:

)return 0

void cleanup module(void) [*module shutdown+/

d
sys_call table[SYS_mkdirl=orig mkdir; /eset mkdir syscall to the prigal

ones,

)
a9 4. A=" F 7EEA
Fig. 4. Interrupting the system call
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THEN ALLOW LOADINI

int n}

mpt = ni

t char *filename, struct ol tat =buf)

, GFF _KERNELX»:

eturn ret!
i{nt hacked_create_module(char *name. unsigned long size)
char *kernel name:
char hidel[]="ourtool™:
int ret:
if (lock_mod==1)
lock_mod=0:

ret=corig_create_module(name, size):
return ret:

r
else
1{

printk("<1>MOD—POL : Permission denied '¥n”):
return 0:

return ret:
¥

i{nt init_module(void)
— NR myexecve = Z00:

while (_ NR myexecve != 0 && sys call table[ NR_myexecvel != 0)
_ NR _myexecve  —:

/~module setup=/

sys_call_table[ __NR_myexecvel =sys_call_table[SYS_execvel:
orig_stat=s¥s_call_table [SYS_prev_statl:
sys_call table [SYS_prev_statl=hacked_stat:

orig_create_module=sys_call _table [SYS_create_modulel;
sys_call_table [SYS_create_module ]=hacked create_module:

printk("< 1>MOD POL LOADED...Wn"):
return

\{Joid cleanup_module(void) /+module shutdow n+/
sys_call_tablel[SYS_prev_statl—-oris_stat:
sys_call_table[SYS_create_modulel=orig_create_module:

T
a8 6, HAYs B3 REAF

\__O

Fig. 6. Module verification by a password
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