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Abstract Internet banking, electronic financial services and internet telephony service can be available on smart
phone recently. In this case, more robust authentication mechanisms should be provided for enhancing security
on it. In this study, a facial biometric ID based one-time password generation mechanism is designed and
implemented for enhancing user authentication on smart phone. After capturing a facial biometric data using
camera module on smart phone, it is sent to server to generate one-time biometric ID. Finally one-time
password will be generated by client module after receiving the one time biometric ID based challenge token
from the server. Using proposed biometric ID based one-time password mechanism, it is possible for us to
provide more secure user authentication service on smart phone for SIP protocol.
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