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An Efficient Group Key Management Scheme using Counting Bloom Filter
in VANET

SuYoun Lee® - HyoBeom Ahn**

ABSTRACT

VANET (Vehicular Ad-hoc Network) is a kind of ad hoc networks which is consist of intelligence vehicular ad
nodes, and has become a hot emerging research project in many fields. It provides traffic safety, cooperative driving
and etc. but has also some security problems that can be occurred in general ad hoc networks. In VANET, it has
been studies that group signature method for user privacy. However, among a group of group key generation phase
and group key update phase, RSU(Road-Side Unit) and the computational overhead of the vehicle occur. In this
paper, we propose an efficient group key management techniques with CBF(Counting Bloom Filter). Our group key
management method is reduced to the computational overhead of RSU and vehicles at the group key generation and

renewal stage. In addition, our method is a technique to update group key itself
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