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Performance Analysis of the Amplify-and-Forward Scheme under
Interference Constraint and Physical Layer Security
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Abstract The underlay protocol is a cognitive radio method in which secondary or cognitive users use the
same frequency without affecting the quality of service (QoS) for the primary users. In addition, because of the
broadcast characteristics of the wireless environment, some nodes, which are called eavesdropper nodes, want to
illegally receive information that is intended for other communication links. Hence, Physical Layer Security is
applied considering the achievable secrecy rate (ASR) to prevent this from happening. In this paper, a
performance analysis of the amplify-and-forward scheme under an interference constraint and Physical Layer
Security is investigated in the cooperative communication mode. In this model, the relays use an amplify-
and-forward method to help transmit signals from a source to a destination. The best relay is chosen using an
opportunistic relay selection method, which is based on the end-to-end ASR. The system performance is
evaluated in terms of the outage probability of the ASR. The lower and upper bounds of this probability, based
on the global statistical channel state information (CSI), are derived in closed form. Our simulation results show
that the system performance improves when the distances from the relays to the eavesdropper are larger than
the distances from the relays to the destination, and the cognitive network is far enough from the primary user.

Key Words : Cognitive radio, Interference constraint, Physical layer security, Underlay protocol, Cooperative
communication, Amplify-and-forward, Opportunistic relay selection.
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| . Introduction

Cognitive radio is a protocol for effectively using
spectrum in which a secondary or cognitive network
cooperates with a primary network . In cognitive
radio, the underlay protocol is a sharing method in
which the secondary users use the same frequency as
the primary users when transmitting their signals
without affecting the quality of service (QoS) of the
primary network. Hence, the secondary users must
control their power so that the interference power of
the primary user is less than a threshold value, which
is called the interference constraint ?. In addition,
because of the problems of wireless communication,
including  fading and  obstacles, cooperative
communication is an effective solution for enhancing
system perfonnanceB]. In this model, the
decode—and-forward, amplify—and-forward, and coded
cooperation methods are used by relay nodes to help
the source forward signals to the destinations. Methods
to select the best relay have been proposed in many

3 and

papers, such as partial relay selection™
opportunistic relay selection™ through two hops during
two timeslots. The partial relay selection method
chooses the best relay based on the best quality at
either the source-relay or the relay—destination, while
the opportunistic relay selection method considers the
highest end-to—end signal quality.

In a wireless communication environment, because
of the broadcast characteristics of the signals, some
nodes, called eavesdroppers nodes, try to obtain these
signals illegally. Hence, Physical Layer Security is
proposed to prevent illegal actions without using keys
between the source and destination®® ” by using an
achievable secrecy rate (ASR), which is a secret signal
rate from the source to its desired destination. The
methods to maximize this rate have been applied[@ to
enhance communication system performance. In system
analysis problems with Physical Layer Security, all of
the instantaneous channel state information (CSI) is
known at every node (called global CSID), but in

practice, the statistical CSI of the source-primary user
and relays—primary user links are available based on
the long-term statistics of these nodes'”.

In this paper, we propose and analyze the system
performance of the amplify—and-forward scheme under
an interference constraint and Physical Layer Security,
in which the best relay is chosen by the opportunistic
relay selection method. The system performance is
evaluated based on the outage probability of ASR. Our
simulation results show that the system performance
improves when the locations of the eavesdropper node
are farther from the relays than the destination, and the
cognitive network is farther from the primary network.
In addition, the exact expressions for the lower and
upper bounds of the outage probability are provided,
and we show that the cooperative communication
model improves and outperforms direct transmission
when number of relays is increased.

This paper is organized as follows: Section 2
describes the system; Section 3 calculates and analyzes
the cognitive system performance using the outage
probability of ASR; Section 4 presents the simulation
results; and Section 5 summarizes our conclusions.
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Fig. 1. System model

Il. System Model

of the

amplify—and—forward scheme under an interference

Fig. 1 presents the system model
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constraint and Physical Layer Security. In Fig. 1, the
secondary network includes a source S, a destination D,
E, and

an eavesdropper node relays  Rj,

ie {L 2='“’M} , Where S wants to transmit signals

to the destination D with the help of M relays under
an interference constraint at the primary network (node
P) and Physical Layer Security

eavesdropper node E. In this communication model, the

against the

source S and relays Ri will decrease their power so
that the interference at the primary user P is below a
threshold value, and the eavesdropper node E wants
the signals of the S-D communication link without the
agreement of S and D. We assume the following:

* Each node has a single antenna.

» Eavesdropper node E keeps a close watch on and
is near the destination D.

* All channels are flat and block Rayleigh fading
channels in which the channel coefficients are
constant in a packet interval and change from
packet to packet.

« The global channel state information (CSI) is
available regarding any two nodes.

* The additive white Gaussian noise (AWGN) at all
relays and receiver nodes has the same zero mean

and variance /V;.

(ysdy).

(hBi’dSi ), and (h4i’d4i) denote the Rayleigh fading
channel coefficients and the link distances of S-P ,

In Fg 1, (hli’dli),(h2i5d2i)y

S-Ri, Ri-D , Ri-E, and Ri-P, where 1€ {L.2...M}

2

—n 2 2 2
Set Do =] D =|hn| [0y =|h2i| , @5 =|h3i|
— h 2
and @ai _| 4i| , which are exponential random
variables with parameters % = dg, S 4/ =4 ,
Ay=di=2, Ay=d{=A  and  A=di=2

respectively, where B isa path-loss exponent.
In this paper, we propose an amplify—and-forward

scheme under an Interference Constraint and Physical

Layer Security (called the AFICPLS protocol), where
the best relay is chosen using an opportunistic relay
selection (ORS) method. We assume that there is not
a direct link from S to D or from S to E. The operation
principle of this protocol is based on a time-division
channel model, and is split into two time slots. In the
first time slot, the source S broadcasts the signal ps to
all secondary relays Ri. The signal received at the ith

relay R, ie{Lz’-"’M}, is given as

Vi :\/FShlips tn )

where PS is the transmit power of the source S, and
ni is the additive white Gaussian noise (AWGN) at
relay Ri.

During the second time slot, the selected relay Ri
amplifies the received signal with a power gain Ai and
then forwards the signal to the destination D and the
eavesdropper node E. The signals received at the
destination D and the eavesdropper node E are given,

respectively, as

Vp= JF&hliAiyz tiy= JF&hliAi\/FShlip; t JF&hliAinl (2
Vg = HhslAfyx t = J?&}%fA,JFs’H,PS + \/PiR,l%/'AAni g (3)

where PRi is the transmit power of the ith relay Ri;
nD and nE are the additive white Gaussian noise
(AWGN) at the destination D and the eavesdropper

node E, respectively, and 4, :1/ \lpslhli|2 is the gain

relaym.

I, Performance Analysis

Because the interference power at the primary user
P is less than the threshold value Ip, the maximum

power values of nodes S and Ri are, respectively:

Ps — IP = IP
o o ©)
I 1
Py, = Ty=—t
|h4i| Oy ®)
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The instantaneous end-to—end signal to noise ratios
(SNRs) from the source S to the destination D and
from the source S to the eavesdropper node E with the

help of relay Ri are given, respectively, as

Plhll A, Rl|h2t|2 leia)zi

" 4; R1|h2z| N, + N, a)spa)2i+a)4ia)l[ 6)
Plhll A, Rz|h3t|2 Qw0

o 4; Rz|h3x| N, + N, a)spa)3i+a)4[a)]i @)

where Q= I,/N, .

Hence, the achievable data rates of the end-to-end
links S-D and S-E through relay Ri are given as

R, :%log2(1+7”),ae{Di,Ei} ®

where the factor (1/2) means that the signals are
transmitted in two time slots.

The end-to-end ASR from the source S to the
destination D with the help of relay Ri is given as

RS —max(R -R, 0)

©

Following the operation principle of the AFICPLS
protocol, the best relay in the amplify—and—forward
scheme is chosen based on the maximal end-to-end
ASR

R = RS
arg max Ksor, (10)

where a superscript * denotes the best selected
relay.

The outage probability of the AFICPLS protocol is
defined as the probability that the maximal end-to-end
ASR is less than the target data rate, and is given as

out
Piriceis = Pr[ max RSDE < Rs]

:Pr[RsDE <R, Ry, <Ry RSy <Rs] (11)

where RS is the target data rate of the secondary
network.

s
From (11), we note that the end-to-end ASRs RSDE
are notin dependent of the others because of the

common channel from the source S to the primary node
P, (hsp in Fig. 1). In addition, the global instantaneous

channel state information (CSI) is available. In practice,
the location and channel characteristic of the fixed link
S-P is available so that the statistical CSI (average
channel characteristic) of this link is given [7]. We

El,]=4

channel S-P, and (11) is rewritten as

ﬁ[Pr[ o, <R = HPr[R <Ry +R;]

denote that " s 1S the average

Poul

AFICPLS

~TlIpr 0,0y, <0+ am,0,;
= | My, 0y + 00,

12
m&pa)Bi + w4ia)li ( )

where @ =2 >1 ,Hz(a_l)/Q. a7
Solving (12) is very complex. Thus, in this protocol
we consider M relays, which are located closely

together and know the channel characteristics of the

_ 1
Ri-Plinks. We also denote that " =E [a)4l] A
e{l2,...M} is the average channel Ri-P, and (12)

is rewritten as

@,

M
.0,
out 17220
Piticps = HPr <0+
i=l

msprI + mr'pa)li v[1w31 + m a)]l

; - a3)

The probability Pi in (13) is also a complex function
to derive an exact expression, but the lower and upper
bounds can be solved in their closed forms, which can
be used to evaluate the system performance. We have
the results from [7] as

mln(msp ai? rpw1[)< 0)”(0.

ai

<mln(msp ai’ rpa)l[)

2m,m,, m, o, +m, o, m,m,
(14)
ae{2,3}
Hence, from (14), where, the bounds of the

probability Pi are given as

mspmrp

min(m,,@,,, m,,@,) aw,w,,
}321{ L+ hat

m,@,; +m, o,

min(m,,@,;, m,,@,)
<Pr L o+
m_m

amin(m,,w,;, m,,,)
sp" ' Crp

2mm,,

(15)
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P <Pr

I:min(mspa)% > mrpa)li)

2m_m_

spp

< 0+ awlia)3i
mspa)3i + mrpa)li

2m,m,, m_m

min(m_@,., m_@.
<Pr (m, @y, 1’)<0~|—
spTp

a min(mspa)_"si 4 mrpwli ) }

P
(16

lower upper
where the lower bound £ and upper bound £
are derived in Appendices A and B, respectively, as

az2
‘When :
lower __ %678("171’1| +ml]);"2)
> —1—
Arak/2+am,[(2m,) a7
When a<2:
am,, m,,
=O0m,, 2 = (4 + Y ' +m7A3 )
sp sp
Plower =1- (ml\,pﬂ-l + mrpﬂs ) e
m, A +am, A, [2+m, A,
~Omp 7%(/13+amw A1) —$ (4 +ﬁll)
B +
ﬂy+amwﬂu“2mw) Ay +my i /m,
am») N
%eig(msp/ll *”1,,,/%) 1 - ei% “ +%12 * 2m,: A
A +ai,/2+ amxpll/(Zmrp)
(18)
136726(%!)1] +mrp,1,2)
upper _ 1 _
; A+ 20k, +2am A [m,, 19)

where ¢1 = mspe/(l _a/z)s ¢2 = m,pg/(l —a/2) )
From (15), (16), and (12), the lower and upper

out .
bounds of Piricers are given as

AFICPLS

P out~lower _ ( Pilower )M o0

M
out—upper __ upper
Py = (P

2D

Next, in the case in which there are no relays
located between S and D, we will consider the direct
transmission (DT) protocol. In the DT protocol, there
are four nodes: the source S, the destination D, the
primary user P, and the eavesdropper E, where S
wants to send the signal ps to D directly with the

presence of the primary user P and the eavesdropper E
in only one time slot. We denote that(hsd ’dsd) and

(hsmdse) are the Rayleigh fading channel coefficients
and the link distances of S-D and S-E, respectively.

2 2

h

wsd = hsd se

and Do =

exponential random variables with the parameters

Therefore, are

Aq=dl and A.=d% respectively.
The instantaneous signal to noise ratios (SNR) of
links S-D and S-E are given as

_ PS|hsk|2 :I_P&:Q&,ke{d,e}

s
' N 0 wxp N 0 wsp (22)

The achievable data rates of links S-D and S-E are

given as
R, =log, (1 + }’.\,k),k € {d,e}
The ASR is given [6] as

(23)
Ry, =max(R, - R,.0) 24)
The outage probability of DT protocol is defined as
the probability that ASR is less than the target data
rate.
Py =Pr[ Ry, <Ry |=Pr[R, <R, +R]

= Pr[a)sd <O, + ama)se}
el 0
— Ay ) — (6,
= J./lspe wvj.ﬂme Asey |:1 —e i (Oprx+apry) :|dydx
0 0

A, A,

sp” “se

(ﬂ'sp +0prhy )(}“se +apdy )

(25)
where @pr =2 >1 ,HDT =(ay; _1)/Q.

IV. Simulation Results

This section discusses some simulation results from
the previous sections. The theoretical results are drawn
from the expressions derived in this paper, and the
based

experiments. In a two-dimensional plane, the secondary

simulation results are on Monte-Carlo

network includes nodes S, D, and E and relays Ri,
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ie{l2,.,M} , with the coordinates (0, 0), (1,0), (xE,
yE), and (0. 5, 0). These nodes transmit and receive
signals under effecting of the primary user P (xP, yP).
Hence, the distances of links S-Ri, Ri-D, and S-D are

d,=d, =05 ’dZ, =d,= 0.5, and 9 =1 during the
simulation intervals. We assume that the path-loss

(B=3) and that the
source-primary and relay-primary statistical channel

exponent 1is constant

characteristics are known beforehand.

T he outage probability (Q dB): M=3, P(0.5,
g e el el e

S,

Outage Probability
3,

* DT-Simulation
——DT-Theory

— AFICPLS-Upper bound

= AFICPLS-Simulation
AFICPLS Lower bound
T L L
2 15 10

a8 2. Qo ME MM &E
Fig. 2. Outage probability against Q(dB)

Fig. 2 presents the outage probability of the
D of the AFICPLS and DT protocols
against Q (dB) with the number of relays M=3, and the
target data rate of the secondary network Rs=1
bit/s/Hz, the coordinates P(0.5, -3) and E(3, 0), (thus,
dsp=2,dse=3,d3=25,d4=2). In Fig. 2, the outage
probability of the AFICPLS protocol is less than that of
the DT protocol at high Q regions (larger than -12 dB).
This is because in the high Q regions, the interference

destination

at the primary node decreases, the transmit power of
the source S and relays Ri will increase. Moreover, the
signal received at the destination D will increase more
than that of the eavesdropper E, so that ASR at the

destination D will increase. This explains why the

performance of the AFICPLS protocol is better than the

DT protocol when the interference constraints increase

and4 >4, Tn addition, the expressions of the lower

and upper bounds cover up the exact expression of the
outage probability of the AFICPLS protocol (AFICPLS
simulation).

o Outage probability (Q dB): M=3, 04 location pairs (P, E) in Table |

Outage Probability
3

J2 3. Qo w2 ¥ &Ent 7 10f LIEft P, E =E9|
04 &g

Fig. 3. Outage probability against Q (dB) with 04
location pairs of nodes (P, E) as Table 1

® 1. P, E LEO| &gt
Table 1. Location pairs of nodes P and E

Notation Coordinates P and E Distances
L1 030 | a0 | G
2| ox2 | a0 | R
13 05,1 | @0 j;‘fll_é’dgj
14 025, -2 | @0 ‘jlj’:fé’daj

Fig. 3 presents the outage probability against Q (dB)
with 04 location pairs (P, E) in Table I when M=3 and
Rs=1 (bit/s/Hz). In Fig. 3, the outage probability of the
location pair 14 is best, while that of the location pair
L1 is the worst. Hence, the system performance of the
AFICPLS protocol will improve when both the primary
node P and the eavesdropper node E are further from

the secondary network. In addition, as seen in Fig. 3,
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the AFICPLS protocol

communication systems when the eavesdropper node E

cannot be applied in

is closer to the relays than the destination D

(ds<dy),

0 Th_e oulageAprobabﬂily (Q dB): M=3, P(0.25, -2), E(2, 0)
— — — = —— ==

Outage Probability

*AFICPLS-Simulation (Rs = 0:4
#- AFICPLS-Simulation (Rs = 1) |Z

Lower bound
T T

T T
-30 -25 -20 -15 -10 -5

Q (dB)

ol L LIl

gl 4, RS7|- 0.4, 1(bit/s/Hz)2 nZ|HSM2| Qo o}
E ¥ =&

Fig. 4. Outage probability against @ (dB) when
Rs is considered at 0.4 and 1 (bit/s/Hz)

Fig. 4 presents the outage probability against Q
when M=3, P (025, -2, E (2 0 (thus
dsp=2,dse=2,d3=1.5,d4=2) and with different target data
rates of the secondary network (Rs=0.4and Rs=1 ). In
Fig. 4, when Rs increases, the outage probability

increases, so the performance of the system decreases.

Diversity Gain: ds = 20, P(0.25, -3)

AFICPLS-Upper bound
3% AFICPLS-Simulation

~="~'~ AFICPLSLower bound
30 25 -20 -15 -10 s ° ° °

a2 5. Rs = 1(bit/s/Hz), P (0.25, —3), dsp=3,
ds=3,d3=20, M =1, 3 & mj, CtO|HAIE]|
o5

Fig. 5. Diversity gain when Rs=1(bit/s/Hz), P
(0.25, —3), dsp=3,ds=3,d3=20 and M =1, 3.

Fig. 5 presents the diversity gain based on the
outage probabilities against (dB) when the distances
from the relays Ri to the eavesdropper E (d3) move
towards infinity (d3=20). In Fig. 7, the diversity gains
are calculated in the rectangular region from Q= -5 dB
to 5 dB of the outage probability and achieve almost
full diversity corresponding to the numbers of relays
M=1 and M=3. The diversity gain values of the upper
bound, simulation, and lower bound of the AFICPLS
protocol are very close. Hence, the secondary network
achieves full diversity when the distances from the
relays to the eavesdropper E (d3) move towards
infinity. In addition, when the number of relays M
increase, the outage probability of the AFICPLS
protocol decreases; and the exact outage probability
(simulated result) closely matches with the lower
bound of the AFICPLS protocol in high Q regions.

V. Conclusion

In  this

Amplify-and-Forward Scheme under an interference

paper, the performance of the
constraint and Physical Layer Security is analyzed and
evaluated by the lower and upper bounds of the outage
probability of ASR. The best relay is selected based on
the opportunistic relay selection method in which the
Based on the
simulation results, the performance of the proposed

end-to-end ASR is maximized.

protocol outperforms the direct transmission protocol,
and will improve when both the primary user and the
eavesdropper node are further from the source node
and the relays. The simulation results also show that
and upper expressions cover the exact
and the

secondary network achieves full diversity gain when

lower

expressions of the AFICPLS protocol,

the distances from the relays to the eavesdropper node

move toward infinity.
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Appendix

A: Solving the lower bound B in (15)

The lower bound B
detecting min formulas.

is expanded in(A.l) by

® ao
P™ =Pt m o, <m, o, m o, <m o, — <0+ 3‘}

sp
p 2m’p
aw
+Pr| m,@, > m, @, m, o, <m o, D gy S
L » 2m, |
Wy, aw,
+Pr| m @, <m, @, m o, >m,o —t
2i 1i* 3i 1i> 2
L " msp_
an,
+Pr| m, @, >m, @m0, >m o, e <0+2 L
m
L » w ]

(AD)
Next, we continue the expansions for each part of
the sum in (Al), then, after some straightforward

manipulations, the lower bounds B are obtained as

When a=2:

m
P =1-Pr| @, >m, 9+2 0,0, >m 9+2a)
m

=1=] £, 1=, ;:1 ){1 F, (m,,,9+“2")}¢‘

0 »
(A2)
When o <2:
lower amsp
P =Pr| @, <m0 ;
)
m,
m,, am,,
—Pr Wy >—— ll’a)ll>¢l’a)2i>mrp6+2_wli
msp sp

a a
+Pr| w,, < m,p€+50)3,., @, >m,0+ 5
bl

m,,
a)3i > a)3i < ¢2
m

P —
w}i’a)3i >¢2 :|_

o m
+Pr| w,, < mrp¢9+—a)3,., W, >——
2 2 »

T f (X)F, (mYp49+ x)dx
o 2m

p

am,x m,x
— )y 1-F, (—)dx
2m,, m,

% ams X ax
+£ £, (x){l—F%(mw0+ 2mﬂ )P F, (m,p9+7)dx

w

I, (x){l—F,% (m,0+
4

il

K m,x ax
+£ 1o, (x){l—F%(zm )}FML (m,0+)

(A3)
The result of (A.2) and (A.3) is solved as in (17) and

—Ax
(18), where Jo, ()= A€ ,ae{l,S} are the

probability  density functions (PDFs) of @i ;and

F, (x)=1-e"" . be{l,2,3] are the cumulative
functions (CDFs) of @»; and

¢ =m,0/(1-a/2)

distribution
é = mspe/(l -a/2) ,

B: Solving the upper bound £ in(16)

The upper bound B g expanded as

. aw
P = Pr| m,,, <m @y, m, 0y <m0, < 0+
sp3i i 2
mrp m,p
aw.
3i
+Pr m.vpa)Zizmrpa)lx’ .vpa)Si pUli? 9+
L R4 m"l’ J
. am,
2i 1i
+Pr|m M, @y, <M, @, M0 2 M, 0, 5 <f+—=4
L i mJ'P i
ao,
lz li
+Pr| m,@,, 2m @, m 0, >m o, 5 <f0+—+
L R4 mSI’ i
B.1)

We perform some straightforward manipulations so

upper

that finally, £ is obtained and calculated as

2am, o,
,0,,>20m_ + 200,
m P

w

P =1 Pr{wh >20m,, +

~20(my, 2y +m,, 2y )
l}e P P
A +2a0, +2am,l /m,,

(B2)
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