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Detection Method of Distributed Denial-of-Service Flooding Attacks
Using Analysis of Flow Information

*

=
) 7E!D|_|I

Y ESL-

o

El

k=] A
, HHES, s

fol

ro

3

Jae-Hyun Jun, Min-Jun Kim, Jeong-Hyun Cho, Cheol-Woong Ahn, Sung-Ho Kim"

2 o o%Y DDos 32 eyl eyl W FRd 9B 7bska ek DDos FAL el Edze y
B9z ASUORN AYS DAAAT GAAA A2 AT BhseA shul A B BET £RA2
Woi7k Ti9- olgith. QIEYE ¢S e e thoR o YEYD FAe EAl B el e 19
B2 o gold WY WA AAHE TEH AAZE BAsl Wastch B =RoAi DDos FZo] uE w4
el EdE WIS WS GWA Ed AES BAs] §lstel BES AW 242 o§3 DDos 34 o
S 7182 AlKEIT OPNETS: o] §3] 73t 2} DDos $2Fo AT Aulsg AFT 5 Q= 22 shgch

Abstract Today, Distributed denial of service (DDoS) attack present a very serious threat to the stability of the
internet. The DDoS attack, which is consuming all of the computing or communication resources necessary for
the service, is known very difficult to protect. The DDoS attack usually transmits heavy traffic data to networks
or servers and they cannot handle the normal service requests because of running out of resources. It is very
hard to prevent the DDoS attack. Therefore, an intrusion detection system on large network is need to efficient
real-time detection. In this paper, we propose the detection mechanism using analysis of flow information
against DDoS attacks in order to guarantee the transmission of normal traffic and prevent the flood of abnormal
traffic. The OPNET simulation results show that our ideas can provide enough services in DDoS attack.
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Fig. 1. The structure of DDoS attack
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Fig. 2. Proposed DDoS attack detection method
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