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Abstract: The international COSPAS-SARSAT program is a satellite-based search and rescue distress alert detection and information
distribution system and best known as the system that detects and locates emergency beacons activated by aircraft, ships and so on.
However, the current message format of the system is not encrypted so that, if the rescue signal can be intercepted by the unintended
receivers, the subsequent rescue activities can be handled in a hostile environment. So, this article concerns how to deal with the
rescue signals in a secure way and proposes some adequate encryption methods and the corresponding key management.
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Fig. 1. Search and rescue using satellite.
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L Bt Frame First Protected Data Field (PDF-1) BCH-1 N°5"P'°‘.e°ted
y y ata Field
Unmodulated Bit Frame Identification or 21-Bit | Emergency Code/
Carrier y ization |Sy izati F‘;{:‘a' P’:::“' ng:tery Identification plus | BCH | National Use or
(160 ms) Pattern Pattern 9 9 Position Code | Supplement. Data
Bit No. 115 16-24 25 26 27-36 37-85 86-106 107-112
15 bits 9 bits 1 bit 1bit | 10 bits 49 bits 21 bits 6 bits
213 2. COSPAS-SARSAT ©HAI -2 Al5o] o WA= 3EHl[1].
Fig. 2. Short Message Format of COSPAS-SARSAT Search and Rescue Signal [1].
Bit Frame . . Second Protected
Synchronizati v RN First Protected Data Field (PDF-1) BCH-1 Data Field (PDF-2) BCH-2
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Carrier  |Synchronization|Synchronizati ;'I'a"“ rFIa c:dery Identification plus | BCH | and Position or | BCH
(160 ms) Pattern Pattern 9 9 Position Code | National Use Data | Code
Bit No. 115 16-24 25 26 27-36 37-85 86-106/ 107-132 133-144
15 bits 9 bits 1 bit 1 bit 10 bits 49 bits 21 bits 26 bits 12 bits
2% 3. COSPAS-SARSAT 4191 4l 7 wIAIA] 32H[1]
Fig. 3. Long Message Format of COSPAS-SARSAT Search and Rescue Signal [1].
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Protocol Flag (bit 26) | (short) (long)
0 Standard Location Protocols
Not Used National Location Protocols

(protocol code: bits 37-40)

RLS Location Protocols

1

(protocol code: bits 37-39) User Protocols

User Protocols
User-Location Protocols

1% 4. Format Flag®} Protocol Flag®] A3+ W-2I[1].
Fig. 4. Format Flag and Protocol Flag Combinations [1].
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Bit Frame Non-Protected
Synchronization|Synchronization PDF-1 BCH-1 Data Field
Unmodulated Bit Frame . 21-Bit | Emergency Code/
: e L F t | Prot 1| Country | Prot 1| Nati 1 N
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Value F 1 100
a8 5. 37 AR TREZS] WAX] ZH[1].
Fig. 5. Message Format of National User Protocol [1].
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Fig. 6. Message Format of National Location Protocol [1].
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Bit No. 1-15 16-24 25 27-36 37-39 |40-85 I86-106 107-112
Value F 100 | I
 mppp——
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Fig. 7. Data fields to be encrypted in Short Message Format.
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Fig. 8. Data fields to be encrypted in Long Message Format.
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Fig. 9. CFB Operational Mode.
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