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Job Analysis for IT Security Workers in Defense Industry
through DACUM Process

Kwang Jea Woo® - Hae-Deok Song™*

ABSTRACT

As the society turns into more of an information an technology centric society, the importance of information
security 1s being increased these days. Recently, as the number of leaking accidents of personal information and
valuable industrial technology is on the rise, every field of industry endeavors to come up with a security solution.
In particular, since defense industry is a field where it establishes national defense power that is essential of national
security, it requires higher standards of security solutions than any other ordinary fields of industry. According to
Defense Industry Security Work Instructions, defense industry firms from security organizations and employ a
security worker corresponding to the firm’s scale and conditions. In an environment where essential information and
technology are stored and managed in information and communication system or storing media, the duty and role of
IT security workers are crucial. However, there is a shortage of systematic analysis on the work of IT security
workers and development of curriculum to enhance their professionalism. Thus DACUM process, a job analysis
technique, was used to identify IT Security workers’ duties and responsibilities and verify the validity and credibility
of the deducted results from the survey. The findings of this study will help in development of IT security duty in
defense industry and can be used as baseline data for the development of curriculum and amendments of related
regulations.
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