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Design of 3-Tier Security Mechanism for Improving
Security of the Implantable Medical Devices
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Abstract

As both medical and IT technologies advance, convergent medical technologies such as implantable medical
devices are receiving a lot of attentions from the research and medical appliance market. On the other hand, such
a new medical service is facing several new security threats including patient privacy breach since the service is
based on the wireless communication. Especially, the new security threat could induce the patient’s life threatening
accident, so that more secure measures should be provided. In this paper, a variety of security threats associated

with the implantable medical devices are pinpointed and a new security mechanism against such threats is
proposed.
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