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A Study of the Analysis and Countermeasure about the Phishing Scam

Kang Hyun Joong™

ABSTRACT

Phishing scans through wired telephones have been evolving into smissing and pharming. While we use wire or
wireless telephones, text messages, e-mails, and online-banking conveniently, the ways of hacking and phishing
attacks are getting developed and various. This paper investigates the various aspects of attacks depending on the
kinds of phishing and suggests general prevention measures. In addition, the user-oriented practical preventive
measures and government-driven long term measures are proposed in this paper. Technological developments, short
or long term preventive measures proposed by the government, and continuous public relations could be solutions
since in a short time, it could be difficult to eradicate phishing scams evolving continuously. Besides, the internet
media as well as SNS are great helps in promoting the preventives against phishing and smissing. Finally this paper
asserts that the newly developed service technology should be made carefully without security problems.

Key Words : Social Engineering, Voice Phishing, Smishing, Pharming
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