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Abstract Personal Health Records(PHR) service offers patients a convenient and easy-to-use solution for managing
their personal health records, crucial medical files, and emergency contacts. In spite of the indispensable
advantages, PHR service brings critical challenges that cannot be avoided from consumer side if the security of the
data is concerned. The problem of user's privacy infringement and leaking user's sensitive medical information is
increasing with the fusion of PHR technology and healthcare. In this paper, therefore, we analyze the various
security aspects that are vulnerable to the PHR service and needed to be resolved. Moreover, we analyze the
security requirements from the point of view of the PHR users and application service providers and provides the
PHR security mechanism for addressing PHR security threats and satisfying PHR security requirements.
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