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A Study on Threat Analysis of PC Security and Countermeasures
in Financial Sector
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Abstract As society has evolved to the knowledge and information society, the importance of internal information
of the company has increased gradually. Especially in financial institutions which must maintain the trust of
customers, the disclosure of inside information is a big problem beyond the a company's business information
disclosure level to break down sales-based businesses because it contains personal or financial transaction
information. Recently, since massive outflow of internal information are occurring in several enterprises, many
companies including financial companies have been working a lot in order to prevent the leakage of customer
information. This paper describes the internal information leakage incidents occurred in the finance companies, the
PC security vulnerabilities exists despite the main security system and internal information leakage prevention and
suggests countermeasures against increasing cyber infringement threats.
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Fig. 1. Ratio of Detected Malicious Code Types
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Table 1. Large—scale Hacking Incidents in
Financial Sector and Major Institutions
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Table 2. Personal Information Breaches in
Financial Sector
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Table 4. Countermeasures According to the
Electronic Data Protection Measures
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