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An Encrypted Service Data Model for Using Illegal Applications
of the Government Civil Affairs Service under Big Data Environments

Kim Myeong Hee* - Baek Hyun Chul™* - Hong Suk Won™** - Park Jae Heung™***

ABSTRACT

Recently the government civil affairs administration system has been advanced to a cloud computing
environment from a simple network environment. The electronic civil affairs processing environment in recent
years means cloud computing environment based bid data services. Therefore, there exist lots of problems in
processing big data for the government civil affairs service compared to the conventional information acquisition
environment. That is, it processes new information through collecting required information from different
information systems much further than the information service in conventional network environments. According to
such an environment, applications of providing administration information for processing the big data have been
becoming a major target of illegal attackers. The objectives of this study are to prevent illegal uses of the
electronic civil affairs service based on IPs nationally located in civil affairs centers and to protect leaks of the
important data retained in these centers. For achieving it, the safety, usability, and security of services are to be
ensured by using different authentication processes and encryption methods based on these processes.

Key words : Big data, Big data security, Cloud Computing, Computer network, Encryption, Traceback
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