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An Anti-Forensic Technique for Hiding Data in NTFS Index Record with a
Unicode Transformation

Gyu-Sang Cho*

ABSTRACT

In an “NTFS Index Record Data Hiding” method messages are hidden by using file names. Windows NTFS file
naming convention has some forbidden ASCII characters for a file name. When inputting Hangul with the Roman
alphabet, if the forbidden characters for the file name and binary data are used, the codes are convert to a
designated unicode point to avoid a file creation error due to unsuitable characters. In this paper, the problem of a
file creation error due to non-admittable characters for the file name is fixed, which is used in the index record data
hiding method. Using Hangul with Roman alphabet the characters cause a file creation error are converted to an
arbitrary unicode point except Hangul and Roman alphabet area. When it comes to binary data, all 256 codes are
converted to designated unicode area except an extended unicode(surrogate pairs) and ASCII code area. The results
of the two cases, ie. the Hangul with Roman alphabet case and the binary case, show the applicability of the
proposed method.
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