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Comparative Analysis of Security Schemes for Log System Providing
Forward Security

Seok-Gyu Kang® - Chang-Seop Park™*

ABSTRACT

In IT system, logs are an indicator of the previous key events. Therefore, when a security problem occurs in the
system, logs are used to find evidence and solution to the problem. So, it is important to ensure the integrity of the
stored logs. Existing schemes have been proposed to detect tampering of the stored logs after the key has been exp
osed. Existing schemes are designed separately in terms of log transmission and storage. We propose a new log sys
tem for integrating log transmission with storage. In addition, we prove the security requirements of the proposed sc

heme and computational efficiency with existing schemes.

Key words : Audit Log, Forward Secrecy, Log Transmission, Log Storage.
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