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ABSTRACT

The security of the data exchanged between sensor nodes in IoT (Internet of Things) environment becomes
increasing. In the conventional IEEE 802.15.4, the key for secure communication between the sensor node and the
sensor node and the PAN Coordinator or the sensor node is assumed to be pre-shared in advance. Especially,
there is another problem in that sensor node authentication is not considered during the association process. In this

paper, we propose a security scheme that solves the problems of previously proposed protocols with the
pre-shared key for all devices.
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