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Abstract Technical treatments of image contents on the web include the copy protection method such as the
image capture protection technology and the traitor tracing method to detect unauthorized duplications through
watermarking insertion or feature information technology. However, these two methods have their own weaknesses.
The image capture protection method is unable to protect illegal captures when the URLs of image sources are
exposed. The traitor tracing method is fundamentally unable to protect illegal captures due to its post-treatment
method. Besides, the weakness of using the copyright information display technology involves easy removal of
copyright information from copyrighted contents. This paper suggests a model of the web image contents protection
system which makes it hard to separate copyright information from web image contents and allows image contents
to be shown only in the authorized websites.
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Table 4. Environment of the Implemented System
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] - AES-128-CBC
Windows 7

<IDOCTYPE HTML>
<htm[>

. <img
src="http://www.fasoo.com’hong-gd.png”
copyright="http://www.fasoo.com’hong-gd.cr’/>

</html>
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Fig. 4. Posting on the Protected Web Image
Contents

<?xml version="1.0" encoding="UTF-8"?>
<copyrights>
<agreement>
<party>
<rightsHolder>

<uid>TP-00-13-0000-0001 </uid>
<role><![CDATA[ZAF7H]></role>
<name><![CDATA[ %4 F]]></name>

</rightsHolder>

</party>

<asset>
<url>http://www.fasoo.com/hong—gd.png</url>
<host>www.fasoo.com</host>
<uid> PI-00-13-0000-0001</uid>
<fileSize>2907907</fileSize>
<title><![CDATA[Z-ZF AP H><title>

<hash>f0414h...</hash>
</asset>
<encryption>
<algorithm>aes—-128-chc</algorithm>
<key>Tmpo...</key>
</encryption>
</agreement>
<hmac>hWBgPBHUIG6Hf5fnM98i 7xtgl YI=</hmac>
</copyrights>
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Fig. 5. License Information
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