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Abstract Recently, an application business model was proposed to implement an M-coupon system using the
NFC-based mobile devices. In this paper, the security requirements were surveyed for a secure M-coupon system and
to analyze the threats on the existing NFC-based M-coupon protocols. After considering the implementation efficiency
and security, this paper presents a novel M-coupon protocol based on the Diffie-Hellman key agreement scheme. This
protocol can be an alternative to solve the security problems related to the PKI (Public Key Infrastructure) and secret
key distribution. Furthermore, this M-coupon protocol is designed to provide user authentication and counteract the

relay attack.
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[Fig. 1] General NFC mobile coupon system
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[Fig. 2] The advanced M-coupon protocol
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[Fig. 3] The hash-based M-coupon protocol
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[Fig. 5] Proposed M-coupon Protocol
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[Table 1] Robustness of protocols against security threats

Threats & protocols D.ominikusﬂ[G] ' 'Hsiang[7‘] ' Alshehri[l‘()] ' 'Pmposed‘ .
Function Security Function Security Function Security Function Security

Unauthorized generation[6] Ek (0} Ek 6} Ek 6] Ek 6}
Manipulation[6] E), ¢) E, ¢ £, 0 E, ¢
Unauthorized copying[6] S 0 - X R o 0 B+ By 0
Multiple cash-in[6] DB 0 - X DB 6] DB 0
Confidentiality[7] E;, 0 h+DB ¢ h+DB 0 B+ By ¢)
Data integrity[7] S 0 - X h 0 h+E, 0
Relay attack(8] - X - X - X FEyye 0
Cryptographic function : £ (Encryption between issuer and cashier), 225 (Checking Offer Database in cashier), S(Signature

of user), N o (Hashing on A2), h(Hashing on Offer),
Security : O(Secure), X(Not secure)

EEK(Encryption between user and cashier)
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[Table 2] Efficiency comparison for protocol implementation
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