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Abstract The IoT(Internet of things) technology enable objects around user to be connected with each other for
sharing information. To support security is the mandatory requirement in IoT because it is related to the disclosure
of private information but also directly related to the human safety. However, it is difficult to apply traditional
security mechanism into lightweight devices. This is owing to the fact that many loT devices are generally resource
constrained and powered by battery. PSK(Pre-Shared Key) based approach, which share secret key in advance
between communication entities thereafter operate security functions, is suitable for light-weight device. That is
because PSK is costly efficient than a session key establishment approach based on public key algorithm. However,
how to safely set a PSK of the lightweight device in advance is a difficult issue because input/output interfaces
such as keyboard or display are constrained in general lightweight devices. To solve the problem, we propose and
develop a secure PSK configuration scheme for resource constrained devices in IoT.
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Table 2. specification of test device

Device Arduino Uno R3 Raspberry pi
Processor ATmega328 ARMI11
(16 MHz) (700 MHz)
Flash Memory 32KB SD Card
SRAM 2KB 512MB
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