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Abstract In recent years, the number of applications embedded in the various devices such as a smart phone
is getting larger. Due to the frequent changes of states in the execution environment, various malfunctions may
occur. In order to handle the issue, this paper suggests an approach to detecting method-level failures in the
legacy software systems. We can determine if the software executes the abnormal behavior based on the
behavior model. However, when we apply the context-sensitive behavior model to the method-level, several
problems happen such as false alarms and monitoring overhead. To tackle those issues, we propose CIBFD
(Context-Insensitive Behavior Model-based Failure Detection) method. Through the case studies, we compare
CIBFD method with the existing method. In addition, we analyze the effectiveness of the method for each
application domains.
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Table 1. A Function for Building the CIB model

function CIB makeCIB(L)

Input: SW| 19 7|5 po A8 21 L = <L L>

oo Lie mA=e] Ag A2 e g5 el 7159

Li=<Threadld,ClassName,MethodName>

create empty CIB ‘M,

create empty node ‘previousState’ and ‘currentState’

create empty edge ‘e’, e = <node a, node b>

: for each Liinl.do

currentState € L;

if currentState is in Mythen
edge€<previousState,currentState>’s frequency

N OR W

++

8 else

9: add currentState to M,

10: e € <previousState, currentState>
11: add e to to M,

12: end if

13: previousState € currentState

14:  end for

15:  return M,

13 -

Pl.cfg

L total graphs: 2

adgj= h4
(=222 74

1 graph id: Thread-4

total state nodes: 2

total class nodes: 1

thread id: Thread-4

class name: client/ServerCon
state name: _write Object

I1s annotated: false

anrotation:

T |1

_| total transitions:3

trans from thread id: Thread-4
trans from class: USER

trans from state name: USER
—J | transto threadid: Thread-4
trans to class: client/ServerCor
trans to state name: _writeObje
trans count 1

L is confirmed: false

a3 4. 2Y SN #9l 2Y T LR 7Y
Fig. 4. A internal structure of a file for a context
insensitive behavioral model
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Fig. 6. A function for extracting difference
between two CIB models(Diff(A, B))
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Table 2. A Pseudo Code for the Diff Function

function CIB diff(Ma,My)

Input: SW2] 715 a9l CIB M,,”1' b9 CIB M,
1: create empty CIB ‘Mgt

2 create empty flag ‘isInvalidNode’

3 Maith Ma

4: for each edge einMyi sEdgeSetdo

5: if eisinM;, sEdgeSetthen

6: remove eifromMg sSEdgeSet

7 end if

8 end for

9: for each node njinMai'sNodeSetdo

10: isInvalidNode B true

11: for each edge exinMuir sEdgeSetdo
12: if njisex’ sfromNodeortoNodethen
13: isInvalidNode B false

14: end if

15: end for

16: if isInvalideNode is true then

17: remove njfromMa sNodeSet
18: end if

19:  end for

20:  return Maig
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Table 4. A pseudo code
extracting a
attributes

function SBPUnitSet get/nv.SBPUnitSet(M)

Input CIB =¥ M
create empty SBPUnitSet P
create empty SBPUnit u
for each edge ejinM’sEdgeSetdo
if isCSNode(M, e;'sfromNode)isfalsethen
u B < e/'sfromNode,e;'stoNode>
add u to P
end if
end for
return P

@GJ\‘ICDU‘I»PWN}—*

PLO| MB|E ZH XX Hel I |

IWT-EventQueue-1,client/MessagingClient$MyKeyListener, -keyReleased ==(3)==|
AWT-EventQueue-1,client/MessagingClient§MyReyListener, -keyTyped ==(3)=|> T
IWT-EventQueue-1,client/Commanddistory, -add ==(1)==|> Thread-4,client/3erve
IWT-EventQueue-1,client/3erverConnection, -writeCbject ==(1)==|> Thread-¢,cl

PLO| MBIE L XY #el e |

anead—a,client/ServerConnectlon,—_wnteOl:]ect ==(47)==|> Thread-4,client/3
IWT-Event{ueue-1,client/MessagingClient$MyReyListener, -keyReleased ==(1)==
INT-EventQueue-1,client/MessagingClient, -3endChat ==(48)==|> AWI-EventQueus
AWT-EventQueue-1,client/Commanddistory, add ==(48)==|> AWI-EventQueue-1,clie
AWT-EventQueue-1,client/MessagingClient§MyReyListener, keyPressed ==(17)=|>

l

a8l 7.
Fig. 7.
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Pseudo Code
Table 5. A pseudo code of a function for
extracting methods that is likely to
happen abnormal events

sst HME 22

function NodeSet
getNodeSetForMonitoringAbnormalEvent(M

normal, Mabnormal

Irglolllt S °l 71% pel B Y 2D Muorma, H17878
% dbl’\()rmd]
create empty NodeSet N
22 create empty CIB D
3: create empty SBPUnitSet S
4: D B Diff Mapnormal, Muormal
5: S B getlnvSBPUnitSet Muormal)
6: for each edge eiinD’sEdgeSetdo
7: if ei'sfromNodeisinS’sNodeSetthen
8: add ei’sfromNodetoN
9: add ei'stoNodetoN
10: end if
11:  end for
12:  if N is empty then
13: for each edge ejinD’sEdgeSetdo
14:

e;'sfromNodeisinMuormal’ sNodeSetthen

15: add e, ‘sfromNodetoN
16: add ej'stoNodetoN
17: end if

18: end for

19:  end if

20 return N
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Table 8. Information for nodes and edges in a
behavioral model
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PO start | 378 | 385 377 375 | 379 371
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p2 undo | 16 19 14 10 8 8
p3 save | 56 70 48 37 36 29
p4 print | 20 24 19 16 14 11
po open 70 86 64 52 52 45
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Table 9. A complexity of a behavioral model by

extracting a specific functions and a

decreasing rate of a sequential pattern
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p5 open -25.711% -39.53% -29.69%
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