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A Study on Authentication Method for Secure Payment in Fintech
Environment
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Abstract FinTech(Financial Technology) is defined as the technique to create efficient financial services using
IT technologies. FinTech is an innovative technology through IT platform and big data, and is expected to
improve the security and problems of the conventional banking system. Domestic financial institutions has
introduced the technologies and investment in order to provide safe and effective services to users. However, In
the financial environment, information disclosure and security incident has occurred so they has lost the trust
from their customers. Moreover new variant of the security threats and attack techniques have occurred.
Therefore, in this paper, we designed a authentication scheme for secure payment system in FinTech
environment. The proposed study evaluated the stability of the existing security systems with respect to attack

methods occurred in the financial environment.
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Table 2. abbreviation
Symbol Description
IMSI Subscriber Identifier
CIvV Certification Identification Value
MACsp Mac Address
urv User Identification Value
RIGHT Right Operation
USERcert User of Certification Value
Authvae Authentication of Value
TS TimeStamp
PUB_TSM Public Key of Encryption for TSM
PUB_SP Public Key of Encryption for SP
PRI_SP Private Key of Encryption for SP
Hash Hash Function
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