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A Study on Amplification DRDoS Attacks and Defenses
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Abstract DDoS attacks have been used for paralyzing popular Internet services. Especially, amplification
attacks have grown dramatically in recent years. Defending against amplification attacks is challenging
since the attacks usually generate extremely hugh amount of traffic and attack traffic is coming from
legitimate servers, which is hard to differentiate from normal traffic. Moreover, some of protocols used by
amplification attacks are widely adopted in IoT devices so that the number of servers susceptible to
amplification attacks will continue to increase. This paper studies on the analysis of amplification attack
mechanisms in detail and proposes defense methodologies for scenarios where attackers, abused servers or

victims are in a monitoring network.
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3.3 SSDP Amplification

SSDP(Simple Service Discovery Protocol)+
UPnP(Universal Plug and Play) X =EZ oA
oA 52 AU dZH tute]l~E =
g AlgEHE Z2EFo|Y. SSDPE o] &3
DHCPY} DNS¢} e YEYA Aut} g7l
SAE AA Qlo] yulolx ©X|7} Zhs sttt 2
FH, vtolMH, i, ~ntE Hu], ZYE
o] Aulseld del ARgHI glom gow
0T AHEdx g A8dE Zo=2 oifdy
Shadowserver?] FAlol wW=2w A AA
W= dvkg] 929 SSDP AW7E FAskal
om ghao e 25Wkt] o]4ke] SSDP A1H 7}
Azl SSDP Z2EZo|A M-Search MM =
£ o]&3std HEAMNEE #or RAUESNA
o dAAEo ' HrlelzE & T e
ol & s{Flel= ariet vy ® OS, UUID
AR T, T Zéié o] Eg==t 40byte

oy 4y B

%] M-Search &3] tia] AW HFFo=n
308 ol AYE zZtE Suks nugFEth

UDP 19001 ¥E& SSDP M-Search #H# <
2 HUlE 2709 dle] SSSDP AHES &
==

3.4 SNMP Amplification

SNMP(Simple Network Management Pro
tocoDE 2H9-H, 2914, AW, g3 zHol4, =Y
B 5 UED Oulel~s welshs Bxow
HEolRl ZREF|Th YESA tulo]xo] B

o



UE#HS ICMPS} 22 Z2EZS AFEIoLt
HE A7 BsiAWA ICMPRICE HESL A
ule]~ A E E&H0RE T F glA Hol Al
FA WEolxl ZREEFe|th SNMP ZREFES
ol-g3ld WES A AT, AedE, G,
Ret#E 7t 7bsslt). Shadowservere] F Ao uf
29 AAe et o FRe] SNMP A7t
EAEH S A E 23%kd] o]de] SNMP A
7F EA3 A Belel FAlolE SNMP I
Z19] community ZE9] oz SHAl H=dH H
& public?} 22 FoE MEEH U
SNMP Z2EZ| XA GetBulkRequest =<
o] &3slH HolEd U= AAHolHE A s+=
GetNextRequest H#HS& WHEH o=z F33}
At gk 70 byted GetBulkRequest 8 02
Hol F9 byted] $HS WS 5 Arh SNMP
UDP 161 ¥ EE o] 83} community %t
publico.® SNMP #7& A =7d&
o] & 753 SNMP M ES

% 34

W ok o rlf

kil
S
=

.ﬂ

L
T 3

3.5 CharGen Amplification

CharGen(Character Generator Protocol)< &
gho]AESl g Ao dz] ;e s14(0-512)9
FAES $HOR HulFe ZREZo|th YE
A= AAe tig tA, dgE g2y Sl
A8-5 0t} Shadowserver?] EAo] wWa=w 2
T %= Fuk o 522 CharGen AW7F Q& Ul
of EAlsteE FeE 4yA Jded s
1500t Ao AH7F EA3T) 60byte®] 27
At WESHT4 T 1472 bytes) A71¢]
SHS HUFEE FaHor Ful u FE
Zans zZteth UDP 199 XEE o] 83

43 CharGen A

3.6 Other Amplifications
oA MuE ZREIE 9o

S T4

oH
]
N
e
-tTI-
of
2
N
>
re
-
W
w
w

DRDoS £ =

o]l 83 4 = TREIEL U4 EXEEY
LrAE EGAAANA PC olE T =(name

registration) ¥ resolutiong 33} NetBIOS
ZREZ YHAE A% nbtstat BHS
st oF 3w Ao
AL & F Ak

QOTD(Quote Of The Day)= UDP 17
AHgSte ZREZE o5 WdE 843
SREAA AEd 5 3l CharGen Z2E
23 A AR FER FF% A4 ol& 7t
53ttt

1 el = BitTorrent®] 34 4], KAD®]
o (peer) TEE wF HAX] WEHA AY
o] P2p ZrEZA Al dA e A
o] T& ol&aA FF TAE FAL 7 Urh

=

E
=3 T = - =3 I1
TE% gE e T F

'
o 3

E 1. Amplification Z2EZ H|1l
Table 1. Comparison of Amplification Protocols

Protocol UDP | Amplification Amp. Abusable
Port Request Factor Servers
NTP 123 get monlist =206 Millions
DNS 53 ANY query =50 >20Millions
SSDP | 1900 M-search =30 Millions
SNMP 161 | GetBulkRequest | =650 Millions
CharGen | 19 (Random) =360 0K
ol9} o] tekd UDP ZZEZFES o] &3}
o TF IFAE FIYL F e 4 ZRES
W2 AMEShE XE g 5% AL o8& Jhsd
Au el = (& 10 gedd 4= )
4. DRDoS &% 3239 9o 7|Y
4.1 Proactive Attack Prevention
Abdol DRDoS 5% 374< wojehes e
1) IP spoofings Aoz u= otE|AF
(Anti spoofing) 7IH<& A&t WHI 2) =
2EZ FdHS X5t PR Ys F

o,



IR YEHRSMI e =2 X H8A H5E

41.1 QE| AZF X (Anti—Spoofing)
ol43¥ DRDoS &7

o
=
@ e
=

Ul YEYA

E2AE ol g9 of ¥ % 9l
AFL ol e AFY W oAl AM
B2 o gd A%, 955 /WS o§d 2
%, AAFAK(hird party) & o1 8% A% Fol W
Wel Atk ARESS oled e Y Al
FEZAC B BEE 5 A S A
9o BroRo. HEHE o187 AZLUS A
HESS g% AFurt o dad syole
T 5 9o dEs g F4E s 4w
go) o= FM 0 Edge] M
BA e et ARk third-party) & o1 8@ <)
Ze olFel 4 2 A% omslss) ey

HEHZ EEZAE o] &3 ME =¥ 7y
= IP SHE o83 WH, dagz/oly s
(ingress/egress) ZE H[16], BGPe} #+¢¥ )
o] &g o]&3 7 Fol Urt IP HE o] &

=]
g 7|He gxdo= P slgle TTL e A

A AA EZ2A oA 7t F fle #%
S 7H A4S dY¥ st Wy dd g4A 371
7Vestthes @S b=t ingress/egress EE
H2 U FAa7F Ade P T4 "Wl 9
v Afd Egge] vEYA Eo7tAY o
7t A& d7kske Wi elth. DPF(Distributed
Packet Filtering)[17]1¢} 22 BGP #+98®€ AH

o] gato] FUA|, HAHA IP7F LA = A
22 Avs RS 2FFor Adshs Wy

= EAR

4.1.2 Protocol Patch

% 349 #Holg A8 FF FH FHokgt
ZREZ JXE = Wl s F Atk o
E E9o] NTP amplification #2732 H$=
monlist 7]'5S A A NTP 427 o]$F Wxo

2 ANE AHeE A0k T ol §51:= A
& whg & gk aet ol @ e A1 @
Aol g W Awlw 48T & Qe
Mo Qe o] EAsHE we e Azt
AR MAS THE AgsE Y= A FFIA
AL Wolshe 2BY J%olda st o
k.

o5

z P
Mo & &2 o 1
>
=
i
|

2 ¥ N 2 2
2
=)

s

421 BAX WY =™ "o
AEE YISO RS
CEE R IR EEREE
o = 3447} A

T4 Wolshs WS Agtac

lel = - = =
o] FoFst Mo SR F1E 2FFslo] A
Fate AAS AdeE Aoltk IPSUntrusion

Prevention System)9} &2 oA = W&
EYAY P F4 998 ¢
A IPE ~F3ste] NTPY DNS9F 22
ksl TR EFS o]83 gFlo] ALE
gAete] A Adsh= Aol 7hssith

422 T MH 0|8 &

LI

I
=
[t
o
1
o

W 2 op
o ol ofy
Ay 2o

oZ
e o =, o
8o

o |m

.
ol W
o

4

(o3

S

=

[>
)

j_g
[y
2
i
N
0
ol
rlr
A
42
ot
R
z
il
ot
R
ol

m:2
o,
il

I
oH
N
>
H‘|
2
M



of 93] ICMP ™A= 7}

o

DRDoS %E oA
Z 3 7|Hat g
4ot 71g @7 435
=y

o IPS 1|} NAT

3}

Sgo

o~
e

]

=

QL8] A1 e ol §7 ZRER o
S

o =
%o W
TETSE baowmzn b
o < oo Y 2 ) ol o) N
T deo fTrLERETRRALE, J.
PR PETITRNT T R Pogg o = T T
o B R LE TR Z T 0 e T R
ERG no,urmﬁﬂofmﬁ@oylmn&lm%. o#eiafaﬂgooﬂml}
° : m_u%ﬂu%ﬁﬂ]%%u.wﬂoﬁumudr muqor:.ﬂﬁﬂ o
ﬁl —_— ‘.mu ‘ﬂl Eﬂ L._“_ . :: E_ ‘:o ,d P EE LA = =0 ]\_yl Cis io ﬂ O#E KR QE
- g A0 No = mM a0 o) Ay g T B ol mﬁ = . W ORE O
T o4 X 2 ﬂg%@ﬂ&%mmﬂo_t? Zw}wﬂe_as%%ﬁﬂ
= ° oz B ow ok E e e S Ex 4+ @ = e oo
ﬁ%]&?ﬂ o %ﬁoﬂu%oz - AN . I _c__OEQ.Dl}LEq
NE S d B i S T W = __&M%Earcsu@ol@
Booodo = o g 2T N < < [ B om o T
7&]&41 W N © = o B = T oo o5 ~ o) X
o 0 o | T 2 = o © 2o 2 By o b R =3 X " oM
v E l e N pEdeERE = By = 4 .
= E o dp oF i R Lom o= A o ® = W w o L3 ol o= Ne
%0 =2 o ER ro E#Pno_%dlnumx 2 = TE 2 Tz o D
o = o E of = D = | Kook B o— w = o W A oor = R o mH
mgeEEE o - 5 a‘ﬁoﬂymﬂmﬁ% ) A I - o
oo R o T = W B8 =R I T oy = oF R
il (XQR] S| d %0 — T T 3 - 74 o ) TR =l B o] X
= T < F %o om0 ° g ~ S 4 e x fa N N X ﬂﬁo 4r
CIECIEN X %0 T TR~ Z XX T ﬂ%ﬁﬁﬂﬂiTE =z
— _ ~
7E:iﬂ@ﬂﬁ:ﬂrnu7%o_e Es%%%zmw%
— O ™ o T ;&Ow%v]u ™
< T SwrEw Lgw s«
9 ™ A No T o ™ X
T o M NN T~
-~ = N o N W
<~ T £ =
< £ 4 TT T W
E o g wy TESUR A - —
TR > e %urm%imompMmﬂ%EH%%xﬁ%m
i . @ mpE ES T T o TR o o
= W o £ EEE T R 2, TR LK =)
ke S Aaﬁﬁﬂo#%%@xﬂ%ﬁ S
ﬂuﬂmt el n_]mmﬂ ﬂ;ﬂﬂoﬂﬂJ Vﬂﬁo]]\hmwea.ﬂio
T B ok S AMI& h oo KO = < T = 5 M TP o~
(= = o :.L 5 ol &0 X Eo — ﬂ_LH o ) ﬂ_lm :/A —_ —_ \Drc ~X X
= S o p & W o = 9 t ﬂuﬂE_/ E
i) X 2 & Hmh X 5 o B - MW o %M PR e iT] i
X : C R T I
ﬂﬁ gw_,ﬂul |m ES —_ ﬂlﬁ_m Amo ATZ ]OL _.E = ﬂﬁ
COR=C g Hzg S ER <R }ﬂoHﬁAaﬁizw/
= g &y < ES KK gy "= TN ~N
S - o 558 B 5 oW N o S o
- 5 °F o $2% YR TEg ™ 4o o M om R ° % i B # G A
b S ot M v 23 B 2s o ¥ how o M °a P g
2 T =g mﬂﬂ%ﬂﬂﬂﬂ%woﬂ@mammﬁmmw
. o2 ol T2E T & & ° - .
ﬂmmoﬂewm 288 5 wﬂ%m Mwmﬂlmoﬁauwoﬁwo*uugﬂﬂlaﬂdebtgmwﬂ
e - . B 5 R o) — 3 =
U &F rao F Hto;ol]o&o TG T O
< o wﬂlumiﬁlﬂ%wlooﬂo,dl.uTQE#&lbfm
= o Eprwvmmﬁkﬂmlzgem 2 0
- ) W N ,.Mo s b T foiis R — JOX
xmﬂo_lu%uflnﬂrxam7
LXE MR

HES =

Q%‘}\P_l% E].y/ﬂg]

)

AL

o

Apgafo]l ALy ~3E



436 SRHYLBERNSMIISES =LK HeH A5

Yearl g8 s Ataad. ¥4 =
Ao gold 4 v FPAFY, Zzrs
shx1e] 7wl etk FAL Wolsh: vEda
of FAAL EAE B FUA P AFI
el Agahe Pyom wolrt s )
E912 % A #20 AgEE A v
AAAE WA ol FAEE el A7 A%
2 rate limit /1M olgd BA 2 Aukshs
e Adst W et 24 9
s Aol Fe9E L CDN Aul2g ol§
3 7 Sl el 1We A ol 2
o PWES Ba 2E A da awel
Woi7} bs@ Ao st
REFERENCES

[1] https://blog.cloudflare.com/technical-details—
behind
—attack/

[2] Shodan, networked device search engine,
http://www.shodanhqg.com/

[3] Karami, M., McCoy, D. “Understanding the
Emerging Threat of DDoS-as-a-Service”,
Proc. of the 6th UNSENIX Workshop on
Large-Scale  Exploits and
Threats. (LEET), 2013.

[4] J. Mirkovic , P. Reiher, “A taxonomy of
DDoS attack and  DDoS defense
mechanisms”, ACM SIGCOMM, 2004.

[5] M. M. Andrade and N. Vlajic, “Dirt

- a—400gbps—ntp—amplification—-ddos

Emergent

jumper: A key player in today's
botnet-for-ddos market”. IEEE WorldCIS,
2012.

[6] M. S. Kang, S. B. Lee, and V. D. Gligor,
“The Crossfire Attack”, Proc. of IEEE
Security and Privacy (S&P), 2013.

[71 A. Studer and A. Perrig, "The Coremelt
Attack”, Proc. of the European Symposium

Security

on Research in  Computer

(ESORICS), 2009.
8l I

"Implementing

JIoannidis and S. M. Bellovin,

Pushback:  Router-Based
Defense Against DDoS Attacks”, Proc. of
Network and Distributed System Security
Symposium (NDSS), 2002

[9] V. Sekar, N. G. Duffield, O. Spatscheck, J.
E. van der Merwe, and H. Zhang, "LADS:
Large-scale Automated DDoS Detection
System”, Proc. of the USENIX Annual
Technical Conference (ATC), 2006.

[10] X. Wang and M. K. Reiter, "Mitigating
BandwidthExhaustion Attacks Using
Congestion Puzzles”, Proc. of the 11th
ACM  Conference on Computer and
Communications Security (CCS), 2004.

[11] J. Jung, V. Paxson, A. W. Berger, and H.
Balakrishnan, "Fast
Using  Sequential

Portscan  Detection

Hypothesis  Testing”,
Proc. of IEEE Symposium on Security and
Privacy (S&P), 2004

[12] C. Rossow, "Amplification Hell: Revisiting
Network Protocols for DDoS Abuse”, Proc.
of the Network and Distributed System
Security (NDSS) Symposium, 2014.

[13] M. Kithrer , T. Hupperich , C. Rossow ,
T. Holz, "Exit from hell? reducing the
impact of amplification DDoS attacks”,
Proc. of the 23rd USENIX conference on
Security Symposium, 2014.

[14] M. Kuhrer, T. Hupperich, C. Rossow, T.
Holz, "Hell of a Handshake: Abusing TCP
for Reflective Amplification DDoS Attacks”,

USENIX Workshop on Offensive
Technologies (WOOT), 2014.
[15] Shadowserver foundation,

https://www.shadowserver.org/
[16] P. Ferguson and D. Senie, "Network
Defeating Denial of

Ingress Filtering:



Service Attacks which employ IP Source
Address Spoofing”, IETF RFC 2827, 2000

[177 K. Park and H. Lee, "On the
Effectiveness of Route-based  Packet
Filtering for Distributed DoS  Attack

Prevention in Power-law Internets”, ACM
SIGCOMM, 2001.

[18] S
" Autofuzz:

Gorbunov and A. Rosenbloom,

Automated network protocol

IJCSNS International
Journal of Computer Science and Network
Security, 2010.

[19] https://www.cloudflare.com/

[20] W. Feng, E. Kaiser, W. Feng, and A.
Luu, "Design and implementation of
network puzzles”, Proc. of IEEE INFOCOM
2005.

[21] Y. Gilad and A. Herzberg, "LOT: A
Defense Against IP Spoofing and Flooding

fuzzing framework”,

Attacks”, ACM Transaction on Information

and System Security, 2012.

AAoFE
3 3 A(Hyunsang Choi) [31¢]
o 2004 8¢ mdIgw HF

Ejsty} sha}
o 20061 8¢ : mEUEgw T

B 8tat A}

o 2012 24 @ myUigtw HF
B gha} w1kt

o 2012 3€¥ T 2013 2¥ : 1
2 etal R AT

o 2013 3¥€ T 2014¢ 3¥
UC. Berkeley ¥ +Y

<AL

YE S ®Hok A28 wot

DRDoS

g @ =(Hyundo Park)

o 20049 8¢ ¢ mEwsta PF

EEE

o 20074 29 : aUEa A
ELE IR
o 20109 89 @ mEdstm AF

ERE

* 2010 9€ T 2011 9¢:
Bell Lab HpAHF<14]

o 20124 1€ T 20124 10¥:
TSt GRS} s

e 20124 119 ~ 20154 2
aYazd Heed

o 20154 59 ~ @A:
sk Aroet o tag

UES AR, Al28] wet

o] 3 Z(Heejo Lee)

e 19934 2¢ : 3
Foj3} ot
o 1995 29
38kt AAb
e 20008 24 ¢
8t} HhAL
20004 3¢ T
Purdue Univ. BFAFSA
2001 3€ ~ 20034 1
AEAF4 CTO
e 2010 1€ T 20109 12¢
CMU CyLab %14~
e 20049 39 T @A - uHuE
W ZAFE Y g

UES D Het, AJxgl Het



